
Operating System

Lecture 1 : Operating System – Overview
by: Dr. Muna 

M.T.

An Operating System (OS) is an interface between a computer user and
computer hardware. An operating system is a software which performs all
the  basic  tasks  like  file  management,  memory  management,  process
management,  handling  input  and  output,  and  controlling  peripheral
devices such as disk drives and printers. 
Some  popular  Operating  Systems  include  Linux  Operating  System,
Windows Operating System, VMS, OS/400, AIX, z/OS, etc

Definition 
An operating system is a program that acts as an interface between the
user and the computer hardware and controls the execution of all kinds of
programs.
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Figure 1.1 Abstract view of the components of a computer system

A computer  system can be divided roughly into four  components:  the
hardware, the operating system, the application programs, and the users
(Figure 1.1).
The hardware—the central processing unit (CPU), the memory, and the
input/output (I/O) devices—provides the basic computing resources for
the  system.  The  application  programs—such  as  word  processors,
spreadsheets, compilers, and Web browsers.

Following are some of important functions of an operating System. 

1. Memory Management 
2. Processor Management 
3. Device Management 
4. File Management 
5. Security 
6. Control over system performance 
7. Job accounting 
8. Error detecting aids 
9. Coordination between other software and users

 Memory Management 
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Memory management refers to management of Primary Memory or Main
Memory. Main memory is a large array of words or bytes where each
word or byte has its own address. 
Main memory provides a fast storage that can be accessed directly by the
CPU. For a program to be executed, it  must in the main memory. An
Operating System does the following activities for memory management: 

1. Keeps tracks of primary memory, i.e., what part of it are in use by 
whom, what part are not in use. 

2. In multiprogramming, the OS decides which process will get 
memory when and how much. 

3. Allocates the memory when a process requests it to do so. 
4. De-allocates the memory when a process no longer needs it or has 

been terminated. 

Processor Management 
In multiprogramming environment, the OS decides which process gets 
the processor when and for how much time. This function is called 
process scheduling. An Operating System does the following activities for
processor management: 

1. Keeps tracks of processor and status of process. The program 
responsible for this task is known as traffic controller. 

2. Allocates the processor (CPU) to a process. 
3. De-allocates processor when a process is no longer required. 

Device Management 
An Operating System manages device communication via their respective
drivers. It does the following activities for device management: 

1. Keeps tracks of all devices. The program responsible for this task is
known as the I/O controller. 

2. Decides which process gets the device when and for how much 
time. 

3. Allocates the device in the most efficient way. 
4. De-allocates devices. 

File Management 
A file system is normally organized into directories for easy navigation 
and usage. These directories may contain files and other directions.

An Operating System does the following activities for file management: 
1. Keeps track of information, location, uses, status etc. The 

collective facilities are often known as file system. 
2. Decides who gets the resources. 
3. Allocates the resources. 
4. De-allocates the resources. 
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5. Other Important Activities 
6. Following are some of the important activities that an Operating 

System performs: 
7. Security -- By means of password and similar other techniques, it 

prevents unauthorized access to programs and data. 
8. Control over system performance -- Recording delays between 

request for a service and response from the system. 
9. Job accounting -- Keeping track of time and resources used by 

various jobs and users. 
10.Error detecting aids -- Production of dumps, traces, error messages,

and other debugging and error detecting aids. 
11.Coordination between other software and users -- Coordination and

assignment of compilers, interpreters, assemblers and other 
software to the various users of the computer systems. 

Word definition 

A program loaded into memory and executing is called a process. When a
process  executes,  it  typically  executes  for  only  a  short  time  before  it
either finishes or needs to perform I/O.
If several jobs are ready to be brought into memory, and if there is not
enough room for all of them, then the system must choose among them.
Making this decision involves job scheduling 
A trap (or an exception) is a software-generated interrupt caused either by
an error (for example, division by zero or invalid memory access) or by a
specific request from a user program that an operating-system service be
performed.
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Figure 2.1 A view of operating system services.
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Lecture 2 :Processes

A question that arises in discussing operating systems involves what to
call all the CPU activities. A batch system executes jobs, whereas a time-
shared system has user programs, or tasks. Even on a single-user system,
a user may be able to run several programs at one time: a word processor,
a Web browser, and an e-mail package. And even if a user can execute
only one program at a time, such as on an embedded device that does not
support multitasking, the operating system may need to support its own
internal programmed activities, such as memory management. In many
respects, all these activities are similar, so we call all of them processes.
Informally, as mentioned earlier, a process is a program in execution. A
process is more than the program code, which is sometimes known as the
text section. It  also includes the current activity, as represented by the
value of the program counter and the contents of the processor’s registers.
A  process  generally  also  includes  the  process  stack,  which  contains
temporary data (such as function parameters, return addresses, and local
variables), and a data section, which contains global variables. A process
may also include a heap, which is memory that is dynamically allocated
during process run time. The structure of a process in memory is shown
in Figure 3.1.

Figure 3.1 Process in memory

A  system  consists  of  a  collection  of  processes:  operating  system
processes executing system code and user processes executing user code.
Potentially, all these processes can execute concurrently, with the CPU
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(or  CPUs)  multiplexed  among  them.  By  switching  the  CPU  between
processes, the operating system can make the computer more productive.

 
Process State
As a process executes, it changes state. The state of a process is defined
in part by the current activity of that process. A process may be in one of
the following states:

• New. The process is being created.
• Running. Instructions are being executed.
• Waiting. The process is waiting for some event to occur (such as an I/O
completion or reception of a signal).
• Ready. The process is waiting to be assigned to a processor.
• Terminated. The process has finished execution.

These names are arbitrary, and they vary across operating systems. The
states  that  they  represent  are  found  on  all  systems,  however.  Certain
operating  systems  also  more  finely  delineate  process  states.  It  is
important  to  realize  that  only  one  process  can  be  running  on  any
processor  at  any  instant.  Many  processes  may  be  ready  and  waiting,
however. The state diagram corresponding to these states is presented in
Figure 3.2.

Figure 3.2 Diagram of process state.

Process Control Block
Each process is represented in the operating system by a process control
block (PCB) also called a task control block. A PCB is shown in Figure
3.3.  It  contains many pieces of  information associated  with a  specific
process, including these:
 
• Process state. The state may be new, ready, running, waiting and so on.
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•  Program  counter.  The  counter  indicates  the  address  of  the  next
instruction to be executed for this process.
• CPU registers. The registers vary in number and type, depending on the
computer architecture. They include accumulators, index registers, stack
pointers, and general-purpose registers. Along with the program counter,
this state information must be saved when an interrupt occurs, to allow
the process to be continued correctly afterward (Figure 3.4).

Figure 3.3 Process control block (PCB).

•  CPU-scheduling  information.  This  information  includes  a  process
priority,  pointers  to  scheduling  queues,  and  any  other  scheduling
parameters.
•  Memory-management  information.  This  information  may  include
such items as the value of the base and limit registers and the page tables,
or  the  segment  tables,  depending  on the  memory system used  by the
operating system 
•  Accounting  information.  This  information  includes  the  amount  of
CPU and real time used, time limits,  account numbers,  job or process
numbers, and so on.
•  I/O  status  information.  This  information  includes  the  list  of  I/O
devices allocated to the process, a list of open files, and so on. In brief,
the PCB simply serves as the repository for any information that may
vary from process to process.
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Figure 3.4 Diagram showing CPU switch from process to process
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Lecture 3 :Threads
The  process  model  discussed  so  far  has  implied  that  a  process  is  a
program that performs a single thread of execution. For example, when a
process  is  running  a  word-processor  program,  a  single  thread  of
instructions is being executed. This single thread of control allows the
process  to  perform  only  one  task  at  a  time.  The  user  cannot
simultaneously type in characters and run the spell  checker within the
same  process,  for  example.  Most  modern  operating  systems  have
extended the process concept to allow a process to have multiple threads
of  execution  and thus  to  perform more  than one  task  at  a  time.  This
feature  is  especially  beneficial  on  multicore  systems,  where  multiple
threads can run in parallel.

Process Scheduling
The objective of multiprogramming is to have some process running at all
times, to maximize CPU utilization. The objective of time sharing is to
switch the CPU among processes so frequently that  users  can interact
with  each  program while  it  is  running.  To meet  these  objectives,  the
process  scheduler  selects  an available  process  (possibly from a  set  of
several  available processes)  for  program execution on the CPU. For a
single-processor  system,  there  will  never  be  more  than  one  running
process. If there are more processes, the rest will have to wait until the
CPU is free and can be rescheduled.

Scheduling Queues
As processes  enter  the  system,  they are  put  into  a  job queue,  which
consists of all processes in the system. The processes that are residing in
main memory and are ready and waiting to execute are kept on a list
called the ready queue.
This  queue  is  generally  stored  as  a linked list.  A ready-queue  header
contains  pointers  to  the  first  and  final  PCBs  in  the  list.  Each  PCB
includes a pointer field that points to the next PCB in the ready queue.
The system also includes other queues. When a process is allocated the
CPU, it executes for a while and eventually quits, is interrupted, or waits
for the occurrence of a particular event, such as the completion of an I/O
request.  Suppose the process makes an I/O request to a shared device,
such as a disk. Since there are many processes in the system, the disk may
be busy with the I/O request of some other process. The process therefore
may  have  to  wait  for  the  disk.  The  list  of  processes  waiting  for  a
particular I/O device is called a  device queue. Each device has its own
device queue (Figure 3.5).
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A common representation of process scheduling is a queueing diagram,
such as that in Figure 3.6. Each rectangular box represents a queue. Two
types of queues are present: the ready queue and a set of device queues.
The circles represent the resources that serve the queues, and the arrows
indicate the flow of processes in the system.
A new process is initially put in the ready queue. It waits there until it is
selected for execution, or  dispatched. Once the process is allocated the
CPU and is executing, one of several events could occur:
•  The process could issue an I/O request and then be placed in an I/O
queue.
•  The process could create a new child process and wait for the child’s
termination.
• The process could be removed forcibly from the CPU, as a result of an
interrupt, and be put back in the ready queue.
In the first two cases, the process eventually switches from the waiting
state to the ready state and is then put back in the ready queue. A process
continues this cycle until it terminates, at which time it is removed from
all queues and has its PCB and resources deallocated.

11



Schedulers
A process migrates among the various scheduling queues throughout its
lifetime.  The  operating  system  must  select,  for  scheduling  purposes,
processes from these queues in some fashion. The selection process is
carried out by the appropriate scheduler.
Often,  in  a  batch  system,  more  processes  are  submitted  than  can  be
executed  immediately.  These  processes  are  spooled  to  a  mass-storage
device (typically a disk),  where they are kept  for  later  execution.  The
long-term scheduler, or job scheduler, selects processes from this pool
and loads them into memory for execution. The short-term scheduler, or
CPU  scheduler,  selects  from  among  the  processes  that  are  ready  to
execute and allocates the CPU to one of them.
The primary distinction between these two schedulers lies in frequency of
execution.  The short-term scheduler must  select a new process for the
CPU  frequently.  A process  may  execute  for  only  a  few  milliseconds
before  waiting  for  an  I/O  request.  Often,  the  short-term  scheduler
executes at least once every 100 milliseconds. Because of the short time
between executions, the short-term scheduler must be fast. If it takes 10
milliseconds to decide to execute a process for 100 milliseconds, then 10/
(100 + 10) = 9 percent of the CPU is being used (wasted) simply for
scheduling the work.
It is important that the long-term scheduler make a careful selection. In
general,  most  processes can be described as either  I/O bound or CPU
bound. An I/O-bound process is one that spends more of its time doing
I/O  than  it  spends  doing  computations.  A  CPU-bound  process,  in
contrast, generates I/O requests infrequently, using more of its time doing
computations. It is important that the long-term scheduler select a good
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process mix of I/O-bound and CPU-bound processes. If all processes are
I/O bound, the ready queue will almost always be empty, and the short-
term scheduler will have little to do.
If all processes are CPU bound, the I/O waiting queue will almost always
be  empty,  devices  will  go  unused,  and  again  the  system  will  be
unbalanced.  The  system  with  the  best  performance  will  thus  have  a
combination of CPU-bound and I/O-bound processes.
Some operating systems, such as time-sharing systems, may introduce an
additional,  intermediate  level  of  scheduling.  This  medium-term
scheduler is diagrammed in Figure 3.7. The key idea behind a medium-
term scheduler  is  that  sometimes it  can be  advantageous to  remove a
process from memory (and from active contention for the CPU) and thus
reduce  the  degree  of  multiprogramming.  Later,  the  process  can  be
reintroduced into memory, and its execution can be continued where it
left off. This scheme is called swapping. The process is swapped out, and
is later swapped in, by the medium-term scheduler. Swapping may be
necessary to improve the process mix or because a change in memory
requirements has overcommitted available memory, requiring memory to
be freed up.

Context Switch
interrupts cause the operating system to change a CPU from its current
task and to run a kernel routine. When an interrupt occurs, the system
needs to save the current  context of the process running on the CPU so
that it  can restore that context when its processing is done, essentially
suspending the process and then resuming it. The context is represented
in the PCB of the process. It includes the value of the CPU registers, the
process  state  (see  Figure  3.2),  and  memory-management  information.
Generically, we perform a state save of the current state of the CPU, be it
in kernel or user mode, and then a state restore to resume operations.
Switching the CPU to another process requires performing a state save of
the current process and a state restore of a different process. This task is
known as a  context switch.  When a context switch occurs,  the kernel
saves  the  context  of  the  old  process  in  its  PCB and  loads  the  saved
context of the new process scheduled to run. Context-switch time is pure
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overhead,  because  the  system  does  no  useful  work  while  switching.
Switching  speed  varies  from  machine  to  machine,  depending  on  the
memory  speed,  the  number  of  registers  that  must  be  copied,  and  the
existence of special instructions. A typical speed is a few milliseconds.
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Lecture 4 :Operations on Processes
The processes in most systems can execute concurrently, and they may be
created  and  deleted  dynamically. Thus,  these  systems  must  provide  a
mechanism  for  process  creation  and  termination.  In  this  section,  we
explore  the  mechanisms  involved  in  creating  processes  and  illustrate
process creation on UNIX and Windows systems.

1. Process Creation
During the execution, a process may create several new processes. the
creating process is called a  parent process,  and the new processes are
called the  children of that process. Each of these new processes may in
turn create other processes, forming a tree of processes.
Most operating systems (including UNIX, Linux, and Windows) identify
processes  according to  a  unique  process  identifier  (or  pid),  which is
typically an integer number. The pid provides a unique value for each
process in the system, and it can be used as an index to access various
attributes of a process within the kernel.
The init process (which always has a pid of 1) serves as the root parent
process for  all  user  processes.  the init  process can also create various
processes, such as in Figure 3.8, we see two children of init—kthreadd
and  sshd.  The  kthreadd  process  is  responsible  for  creating  additional
processes khelper and pdflush and so the others child.

In general, when a process creates a child process, that child process will
need  certain  resources  (CPU  time,  memory,  files,  I/O  devices)  to
accomplish its task. A child process may be able to obtain its resources
directly from the operating system, or it may be constrained to a subset of
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the resources of the parent process. The parent may have to partition its
resources among its children, or it may be able to share some resources
(such as memory or files)  among several  of its  children. Restricting a
child process to a subset of the parent’s resources prevents any process
from overloading the system by creating too many child processes.
In addition to supplying various physical and logical resources, the parent
process may pass along initialization data (input) to the child process. For
example, consider a process whose function is to display the contents of a
file —say, image.jpg—on the screen of a terminal. When the process is
created, it will get, as an input from its parent process, the name of the
file image.jpg.
Using that file name, it will open the file and write the contents out. It
may also get the name of the output device. Alternatively, some operating
systems pass resources to child processes.  On such a system, the new
process may get two open files, image.jpg and the terminal device, and
may simply transfer the datum between the two.
When a process creates a  new process,  two possibilities  for  execution
exist:
1. The parent continues to execute concurrently with its children.
2. The parent waits until some or all of its children have terminated.

There are also two address-space possibilities for the new process:
1. The child process is a duplicate of the parent process (it has the same
program and data as the parent).
2. The child process has a new program loaded into it.

To illustrate  these  differences,  let’s first  consider  the  UNIX operating
system. In UNIX, as we’ve seen, each process is identified by its process
identifier, which is  a  unique  integer. A new process  is  created  by the
fork() system call.  The new process consists of a copy of the address
space of the original process. This mechanism allows the parent process
to communicate easily with its child process. Both processes (the parent
and the child) continue execution at the instruction after the fork(), with
one difference: the return code for the fork() is zero for the new (child)
process, whereas the (nonzero) process identifier of the child is returned
to the parent.
After a fork() system call,  one of the two processes typically uses the
exec()  system call  to  replace the process’s memory space with a  new
program.
The exec() system call loads a binary file into memory (destroying the
memory image of  the program containing the exec()  system call)  and
starts  its  execution.  In  this  manner,  the  two  processes  are  able  to
communicate and then go their separate ways. The parent can then create
more children; or, if it has nothing else to do while the child runs, it can
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issue a wait() system call  to move itself off the ready queue until  the
termination of the child. Because the

As  an  alternative  example,  we  next  consider  process  creation  in
Windows.  Processes  are  created  in  the  Windows  API  using  the
CreateProcess() function, which is similar to fork() in that a parent creates
a new child process.

  2. Process Termination
A process terminates when it finishes executing its final statement and
asks the operating system to delete it by using the exit() system call. At
that point, the process may return a status value (typically an integer) to
its parent process (via the wait() system call).  All the resources of the
process—including  physical  and  virtual  memory,  open  files,  and  I/O
buffers—are deallocated by the operating system.
Termination  can  occur  in  other  circumstances  as  well.  A process  can
cause the termination of another process via an appropriate system call
(for  example,  TerminateProcess()  inWindows).  Usually, such a  system
call  can  be  invoked  only  by  the  parent  of  the  process  that  is  to  be
terminated. Otherwise, users could arbitrarily kill each other’s jobs. Note
that  a  parent  needs  to  know  the  identities  of  its  children  if  it  is  to
terminate  them.  Thus,  when  one  process  creates  a  new  process,  the
identity of the newly created process is passed to the parent.

A parent may terminate the execution of one of its children for a variety
of reasons, such as these:
•  The child has exceeded its usage of some of the resources that it has
been allocated. (To determine whether this has occurred, the parent must
have a mechanism to inspect the state of its children.)
• The task assigned to the child is no longer required.
• The parent is exiting, and the operating system does not allow a child to
continue if its parent terminates.

Some systems do not allow a child to exist if its parent has terminated. In
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such systems,  if  a  process terminates (either  normally or  abnormally),
then all its children must also be terminated. This phenomenon, referred
to  as  cascading  termination,  is  normally  initiated  by  the  operating
system. 

A parent process may wait for the termination of a child process by using
the wait() system call. The wait() system call is passed a parameter that
allows the parent to obtain the exit status of the child. This system call
also  returns  the  process  identifier  of  the  terminated  child  so  that  the
parent can tell which of its children has terminated:
pid t pid;
int status;
pid = wait(&status);
When a process terminates, its resources are deallocated by the operating
system. A process that has terminated, but whose parent has not yet called
wait(), is known as a zombie process. All processes transition to this state
when they terminate,  but generally they exist  as zombies only briefly.
Once the parent calls wait(), the process identifier of the zombie process
and its entry in the process table are released.
Now consider what would happen if a parent did not invoke wait() and
instead terminated, thereby leaving its child processes as orphans.

Interprocess Communication
Processes executing concurrently in the operating system may be either
independent  processes  or  cooperating  processes.  A  process  is
independent  if  it  cannot  affect  or  be  affected  by  the  other  processes
executing in the system. Any process that does not share data with any
other process is independent. A process is cooperating if it can affect or
be affected by the other processes executing in the system. Clearly, any
process that shares data with other processes is a cooperating process.
There  are  several  reasons  for  providing  an  environment  that  allows
process cooperation:
• Information sharing. Since several users may be interested in the same
piece of  information (for  instance,  a  shared file),  we must  provide an
environment to allow concurrent access to such information.
•  Computation speedup. If we want a particular task to run faster, we
must break it into subtasks, each of which will be executing in parallel
with the others. Notice that such a speedup can be achieved only if the
computer has multiple processing cores.
• Modularity. We may want to construct the system in a modular fashion,
dividing the system functions into separate processes or threads, as we
discussed previously.
• Convenience. Even an individual user may work on many tasks at the
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same time. For instance, a user may be editing, listening to music, and
compiling in parallel.
Cooperating  processes  require  an  interprocess  communication  (IPC)
mechanism that will allow them to exchange data and information. There
are  two  fundamental  models  of  interprocess  communication:  shared
memory and message passing. In the shared-memory model, a region of
memory that is shared by cooperating processes is established. Processes
can then exchange information by reading and writing data to the shared
region.  In  the  message-passing  model,  communication  takes  place  by
means of messages exchanged between the cooperating processes. The
two communications models are contrasted in Figure 3.12.
Both of the models just mentioned are common in operating systems, and
many systems implement both. Message passing is useful for exchanging
smaller amounts of data, because no conflicts need be avoided. Message
passing is also easier to implement in a distributed system than shared
memory.  Shared memory can be faster than message passing.
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Lecture 5 :Shared-Memory Systems
Interprocess  communication  using  shared  memory  requires
communicating  processes  to  establish  a  region  of  shared  memory.
Typically, a  shared-memory region resides in the address space of  the
process creating the shared-memory segment. Other processes that wish
to communicate using this shared-memory segment must attach it to their
address space. Recall that, normally, the operating system tries to prevent
one process from accessing another process’s memory. Shared memory
requires that two or more processes agree to remove this restriction. They
can then exchange information by reading and writing data in the shared
areas.  The form of  the data  and the  location  are  determined by these
processes and are not under the operating system’s control. The processes
are also responsible for ensuring that they are not writing to the same
location simultaneously.
To illustrate the concept of cooperating processes, let’s consider the
producer–consumer  problem,  which  is  a  common  paradigm  for
cooperating processes. A producer process produces information that is
consumed by a consumer process. For example, a compiler may produce
assembly code that is consumed by an assembler. The assembler, in turn,
may produce object modules that are consumed by the loader.
One solution to the producer–consumer problem uses shared memory. To
allow producer  and  consumer  processes  to  run  concurrently, we  must
have available a buffer of items that can be filled by the producer and
emptied by the consumer. This buffer will reside in a region of memory
that is shared by the producer and consumer processes. A producer can
produce one item while the consumer is consuming another item. The
producer and consumer must be synchronized, so that the consumer does
not try to consume an item that has not yet been produced.
Two types  of  buffers  can  be  used.  The  unbounded buffer  places  no
practical limit on the size of the buffer. The consumer may have to wait
for  new items,  but  the  producer  can  always  produce  new items.  The
bounded buffer assumes a fixed buffer size. In this case, the consumer
must wait if the buffer is empty, and the producer must wait if the buffer
is full.

Message-Passing Systems
The scheme requires that these processes share a region of memory and
that  the  code  for  accessing  and  manipulating  the  shared  memory  be
written explicitly by the application programmer. Another way to achieve
the  same effect  is  for  the  operating  system to  provide  the  means  for
cooperating processes to communicate with each other via a message-
passing facility.
Message  passing  provides  a  mechanism  to  allow  processes  to
communicate and to synchronize their actions without sharing the same
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address space. It is particularly useful in a distributed environment, where
the  communicating  processes  may  reside  on  different  computers
connected by a network. For example, an Internet chat program could be
designed  so  that  chat  participants  communicate  with  one  another  by
exchanging messages.

A message-passing facility provides at least two operations:
send(message) receive(message)

Messages sent by a process can be either fixed or variable in size. If only
fixed-sized  messages  can  be  sent,  the  system-level  implementation  is
straightforward.  This  restriction,  however,  makes  the  task  of
programming more difficult. Conversely, variable-sized messages require
a more complex system level implementation, but the programming task
becomes simpler. This  is  a  common kind of  tradeoff  seen  throughout
operating-system design. 

If processes P and Q want to communicate, they must send messages to
and receive messages from each other: a communication link must exist
between them. This link can be implemented in a variety of ways. We are
concerned  here  not  with  the  link’s  physical  implementation  (such  as
shared  memory, hardware  bus,  or  network,  but  rather  with  its  logical
implementation. Here are several methods for logically implementing a
link and the send()/receive() operations:

• Direct or indirect communication
• Synchronous or asynchronous communication
• Automatic or explicit buffering

Naming
Processes that want to communicate must have a way to refer to each
other. They can use either direct or indirect communication. Under direct
communication, each process that wants to communicate must explicitly
name the recipient or sender of the communication. In this scheme, the
send() and receive() primitives are defined as:

• send(P, message)—Send a message to process P.
• receive(Q, message)—Receive a message from process Q.

A communication link in this scheme has the following properties:
• A link is established automatically between every pair of processes that
want  to  communicate.  The processes  need to  know only  each  other’s
identity to communicate.
• A link is associated with exactly two processes.
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• Between each pair of processes, there exists exactly one link.

This scheme exhibits  symmetry  in addressing;  that  is,  both the sender
process and the receiver process must name the other to communicate. A
variant of this scheme employs asymmetry in addressing. Here, only the
sender  names  the  recipient;  the  recipient  is  not  required  to  name the
sender. In this scheme, the send() and receive() primitives are defined as
follows:

• send(P, message)—Send a message to process P.
• receive(id, message)—Receive a message from any process. The
variable id is set to the name of the process with which communication
has taken place.
The disadvantage in both of these schemes (symmetric and asymmetric)
is the limited modularity of the resulting process definitions. Changing
the identifier of a process may necessitate examining all other process
definitions. All references to the old identifier must be found, so that they
can be modified to the new identifier. In general, any such hard-coding
techniques, where identifiers must be explicitly stated, are less desirable
than techniques involving indirection, as described next.
With  indirect  communication,  the  messages  are  sent  to  and  received
from  mailboxes,  or  ports.  A mailbox  can  be  viewed  abstractly  as  an
object into which messages can be placed by processes and fromwhich
messages can be removed.
Each mailbox has a unique identification. For example, POSIX message
queues  use  an  integer  value  to  identify  a  mailbox.  A  process  can
communicate with another process via a number of different mailboxes,
but two processes can communicate only if they have a shared mailbox.
The send() and receive() primitives are defined as follows:

• send(A, message)—Send a message to mailbox A.
• receive(A, message)—Receive a message from mailbox A.

In this scheme, a communication link has the following properties:
• A link is established between a pair of processes only if both members
of the pair have a shared mailbox.
• A link may be associated with more than two processes.
•  Between each pair of communicating processes, a number of different
links may exist, with each link corresponding to one mailbox.

Now suppose that processes P1, P2, and P3 all share mailbox A. Process
P1 sends a message to A, while both P2 and P3 execute a receive() from
A.  Which  process  will  receive  the  message  sent  by  P1?  The  answer
depends on
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which of the following methods we choose:
• Allow a link to be associated with two processes at most.
• Allow at most one process at a time to execute a receive() operation.
• Allow the system to select arbitrarily which process will receive the
message (that is, either P2 or P3, but not both, will receive the message).
The system may define an algorithm for  selecting which process  will
receive  the  message  (for  example,  round robin,  where processes  take
turns receiving messages). The system may identify the receiver to the
sender.
A mailbox may be owned either by a process or by the operating system.
If the mailbox is owned by a process (that is, the mailbox is part of the
address space of  the process),  then we distinguish between the owner
(which can only receive messages through this  mailbox)  and the user
(which can only send messages to the mailbox). Since each mailbox has a
unique  owner, there  can be no confusion about  which process  should
receive  a  message  sent  to  this  mailbox.  When  a  process  that  owns  a
mailbox  terminates,  the  mailbox  disappears.  Any  process  that
subsequently sends a message to this mailbox must be notified that the
mailbox no longer exists.
In  contrast,  a  mailbox  that  is  owned  by  the  operating  system has  an
existence of its own. It is independent and is not attached to any particular
process.  The  operating  system  then  must  provide  a  mechanism  that
allows a process to do the following:

• Create a new mailbox.
• Send and receive messages through the mailbox.
• Delete a mailbox.

The  process  that  creates  a  new  mailbox  is  that  mailbox’s  owner  by
default.
Initially, the owner is the only process that can receive messages through
this  mailbox.  However, the ownership and receiving privilege may be
passed to other  processes through appropriate system calls.  Of course,
this provision could result in multiple receivers for each mailbox.

Synchronization
Communication  between processes  takes  place  through calls  to  send()
and  receive()  primitives.  There  are  different  design  options  for
implementing each primitive. Message passing may be either blocking or
nonblocking—also known as synchronous and asynchronous. 

2. Blocking send. The sending process is blocked until the message is
received by the receiving process or by the mailbox.
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3. Non-blocking send. The sending process sends the message and
resumes operation.

4. Blocking receive. The receiver blocks until a message is available.
5. Non-blocking  receive.  The  receiver  retrieves  either  a  valid

message or a null.

Buffering
Whether  communication  is  direct  or  indirect,  messages  exchanged  by
communicating processes reside in a temporary queue.  Basically, such
queues can be implemented in three ways:

• Zero capacity. The queue has a maximum length of zero; thus, the link
cannot  have any messages waiting in it.  In this  case,  the sender must
block until the recipient receives the message.
•  Bounded capacity.  The  queue  has  finite  length  n;  thus,  at  most  n
messages can reside in it. If the queue is not full when a new message is
sent,  the message is placed in the queue,  and the sender can continue
execution without waiting. If the link is full, the sender must block until
space is available in the queue.
•  Unbounded capacity. The queue’s length is potentially infinite; thus,
any number of messages can wait in it. The sender never blocks.
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Lecture 5 :Communication in Client–Server Systems
1. Sockets
A  socket  is  defined  as  an  endpoint  for  communication.  A  pair  of
processes communicating over a network employs a pair of sockets—one
for each process.  A socket  is  identified by an IP address concatenated
with a port number.
The server waits for incoming client requests by listening to a specified
port. Once a request is received, the server accepts a connection from the
client socket to complete the connection. Servers implementing specific
services (such as telnet, FTP, and HTTP) listen to well-known ports (a
telnet server listens to port 23; an FTP server listens to port 21; and a
web,  or  HTTP, server  listens  to  port  80).  All  ports  below  1024  are
considered well known; we can use them to implement standard services.
When a client process initiates a request for a connection, it is assigned a
port by its host computer. This port has some arbitrary number greater
than 1024. For example, if a client on host X with IP address 146.86.5.20
wishes to establish a connection with a web server (which is listening on
port 80) at address 161.25.19.8, host X may be assigned port 1625. The
connection will consist of a pair of sockets: (146.86.5.20:1625) on host X
and (161.25.19.8:80) on the web server. This situation is illustrated in
Figure 3.20. The packets traveling between the hosts are delivered to the
appropriate process based on the destination port number.

2. Pipes
A pipe acts as a conduit allowing two processes to communicate. Pipes
were  one  of  the  first  IPC mechanisms  in  early  UNIX systems.  They
typically provide one of the simpler ways for processes to communicate
with  one  another,  although  they  also  have  some  limitations.  In
implementing a pipe, four issues must be considered:
1. Does the pipe allow bidirectional communication, or is communication
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unidirectional?
2. If two-way communication is allowed, is it half duplex (data can travel
only one way at a time) or full duplex (data can travel in both directions
at the same time)?
3.  Must  a  relationship  (such  as  parent–child)  exist  between  the
communicating processes?
4.  Can  the  pipes  communicate  over  a  network,  or  must  the
communicating processes reside on the same machine?
we explore two common types of pipes used on both UNIX and Windows
systems: ordinary pipes and named pipes.

1. Ordinary Pipes
Ordinary  pipes  allow  two  processes  to  communicate  in  standard
producer– consumer fashion: the producer writes to one end of the pipe
(the write-end) and the consumer reads from the other end (the read-end).
As  a  result,  ordinary  pipes  are  unidirectional,  allowing  only  one-way
communication. If two-way communication is required, two pipes must
be used, with each pipe sending data in a different direction.

2. Named Pipes
Ordinary  pipes  provide  a  simple  mechanism  for  allowing  a  pair  of
processes to communicate. However, ordinary pipes exist only while the
processes  are  communicating  with  one  another.  On  both  UNIX  and
Windows systems, once the processes have finished communicating and
have terminated, the ordinary pipe ceases to exist.
Named  pipes  provide  a  much  more  powerful  communication  tool.
Communication can be bidirectional, and no parent–child relationship is
required.
Once  a  named  pipe  is  established,  several  processes  can  use  it  for
communication. In fact, in a typical scenario, a named pipe has several
writers. Additionally, named pipes continue to exist after communicating
processes  have  finished.  Both  UNIX  and  Windows  systems  support
named pipes
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Named pipes are referred to as FIFOs in UNIX systems. Once created,
they appear as typical files in the file system. A FIFO is created with the
mkfifo() system call  and manipulated with the ordinary open(), read(),
write(),  and  close()  system  calls.  It  will  continue  to  exist  until  it  is
explicitly  deleted  from  the  file  system.  Although  FIFOs  allow
bidirectional communication, only half-duplex transmission is permitted.
If  data  must  travel  in  both  directions,  two  FIFOs  are  typically  used.
Additionally,  the  communicating  processes  must  reside  on  the  same
machine.  If  intermachine  communication  is  required,  sockets  must  be
used. 
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Thread 

A traditional  process  has  a  single  thread  of  control.  If  a  process  has
multiple threads of control, it can perform more than one task at a time.
Figure 4.1 illustrates the difference between a traditional single-threaded
process and a multithreaded process.

Motivation
Most  software  applications  that  run  on  modern  computers  are
multithreaded.  An  application  typically  is  implemented  as  a  separate
process with several threads of control. A web browser might have one
thread display images or text while another thread retrieves data from the
network, for example. A word processor may have a thread for displaying
graphics, another thread for responding to keystrokes from the user, and a
third  thread  for  performing  spelling  and  grammar  checking  in  the
background.

Benefits
The benefits of multithreaded programming can be broken down into four
major categories:
1. Responsiveness. Multithreading an interactive application may allow
a program to continue running even if part of it is blocked.

2.  Resource  sharing.  Processes  can  only  share  resources  through
techniques such as shared memory and message passing.
 
3.  Economy. Allocating memory and resources  for  process  creation  is
costly. Because threads share the resources of the process to which they
belong, it is more economical to create and context-switch threads. 
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4. Scalability. The benefits of  multithreading can be even greater  in a
multiprocessor architecture, where threads may be running in parallel
on different processing cores. A single-threaded process can run on only
one processor, regardless how many are available.

Multicore Programming
Earlier in the history of computer design, in response to the need for more
computing  performance,  single-CPU  systems  evolved  into  multi-CPU
systems.
A  more  recent,  similar  trend  in  system  design  is  to  place  multiple
computing  cores  on  a  single  chip.  Each  core  appears  as  a  separate
processor to the operating system. Whether the cores appear  within CPU
chips, we call these systems multicore or multiprocessor systems.
Multithreaded programming provides a mechanism for more efficient use
of these multiple computing cores and improved concurrency. Consider
an application with four threads. On a system with a single computing
core, concurrency merely means that the execution of the threads will be
interleaved over time (Figure 4.3), because the processing core is capable
of executing only one thread at a time. On a system with multiple cores,
however, concurrency means that the threads can run in parallel, because
the system can assign a separate thread to each core (Figure 4.4).

Multithreading Models
Our discussion so far has treated threads in a generic sense. However,
support  for  threads  may be provided either  at  the  user  level,  for  user
threads, or by the kernel, for kernel threads. User threads are supported
above the kernel and are managed without kernel support, whereas kernel
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threads  are  supported  and  managed  directly  by  the  operating  system.
operating systems—including Windows, Linux, Mac OS X, and Solaris—
support kernel threads.
a relationship must exist between user threads and kernel threads. In this
section,  we  look  at  three  common  ways  of  establishing  such  a
relationship:  the  many-to-one  model,  the  one-to-one  model,  and  the
many-to many model.

1. Many-to-One Model
The many-to-one model (Figure 4.5) maps many user-level threads to one
kernel thread.
 However, the entire process will  block if  a thread makes a blocking.
Also, because only one thread can access the kernel at a time, multiple
threads are unable to run in parallel on multicore systems.
Very few systems continue to use the model because of its inability to
take advantage of multiple processing cores.

2. One-to-One Model
The one-to-one model  (Figure 4.6)  maps each user  thread to a  kernel
thread.  It  provides  more  concurrency  than  the  many-to-one  model  by
allowing another thread to run when a thread makes a blocking system
call. It also allows multiple threads to run in parallel on multiprocessors.
The only drawback to this model is that creating a user thread requires
creating the corresponding kernel thread.
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3. Many-to-Many Model
The  many-to-many  model  (Figure  4.7)  multiplexes  many  user-level
threads to a smaller or equal number of kernel threads. 
The many-to-many model suffers from neither of these shortcomings:
developers  can  create  as  many  user  threads  as  necessary,  and  the
corresponding  kernel  threads  can  run  in  parallel  on  a  multiprocessor.
Also, when a thread performs a blocking, the kernel can schedule another
thread for execution.
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Chapter 6: process scheduling

In a single-processor system, only one process can run at a time. Others
must wait until the CPU is free and can be rescheduled. The objective of
multiprogramming  is  to  have  some  process  running  at  all  times,  to
maximize  CPU utilization.  The idea  is  relatively  simple.  A process  is
executed  until  it  must  wait,  typically  for  the  completion  of  some I/O
request. In a simple computer system, the CPU then just sits idle. All this
waiting  time  is  wasted;  no  useful  work  is  accomplished.  With
multiprogramming,  we  try  to  use  this  time  productively.  Several
processes are kept in memory at one time. When one process has to wait,
the operating system takes the CPU away from that process and gives the
CPU to another process. This pattern continues. Every time one process
has to wait, another process can take over use of the CPU.
Scheduling of this kind is a fundamental operating-system function.
Almost all computer resources are scheduled before use. The CPU is, of 
course, one of the primary computer resources. Thus, its scheduling is 
central to operating-system design.

 CPU–I/O Burst Cycle
The  success  of  CPU scheduling  depends  on  an  observed  property  of
processes:
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process execution consists of  a  cycle  of CPU execution and I/O wait.
Processes alternate between these two states.  Process execution begins
with a CPU burst. That is followed by an I/O burst, which is followed
by another CPU burst, then another I/O burst, and so on. Eventually, the
final CPU burst ends with a system request to terminate execution (Figure
6.1).

 CPU Scheduler
Whenever the CPU becomes idle, the operating system must select one of
the processes in the ready queue to be executed. The selection process is
carried  out  by  the  short-term  scheduler,  or  CPU  scheduler.  The
scheduler selects a process from the processes in memory that are ready
to execute and allocates the CPU to that process.
Note that the ready queue is not necessarily a first-in, first-out (FIFO)
queue.  As  we  shall  see  when  we  consider  the  various  scheduling
algorithms, a ready queue can be implemented as a FIFO queue, a priority
queue, a tree, or simply an unordered linked list. Conceptually, however,
all the processes in the ready queue are lined up waiting for a chance to
run on the CPU. The records in the queues are generally process control
blocks (PCBs) of the processes.

 Preemptive Scheduling
CPU-scheduling  decisions  may  take  place  under  the  following  four
circumstances:
1. When a process switches from the running state to the waiting state
(for example, as the result of an I/O request or an invocation of wait() for
the termination of a child process)
2. When a process switches from the running state to the ready state (for
example, when an interrupt occurs)
3. When a process switches from the waiting state to the ready state (for
example, at completion of I/O)
4. When a process terminates.

When scheduling takes place only under circumstances 1 and 4, we say
that the scheduling scheme is nonpreemptive or cooperative. Otherwise,
it is preemptive.
 Under nonpreemptive scheduling, once the CPU has been allocated to a
process, the process keeps the CPU until it releases the CPU either by
terminating or by switching to the waiting state. This scheduling method
was used by Microsoft Windows 3.x. Windows 95 introduced preemptive
scheduling, and all subsequent versions of Windows operating systems
have used preemptive scheduling. The Mac OS X operating system for
the Macintosh also uses preemptive scheduling; previous versions of the
Macintosh  operating  system  relied  on  cooperative  scheduling.
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Cooperative scheduling is the only method that can be used on certain
hardware platforms, because it does not require the special hardware (for
example, a timer) needed for preemptive scheduling.

Unfortunately, preemptive scheduling can result in race conditions when
data  are  shared  among  several  processes.  Consider  the  case  of  two
processes that share data. While one process is updating the data, it is
preempted so that the second process can run. The second process then
tries to read the data, which are in an inconsistent state. This issue was
explored in detail in next Chapter.

Preemption also affects the design of the operating-system kernel. During
the processing of a system call, the kernel maybe busy with an activity on
behalf  of  a  process.  Such  activities  may  involve  changing  important
kernel  data (for  instance,  I/O queues).  What  happens if  the process is
preempted in the middle of these changes and the kernel (or the device
driver) needs to read or modify the same structure? Chaos ensues. Certain
operating  systems,  including  most  versions  of  UNIX,  deal  with  this
problem by waiting either for a system call  to complete or for an I/O
block to take place before doing a context switch.
Because interrupts can, by definition, occur at any time, and because
they cannot always be ignored by the kernel, the sections of code affected
by  interrupts  must  be  guarded  from  simultaneous  use.  The  operating
system needs to accept interrupts at almost  all  times. Otherwise,  input
might be lost or output overwritten. So that these sections of code are not
accessed  concurrently  by  several  processes,  they  disable  interrupts  at
entry and reenable interrupts at exit. It is important to note that sections of
code that disable interrupts do not occur very often and typically contain
few instructions.

 Dispatcher
Another  component  involved  in  the  CPU-scheduling  function  is  the
dispatcher.
The dispatcher is the module that gives control of the CPU to the process
selected  by  the  short-term  scheduler.  This  function  involves  the
following:
• Switching context
• Switching to user mode
•  Jumping  to  the  proper  location  in  the  user  program  to  restart  that
program
The dispatcher should be as fast as possible, since it is invoked during
every process switch.  The time it  takes for  the dispatcher  to stop one
process and start another running is known as the dispatch latency.
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Scheduling Criteria
Many  criteria  have  been  suggested  for  comparing  CPU-scheduling
algorithms.
Which characteristics are used for comparison can make a substantial
difference in which algorithm is judged to be best. The criteria include the
following:

1. CPU utilization. We want to keep the CPU as busy as possible. 
2. Throughput. If the CPU is busy executing processes, then work is

being done. One measure of work is the number of processes that
are completed per time unit, called throughput.

3. Turnaround time. From the point of view of a particular process,
the important criterion is how long it takes to execute that process.
The interval from the time of submission of a process to the time of
completion is the turnaround time. Turnaround time is the sum of
the periods spent waiting to get into memory, waiting in the ready
queue, executing on the CPU, and doing I/O.

4. Waiting  time.  It  is  the  amount  of  time  that  a  process  spends
waiting in the ready queue. Waiting time is the sum of the periods
spent waiting in the ready queue.

5. Response time. another measure is the time from the submission
of  a  request  until  the  first  response  is  produced.  This  measure,
called response time.

It is desirable to maximize CPU utilization and throughput.
And to minimize turnaround time, waiting time, and response time.
In most cases, we optimize the average measure. However, under some
circumstances, we prefer to optimize the minimum or maximum values
rather than the average. For example, to guarantee that all users get good
service, we may want to minimize the maximum response time.
Investigators have suggested that, for interactive systems (such as desktop
systems), it is more important to minimize the variance in the response
time  than  to  minimize  the  average  response  time.  A  system  with
reasonable  and  predictable  response  time  may  be  considered  more
desirable than a system that is faster on the average but is highly variable.
However, little work has been done on CPU-scheduling algorithms that
minimize variance.
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Lecture 7 :Scheduling Algorithms
CPU  scheduling  deals  with  the  problem  of  deciding  which  of  the
processes in the ready queue is to be allocated the CPU. There are many
different CPU-scheduling algorithms.

1. First-Come, First-Served Scheduling
The simplest CPU-scheduling algorithm is the first-come, first-served
(FCFS) scheduling algorithm. With this scheme, the process that requests
the CPU first is allocated the CPU first. The implementation of the FCFS
policy is easily managed with a FIFO queue. When a process enters the
ready queue, its PCB is linked onto the tail of the queue. When the CPU
is free, it is allocated to the process at the head of the queue. The running
process is then removed from the queue. The code for FCFS scheduling is
simple to write and understand.
On the negative side, the average waiting time under the FCFS policy is
often quite long. 
Consider the following set of processes that arrive at time 0, with the
length of the CPU burst given in milliseconds:

Process Burst Time
P1  24
P2  3
P3  3

If the processes arrive in the order P1, P2, P3, and are served in FCFS
order, we get the result shown in the following Gantt chart, which is a bar
chart that illustrates a particular schedule, including the start and finish
times of each of the participating processes:
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The waiting time is 0 milliseconds for process P1, 24 milliseconds for
process P2, and 27 milliseconds for process P3. Thus, the average waiting
time is (0+ 24 + 27)/3 = 17 milliseconds.

If the processes arrive in the order P2, P3, P1, however, the results will be
as shown in the following Gantt chart:

The average waiting time is now (6 + 0 + 3)/3 = 3 milliseconds. This
reduction is substantial. Thus, the average waiting time under an FCFS
policy  is  generally  not  minimal  and  may  vary  substantially  if  the
processes’ CPU burst times vary greatly.
Note also that the FCFS scheduling algorithm is nonpreemptive. Once the
CPU has been allocated to a process, that process keeps the CPU until it
releases the CPU, either by terminating or by requesting I/O.

2. Shortest-Job-First Scheduling
A different  approach to  CPU scheduling is  the  shortest-job-first  (SJF)
scheduling algorithm.  This  algorithm associates  with  each  process  the
length  of  the  process’s  CPU burst.  When  the  CPU  is  available,  it  is
assigned to  the  process that  has the smallest   CPU burst.  If  the CPU
bursts of two processes are the same, FCFS scheduling is used to break
the tie.
As an example of SJF scheduling, consider the following set of processes,
with the length of the CPU burst given in milliseconds:

Process  Burst Time
P1  6
P2  8
P3  7
P4  3

Using SJF scheduling, we would schedule these processes according to 
the following Gantt chart:
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The waiting time is 3 milliseconds for process P1, 16 milliseconds for
process P2, 9 milliseconds for process P3, and 0 milliseconds for process
P4. Thus, the average waiting time is (3 + 16 + 9 + 0)/4 = 7 milliseconds.
By  comparison,  if  we  were  using  the  FCFS  scheduling  scheme,  the
average waiting time would be 10.25 milliseconds.

The SJF scheduling algorithm is provably optimal, in that it gives the
minimum average waiting time for a given set of processes. Moving a
short process before a long one decreases the waiting time of the short
process  more  than  it  increases  the  waiting  time  of  the  long  process.
Consequently, the average waiting time decreases.
SJF scheduling is used frequently in long-term scheduling.
SJF algorithm is optimal, given minimum average waiting time for given
set of processes.

As an example, consider the following four processes, with the length of
the CPU burst given in milliseconds:

Process  Arrival Time  Burst Time
P1  0  8
P2  1  4
P3  2  9
P4  3  5

If the processes arrive at the ready queue at the times shown and need the
indicated burst times, then the resulting preemptive SJF schedule is as 
depicted in the following Gantt chart:
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Process P1 is started at time 0, since it is the only process in the queue.
Process  P2  arrives  at  time  1.  The  remaining  time  for  process  P1  (7
milliseconds)  is  larger  than  the  time  required  by  process  P2  (4
milliseconds), so process P1 is preempted, and process P2 is scheduled.
The average waiting time for this example is [(10 − 1) + (1 − 1) + (17 −
2) + (5 − 3)]/4 = 26/4 = 6.5 milliseconds.
Non preemptive SJF scheduling would result in an average waiting time
of 7.75 milliseconds.
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Lecture 8 :
3. Priority Scheduling
The SJF algorithm is a special case of the general  priority-scheduling
algorithm.  Apriority  is  associated  with  each  process,  and  the  CPU  is
allocated to the process with the highest priority. Equal-priority processes
are scheduled in FCFS order.
An SJF algorithm is  simply  a  priority  algorithm.  The larger  the  CPU
burst, the lower the priority, and vice versa.
Note that we discuss scheduling in terms of high priority and low priority.
Priorities are generally indicated by some fixed range of numbers, such as
0 to 7 or 0 to 4,095. However, there is no general agreement on whether 0
is  the  highest  or  lowest  priority.  Some  systems  use  low  numbers  to
represent  low priority;  others  use  low numbers  for  high priority. This
difference can lead to confusion. In this text, we assume that low numbers
represent high priority.
As an example, consider the following set of processes, assumed to have
arrived at time 0 in the order P1, P2, · · ·, P5, with the length of the CPU
burst given in milliseconds:

Process  Burst Time  Priority
P1  10  3
P2  1  1
P3  2  4
P4  1  5
P5  5  2

Using priority scheduling, we would schedule these processes according
to the following Gantt chart:

The average waiting time is 8.2 milliseconds.
Priority scheduling can be either preemptive or nonpreemptive. When a
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process  arrives  at  the  ready  queue,  its  priority  is  compared  with  the
priority  of  the  currently  running  process.  A  preemptive  priority
scheduling algorithm will preempt the CPU if the priority of the newly
arrived  process  is  higher  than  the  priority  of  the  currently  running
process. A nonpreemptive priority scheduling algorithm will simply put
the new process at the head of the ready queue.
A  major  problem  with  priority  scheduling  algorithms  is  indefinite
blocking, or starvation. A process that is ready to run but waiting for the
CPU can  be  considered  blocked.  A priority  scheduling  algorithm can
leave  some  low  priority  processes  waiting  indefinitely.  In  a  heavily
loaded computer system, a steady stream of higher-priority processes can
prevent a low-priority process from ever getting the CPU. Generally, one
of two things will happen. Either the process will eventually be run (at 2
A.M. Sunday, when the system is finally lightly loaded), or the computer
system  will  eventually  crash  and  lose  all  unfinished  low-priority
processes.
A solution to the problem of indefinite blockage of low-priority processes
is  aging.  Aging involves gradually increasing the priority of  processes
that wait in the system for a long time. For example, if priorities range
from 127 (low) to 0 (high), we could increase the priority of a waiting
process by 1 every 15 minutes. Eventually, even a process with an initial
priority of 127 would have the highest priority in the system and would
be executed. In fact, it would take no more than 32 hours for a priority-
127 process to age to a priority-0 process.

4. Round-Robin Scheduling
The round-robin  (RR)  scheduling algorithm is  designed  especially  for
time sharing systems. It is similar to FCFS scheduling, but preemption is
added to enable the system to switch between processes. A small unit of
time, called a time quantum or time slice, is defined. A time quantum is
generally  from 10  to  100 milliseconds in  length.  The ready queue is
treated as a circular queue.
The CPU scheduler goes around the ready queue, allocating the CPU to
each process for a time interval of up to 1 time quantum.
To implement RR scheduling, we again treat the ready queue as a FIFO
queue of  processes.  New processes  are  added to the tail  of  the ready
queue.
The CPU scheduler picks the first process from the ready queue, sets a
timer to interrupt after 1 time quantum, and dispatches the process.
One of two things will then happen. The process may have a CPU burst
of less than 1 time quantum. In this case, the process itself will release the
CPU voluntarily. The scheduler will then proceed to the next process in
the ready queue.  If  the CPU burst  of  the currently running process is
longer  than  1  time quantum,  the  timer  will  go  off  and  will  cause  an
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interrupt to the operating system. A context switch will be executed, and
the process will be put at the tail of the ready queue. The CPU scheduler
will then select the next process in the ready queue.
The average waiting time under the RR policy is often long. Consider the
following set of processes that arrive at time 0, with the length of the
CPU burst given in milliseconds:

Process Burst Time
P1  24
P2  3
P3  3

If we use a time quantum of 4 milliseconds, then process P1 gets the first
4 milliseconds. Since it requires another 20 milliseconds, it is preempted
after the first time quantum, and the CPU is given to the next process in
the queue, process P2. Process P2 does not need 4 milliseconds,  so it
quits before its time quantum expires. The CPU is then given to the next
process, process P3. Once each process has received 1 time quantum, the
CPU  is  returned  to  process  P1  for  an  additional  time  quantum.  The
resulting RR schedule is as follows:

Let’s calculate the average waiting time for this schedule. P1 waits for 6
milliseconds (10 - 4),  P2 waits for 4 milliseconds, and  P3 waits for 7
milliseconds.
Thus, the average waiting time is 17/3 = 5.66 milliseconds.
In the RR scheduling algorithm, no process is allocated the CPU for more
than 1 time quantum in a row (unless it is the only runnable process). If a
process’s CPU burst exceeds 1 time quantum, that process is preempted
and is put back in the ready queue. The RR scheduling algorithm is thus
preemptive.
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The performance of the RR algorithm depends heavily on the size of the
time quantum. At one extreme, if the time quantum is extremely large, the
RR  policy  is  the  same  as  the  FCFS  policy.  In  contrast,  if  the  time
quantum is extremely small (say, 1 millisecond), the RR approach can
result in a large number of context switches. Assume, for example, that
we have only one process of 10 time units.  If the quantum is 12 time
units, the process finishes in less than 1 time quantum, with no overhead.
If the quantum is 6 time units, however, the process requires 2 quanta,
resulting in a context switch. If the time quantum is 1 time unit, then nine
context  switches  will  occur,  slowing  the  execution  of  the  process
accordingly (Figure 6.4).
Thus, we want the time quantum to be large with respect to the context
switch time. If the context-switch time is approximately 10 percent of the
time quantum, then about 10 percent of the CPU time will be spent in
context switching. In practice, most modern systems have time quanta
ranging from 10 to 100 milliseconds.  The time required for  a context
switch is typically less than 10 microseconds;  thus,  the context-switch
time is a small fraction of the time quantum.

5. Multilevel Queue Scheduling
Another class of scheduling algorithms has been created for situations in
which processes are easily classified into different groups. For example, a
common division is made between foreground (interactive) processes and
background  (batch)  processes.  These  two  types  of  processes  have
different  response-time  requirements  and  so  may  have  different
scheduling  needs.  foreground  processes  may  have  priority  over
background processes.
A multilevel queue scheduling algorithm partitions the ready queue into
several  separate  queues  (Figure  6.6).  The  processes  are  permanently
assigned to one queue, generally based on some property of the process,
such as memory size, process priority, or process type. Each queue has its
own scheduling algorithm. For example, separate queues might be used
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for foreground and background processes. The foreground queue might
be  scheduled  by  an  RR  algorithm,  while  the  background  queue  is
scheduled by an FCFS algorithm.

In  addition,  there  must  be  scheduling  among  the  queues,  which  is
commonly  implemented  as  fixed-priority  preemptive  scheduling.  For
example,  the  foreground  queue  may  have  absolute  priority  over  the
background queue.
Let’s look at an example of a multilevel queue scheduling algorithm with
five queues, listed below in order of priority:

1. System processes
2. Interactive processes
3. Interactive editing processes
4. Batch processes
5. Student processes

batch  queue,  for  example,  could  run  unless  the  queues  for  system
processes, interactive processes, and  interactive editing processes were
all empty. If an interactive editing process entered the ready queue while
a batch process was running, the batch process would be preempted.
Another possibility is to time-slice among the queues. Here, each queue
gets a certain portion of the CPU time, which it can then schedule among
its various processes. For instance, in the foreground–background queue
example, the foreground queue can be given 80 percent of the CPU time
for  RR  scheduling  among  its  processes,  while  the  background  queue
receives 20 percent of the CPU to give to its processes on an FCFS basis.
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Lecture 9 :
6. Multilevel Feedback Queue Scheduling
Normally,  when  the  multilevel  queue  scheduling  algorithm  is  used,
processes  are  permanently  assigned  to  a  queue  when  they  enter  the
system.  If  there  are  separate  queues  for  foreground  and  background
processes,  for example, processes do not move from one queue to the
other,  since  processes  do  not  change  their  foreground  or  background
nature. This setup has the advantage of low scheduling overhead, but it is
inflexible. 
The multilevel feedback queue scheduling algorithm, in contrast, allows
a process  to  move between  queues.  The  idea  is  to  separate  processes
according to the characteristics of their CPU bursts. If a process uses too
much CPU time, it will be moved to a lower-priority queue. This scheme
leaves I/O-bound and interactive processes in the higher-priority queues.
In addition, a process that waits too long in a lower-priority queue may be
moved to a higher-priority queue. This form of aging prevents starvation.
For example, consider a multilevel feedback queue scheduler with three
queues, numbered from 0 to 2 (Figure 6.7). 

The scheduler first executes all processes in queue 0. Only when queue 0
is  empty  will  it  execute  processes  in  queue 1.  Similarly, processes  in
queue 2 will be executed only if queues 0 and 1 are empty. A process that
arrives for queue 1 will preempt a process in queue 2. A process in queue
1 will in turn be preempted by a process arriving for queue 0.
A process entering the ready queue is put in queue 0. A process in queue 0
is given a time quantum of 8 milliseconds. If it does not finish within this
time, it is moved to the tail of queue 1. If queue 0 is empty, the process at
the head of queue 1 is given a quantum of 16 milliseconds. If it does not
complete, it is preempted and is put into queue 2. Processes in queue 2
are run on an FCFS basis but  are run only when queues 0 and 1 are
empty.
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This scheduling algorithm gives highest priority to any process with a
CPU burst of 8 milliseconds or less. Such a process will quickly get the
CPU, finish its CPU burst, and go off to its next I/O burst. Processes that
need more than 8 but less than 24 milliseconds are also served quickly,
although  with  lower  priority  than  shorter  processes.  Long  processes
automatically sink to queue 2 and are served in FCFS order with any
CPU cycles left over from queues 0 and 1.
In  general,  a  multilevel  feedback  queue  scheduler  is  defined  by  the
following parameters:

• The number of queues
• The scheduling algorithm for each queue
• The method used to determine when to upgrade a process to a higher
priority queue
• The method used to determine when to demote a process to a lower
priority queue
• The method used to determine which queue a process will enter when
that process needs service

The definition of a multilevel feedback queue scheduler makes it the most
general  CPU-scheduling  algorithm.  It  can  be  configured  to  match  a
specific system under design. Unfortunately, it is also the most complex
algorithm,  since  defining  the  best  scheduler  requires  some  means  by
which to select values for all the parameters.

Thread Scheduling
On operating systems that support threads, it is kernel-level threads—not
processes—that are being scheduled by the operating system. User-level
threads are managed by a thread library, and the kernel  is unaware of
them. To run on a CPU, user-level threads must ultimately be mapped to
an associated kernel-level thread, although this mapping may be indirect
and may use a lightweight process (LWP). In this section, we explore
scheduling issues involving user-level and kernel-level threads and offer
specific examples of scheduling for Pthreads.

Contention Scope
One distinction between user-level and kernel-level threads lies in how
they are scheduled. On systems implementing the many-to-one  and
many-to-many  models, the thread library schedules user-level threads to
run on an available LWP. This scheme is known as process contention
scope (PCS), since competition for the CPU takes place among threads
belonging to the same process. (When we say the thread library schedules
user threads onto available LWPs, we do not mean that the threads are
actually running on a CPU. That would require the operating system to
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schedule the kernel thread onto a physical CPU.) To decide which kernel-
level thread to schedule onto a CPU, the kernel uses system-contention
scope (SCS).
Competition for  the CPU with SCS scheduling takes  place  among all
threads  in  the  system.  Systems  using  the  one-to-one  model,  such  as
Windows, Linux, and Solaris, schedule threads using only SCS.
Typically, PCS is done according to priority—the scheduler selects the
runnable  thread  with  the  highest  priority  to  run.  User-level  thread
priorities are set by the programmer and are not adjusted by the thread
library,  although  some  thread  libraries  may  allow the  programmer  to
change  the  priority  of  a  thread.  It  is  important  to  note  that  PCS will
typically  preempt  the  thread  currently  running  in  favor  of  a  higher-
priority  thread;  however, there  is  no  guarantee  of  time slicing  among
threads of equal priority.

 Pthread Scheduling
Pthreads identifies the following contention scope values:

•  PTHREAD  SCOPE  PROCESS  schedules  threads  using  PCS
scheduling.
• PTHREAD SCOPE SYSTEM schedules threads using SCS scheduling.
On  systems  implementing  the  many-to-many  model,  the  PTHREAD
SCOPE PROCESS policy schedules user-level threads onto available
LWPs.  The number of  LWPs is  maintained by the thread library. The
PTHREAD SCOPE SYSTEM scheduling policy will create and bind an
LWP for  each user-level  thread on many-to-many systems,  effectively
mapping threads using the one-to-one policy.
The Pthread IPC provides two functions for getting—and setting—the
contention scope policy:

• pthread attr setscope(pthread attr t *attr, int scope)
• pthread attr getscope(pthread attr t *attr, int *scope)
The first parameter for both functions contains a pointer to the attribute
set for the thread. The second parameter for the pthread attr setscope()
function  is  passed  either  the  PTHREAD  SCOPE  SYSTEM  or  the
PTHREAD  SCOPE  PROCESS  value,  indicating  how  the  contention
scope is  to  be  set.  In  the  case  of  pthread attr  getscope(),  this  second
parameter contains a pointer to an int value that is set to the current value
of the contention scope. If an error occurs, each of these functions returns
a nonzero value.
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 Multiple-Processor Scheduling
Our discussion thus far has focused on the problems of scheduling the
CPU in a system with a single processor. If multiple CPUs are available,
load  sharing  becomes  possible—but  scheduling  problems  become
correspondingly more complex. Many possibilities have been tried; and
as we saw with single processor CPU scheduling, there is no one best
solution. 
Here, we discuss several concerns in multiprocessor scheduling. We
concentrate  on  systems  in  which  the  processors  are  identical—
homogeneous  —in  terms  of  their  functionality. We can  then  use  any
available processor to run any process in the queue. Note, however, that
even with homogeneous multiprocessors, there are sometimes limitations
on scheduling. Consider a system with an I/O device attached to a private
bus  of  one  processor. Processes  that  wish  to  use  that  device  must  be
scheduled to run on that processor.

 Approaches to Multiple-Processor Scheduling
One  approach  to  CPU scheduling  in  a  multiprocessor  system  has  all
scheduling decisions, I/O processing, and other system activities handled
by a single processor—the master server. The other processors execute
only user code. This asymmetric multiprocessing is simple because only
one processor accesses the system data structures, reducing the need for
data sharing.
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Lecture 10 :Algorithm Evaluation

How do we select a CPU-scheduling algorithm for a particular system?
there are many scheduling algorithms, each with its own parameters. As a
result, selecting an algorithm can be difficult.
The  first  problem  is  defining  the  criteria  to  be  used  in  selecting  an
algorithm.
Our criteria may include several measures, such as these:

•  Maximizing  CPU utilization  under  the  constraint  that  the  maximum
response time is 1 second
•  Maximizing  throughput  such  that  turnaround  time  is  (on  average)
linearly proportional to total execution time
Once the selection criteria have been defined, we want to evaluate the
algorithms under consideration. We next describe the various evaluation
methods we can use.

1. Deterministic Modeling
One major class of evaluation methods is analytic evaluation. Analytic
evaluation uses the given algorithm and the system workload to produce
a formula or number to evaluate the performance of the algorithm for that
workload.
Deterministic modeling is one type of analytic evaluation. This method
takes a particular predetermined workload and defines the performance of
each algorithm for that workload. For example, assume that we have the
workload shown below. All five processes arrive at time 0, in the order
given, with the length of the CPU burst given in milliseconds:

Process Burst Time
P1  10
P2  29
P3  3
P4  7
P5  12

Consider the FCFS, SJF, and RR (quantum = 10 milliseconds) scheduling
algorithms for  this  set  of  processes.  Which  algorithm would  give  the
minimum average waiting time?
For the FCFS algorithm, we would execute the processes as
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The waiting time is 0 milliseconds for process P1, 10 milliseconds for
process P2, 39 milliseconds for process P3, 42 milliseconds for process
P4, and 49 milliseconds for process P5. Thus, the average waiting time is
(0 + 10 + 39 + 42 + 49)/5 = 28 milliseconds.
With nonpreemptive SJF scheduling, we execute the processes as:

The waiting time is 10 milliseconds for process P1, 32 milliseconds for
process P2, 0 milliseconds for process P3, 3 milliseconds for process P4,
and 20 milliseconds for process P5. Thus, the average waiting time is (10
+ 32 + 0 + 3 + 20)/5 = 13 milliseconds.
With the RR algorithm, we execute the processes as

The waiting time is 0 milliseconds for process  P1, 32 milliseconds for
process P2, 20 milliseconds for process  P3, 23 milliseconds for process
P4, and 40 milliseconds for process P5. Thus, the average waiting time is
(0 + 32 + 20 + 23 + 40)/5 = 23 milliseconds.
We can see that, in this case, the average waiting time obtained with the
SJF policy is less than half that obtained with FCFS scheduling; the RR
algorithm gives us an intermediate value.
Deterministic  modeling is  simple  and fast.  It  gives us exact  numbers,
allowing  us  to  compare  the  algorithms.  However,  it  requires  exact
numbers for input, and its answers apply only to those cases. The main
uses of deterministic modeling are in describing scheduling algorithms
and providing examples. In cases where we are running the same program
over  and  over  again  and  can  measure  the  program’s  processing
requirements exactly, we may be able to use deterministic modeling to
select  a  scheduling  algorithm.  Furthermore,  over  a  set  of  examples,
deterministic modeling may indicate trends that can then be analyzed and
proved separately. For example, it can be shown that, for the environment
described  (all  processes  and  their  times  available  at  time  0),  the  SJF
policy will always result in the minimum waiting time.
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2. Queueing Models
On many systems, the processes that are run vary from day to day, so
there  is  no  static  set  of  processes  (or  times)  to  use  for  deterministic
modeling. What can be determined, however, is the distribution of CPU
and  I/O  bursts.  These  distributions  can  be  measured  and  then
approximated or simply estimated. The result is a mathematical formula
describing the probability of a particular CPU burst. 
Similarly, we can describe the distribution of times when processes arrive
in the system (the arrival-time distribution). From these two distributions,
it is possible to compute the average throughput, utilization, waiting time,
and so on for most algorithms.

3. Simulations
To get a more accurate evaluation of scheduling algorithms, we can use
simulations. Running simulations involves programming a model of the
computer  system.  Software  data  structures  represent  the  major
components of the system.

4. Implementation
Even a simulation is of limited accuracy. The only completely accurate
way to evaluate  a  scheduling algorithm is  to  code it  up,  put  it  in the
operating system, and see how it works. This approach puts the actual
algorithm  in  the  real  system  for  evaluation  under  real  operating
conditions.
The major difficulty with this approach is the high cost. The expense is
incurred not only in coding the algorithm and modifying the operating
system to support it (along with its required data structures) but also in
the reaction of the users to a constantly changing operating system.
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Another difficulty is that the environment in which the algorithm is used
will change. The environment will change not only in the usual way, as
new programs are written and the types of problems change, but also as a
result of the performance of the scheduler. If short processes are given
priority,  then  users  may  break  larger  processes  into  sets  of  smaller
processes. If interactive processes are given priority over non interactive
processes, then users may switch to interactive use.
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Lecture 11: deadlocks
A process must request a resource before using it and must release the
resource after using it. A process may request as many resources as it
requires  to  carry  out  its  designated  task.  Obviously,  the  number  of
resources  requested  may  not  exceed  the  total  number  of  resources
available in the system. In other words, a process cannot request three
printers if the system has only two.
Under the normal mode of operation, a process may utilize a resource in
only the following sequence:

1.  Request. The process requests the resource. If the request cannot be
granted  immediately  (for  example,  if  the  resource  is  being  used  by
another  process),  then  the  requesting  process  must  wait  until  it  can
acquire the resource.
2.  Use.  The  process  can  operate  on  the  resource  (for  example,  if  the
resource is a printer, the process can print on the printer).
3. Release. The process releases the resource.

A set of processes is in a deadlocked state when every process in the set is
waiting for an event that can be caused only by another process in the set.
The  events  with  which  we  are  mainly  concerned  here  are  resource
acquisition and release. The resources may be either physical resources
(for example, printers, tape drives, memory space, and CPU cycles) or
logical  resources  (for  example,  semaphores,  mutex  locks,  and  files).
However, other types of events may result in deadlocks.
To illustrate a deadlocked state,  consider a system with three CD RW
drives.
Suppose each of three processes holds one of these CD RW drives. If
each process now requests another drive, the three processes will be in a
deadlocked state.  Each is  waiting for  the event “CD RW is  released,”
which can be caused only by one of the other waiting processes. This
example illustrates a deadlock involving the same resource type.
Deadlocks  may  also  involve  different  resource  types.  For  example,
consider a  system with one printer  and one DVD drive.  Suppose that
process Pi is holding the DVD and process Pj is holding the printer. If Pi
requests the printer and Pj requests the DVD drive, a deadlock occurs.

Deadlock Characterization
In a deadlock, processes never finish executing, and system resources are
tied up, preventing other jobs from starting. Before we discuss the various
methods for dealing with the deadlock problem, we look more closely at
features that characterize deadlocks.
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1. Necessary Conditions
A deadlock  situation  can  arise  if  the  following  four  conditions  hold
simultaneously in a system:

1. Mutual exclusion. At least one resource must be held in a non sharable
mode; that is, only one process at a time can use the resource. If another
process requests that resource, the requesting process must be delayed
until the resource has been released.
2. Hold and wait. A process must be holding at least one resource and
waiting to acquire additional resources that are currently being held by
other processes.
3. No preemption. Resources cannot be preempted; that is, a resource can
be released only voluntarily by the process holding it, after that process
has completed its task.
4. Circular wait. A set {P0, P1, ..., Pn} of waiting processes must exist
such that P0 is waiting for a resource held by P1, P1 is waiting for a
resource held by P2, ..., Pn−1 is waiting for a resource held by Pn, and Pn
is waiting for a resource held by P0.
We emphasize that all four conditions must hold for a deadlock to occur.
The circular-wait condition implies the hold-and-wait condition, so the
four conditions are not completely independent. however, that it is useful
to consider each condition separately.

2. Resource-Allocation Graph
Deadlocks can be described more precisely in terms of a directed graph
called a system resource-allocation graph. This graph consists of a set of
vertices V and a set of edges E. The set of vertices V is partitioned into
two different types of nodes:

P = {P1, P2, ..., Pn}, the set consisting of all the active processes
in the system.
R = {R1, R2, ..., Rm}, the set consisting of all resource types in
the system.

A directed edge from process Pi to resource type Rj is denoted by 
 Pi → Rj 

it signifies that process Pi has requested an instance of resource type Rj
and is currently waiting for that resource. A directed edge from resource
type Rj to process Pi is denoted by 

Rj → Pi
it  signifies  that  an instance  of  resource  type  Rj  has  been allocated  to
process Pi . A directed edge Pi → Rj is called a request edge; a directed
edge Rj → Pi is called an assignment edge.
Pictorially, we represent  each process Pi as a circle and each resource
type Rj as a rectangle. Since resource type Rj may have more than one
instance, we represent each such instance as a dot within the rectangle.
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Note that  a  request  edge points  to only the rectangle  Rj ,  whereas an
assignment edge must also designate one of the dots in the rectangle.
When process Pi requests an instance of resource type Rj , a request edge
is  inserted  in  the  resource-allocation graph.  When this  request  can be
fulfilled, the request edge is instantaneously transformed to an assignment
edge. When the process no longer needs access to the resource, it releases
the resource. As a result, the assignment edge is deleted.
The resource-allocation graph shown in Figure 7.1 depicts the following
situation.
• The sets P, R, and E:
◦ P = {P1, P2, P3}

◦ R = {R1, R2, R3, R4}
◦ E = {P1 → R1, P2 → R3, R1 → P2, R2 → P2, R2 → P1, R3 → P3}
• Resource instances:
◦ One instance of resource type R1
◦ Two instances of resource type R2
◦ One instance of resource type R3
◦ Three instances of resource type R4
• Process states:
◦ Process P1 is holding an instance of resource type R2 and is waiting for
an instance of resource type R1.
◦ Process P2 is holding an instance of R1 and an instance of R2 and is
waiting for an instance of R3.
◦ Process P3 is holding an instance of R3.

55



Given the definition of a resource-allocation graph, it can be shown that,
if  the  graph  contains  no  cycles,  then  no  process  in  the  system  is
deadlocked. If the graph does contain a cycle, then a deadlock may exist.
If each resource type has exactly one instance, then a cycle implies that a
deadlock has occurred. If the cycle involves only a set of resource types,
each of which has only a single instance, then a deadlock has occurred.
Each process involved in the cycle is deadlocked. In this case, a cycle in
the graph is both a necessary and a sufficient condition for the existence
of deadlock.
If  each  resource  type  has  several  instances,  then  a  cycle  does  not
necessarily imply that a deadlock has occurred. In this case, a cycle in the
graph is a necessary but not a sufficient condition for the existence of
deadlock.
To illustrate this concept, we return to the resource-allocation graph 
depicted in Figure 7.1. Suppose that process P3 requests an instance of
resource type R2.

Since no resource instance is currently available, we add a request edge
P3→ R2 to the graph (Figure 7.2). At this point, two minimal cycles exist
in the system:
P1 → R1 → P2 → R3 → P3 → R2 → P1
P2 → R3 → P3 → R2 → P2
Processes P1, P2, and P3 are deadlocked. Process P2 is waiting for the
resource R3, which is held by process P3. Process P3 is waiting for either
process P1 or process P2 to release resource R2. In addition, process P1 is
waiting for process P2 to release resource R1.
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Now  consider  the  resource-allocation  graph  in  Figure  7.3.  In  this
example, we also have a cycle:
P1 → R1 → P3 → R2 → P1

However, there is no deadlock. Observe that process P4 may release its
instance of resource type R2. That resource can then be allocated to P3,
breaking the cycle.
In summary, if a resource-allocation graph does not have a cycle, then the
system is not in a deadlocked state. If there is a cycle, then the system
may or may not be in a deadlocked state. This observation is important
when we deal with the deadlock problem.

Methods for Handling Deadlocks
we can deal with the deadlock problem in one of three ways:

1. We can use a protocol to prevent or avoid deadlocks, ensuring that
the system will never enter a deadlocked state.

2. We can allow the system to enter a deadlocked state, detect it, and
recover.

3. We can ignore the problem altogether and pretend that deadlocks
never occur in the system.

The third solution is the one used by most operating systems, including
Linux and Windows. It is then up to the application developer to write
programs that handle deadlocks.
To  ensure  that  deadlocks  never  occur,  the  system  can  use  either  a
deadlock prevention or a deadlock-avoidance scheme. 
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Deadlock prevention provides a set of methods to ensure that at least one
of  the  necessary  conditions  cannot  hold.  These  methods  prevent
deadlocks by constraining how requests for resources can be made.
Deadlock  avoidance  requires  that  the  operating  system  be  given
additional information in advance concerning which resources a process
will request and use during its lifetime. With this additional knowledge,
the  operating  system can  decide  for  each  request  whether  or  not  the
process should wait.
If a system does not employ either a deadlock-prevention or a deadlock
avoidance  algorithm,  then  a  deadlock  situation  may  arise.  In  this
environment, the system can provide an algorithm that examines the state
of  the  system to  determine  whether  a  deadlock  has  occurred  and  an
algorithm to recover from the deadlock.
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Lecture 12 : Deadlock Prevention
for a deadlock to occur, each of the four necessary conditions must hold.
By ensuring that  at  least  one of  these conditions cannot hold,  we can
prevent the occurrence of a deadlock. We elaborate on this approach by
examining each of the four necessary conditions separately.

1. Mutual Exclusion
The mutual exclusion condition must hold. That is, at least one resource
must  be  non  sharable.  Sharable  resources,  in  contrast,  do  not  require
mutually exclusive access and thus cannot be involved in a deadlock. 

Read-only files  are  a  good example of  a  sharable  resource.  If  several
processes attempt to open a read-only file at the same time, they can be
granted simultaneous access to the file. A process never needs to wait for
a sharable resource. In general, however, we cannot prevent deadlocks by
denying  the  mutual-exclusion  condition,  because  some  resources  are
intrinsically  nonsharable.  For  example,  a  mutex  lock  cannot  be
simultaneously shared by several processes.

2. Hold and Wait
To ensure that the hold-and-wait condition never occurs in the system, we
must guarantee that, whenever a process requests a resource, it does not
hold any other resources. 

One protocol that  we can use requires each process to request and be
allocated all its resources before it begins execution. We can implement
this provision by requiring that system calls requesting resources for a
process precede all other system calls.
An alternative protocol allows a process to request resources only when
it has none. A process may request some resources and use them. Before
it can request any additional resources, it must release all the resources
that it is currently allocated.

To illustrate the difference between these two protocols, we consider a
process that copies data from a DVD drive to a file on disk, sorts the file,
and then prints the results to a printer. If all resources must be requested
at the beginning of the process, then the process must initially request the
DVD drive, disk file,  and printer. It  will  hold the printer for its entire
execution, even though it needs the printer only at the end.
The second method allows the process to request initially only the DVD
drive and disk file. It copies from the DVD drive to the disk and then
releases both the DVD drive and the disk file.  The process must  then
request  the disk file and the printer. After copying the disk file to the
printer, it releases these two resources and terminates.

59



Both  these  protocols  have  two  main  disadvantages.  First,  resource
utilization may be low, since resources may be allocated but unused for a
long period.
In the example given, for instance, we can release the DVD drive and
disk file, and then request the disk file and printer, only if we can be sure
that our data will remain on the disk file. Otherwise, we must request all
resources at the beginning for both protocols.
Second,  starvation  is  possible.  A process  that  needs  several  popular
resources  may  have  to  wait  indefinitely,  because  at  least  one  of  the
resources that it needs is always allocated to some other process.

3. No Preemption
The  third  necessary  condition  for  deadlocks  is  that  there  be  no
preemption of resources that have already been allocated.

To ensure that  this condition does not  hold,  we can use the following
protocol.  If  a  process  is  holding some resources  and requests  another
resource that cannot be immediately allocated to it (that is, the process
must  wait),  then  all  resources  the  process  is  currently  holding  are
preempted. In other words, these resources are implicitly released. The
preempted  resources  are  added  to  the  list  of  resources  for  which  the
process is waiting. The process will be restarted only when it can regain
its old resources, as well as the new ones that it is requesting.
Alternatively,  if  a  process  requests  some  resources,  we  first  check
whether they are available. If they are, we allocate them. If they are not,
we check whether they are allocated to some other process that is waiting
for additional resources. If so, we preempt the desired resources from the
waiting  process  and  allocate  them  to  the  requesting  process.  If  the
resources  are  neither  available  nor  held  by  a  waiting  process,  the
requesting process must wait. While it is waiting, some of its resources
may be preempted, but only if another process requests them. A process
can  be  restarted  only  when  it  is  allocated  the  new  resources  it  is
requesting and recovers any resources that were preempted while it was
waiting.

4. Circular Wait
One way to ensure that this condition never holds is to impose a total
ordering of all resource types and to require that each process requests
resources in an increasing order of enumeration.

To illustrate, we let R = {R1, R2, ..., Rm} be the set of resource types. We
assign to each resource type a unique integer number, which allows us to
compare two resources and to determine whether one precedes another in
our ordering. Formally, we define a one-to-one function 
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F: R→N, where N is the set of natural numbers. 
For example,  if  the set  of  resource types R includes tape drives,  disk
drives, and printers, then the function F might be defined as follows:

F(tape drive) = 1
F(disk drive) = 5
F(printer) = 12

We can now consider the following protocol to prevent deadlocks: Each
process can request resources only in an increasing order of enumeration.
That  is,  a  process  can  initially  request  any  number  of  instances  of  a
resource type —say, Ri . After that, the process can request instances of
resource type Rj if and only if F(Rj ) > F(Ri ). For example, using the
function defined previously, a process that wants to use the tape drive and
printer at the same time must first request the tape drive and then request
the  printer. Alternatively, we  can  require  that  a  process  requesting  an
instance of resource type Rj must have released any resources Ri such
that  F(Ri  )  ≥  F(Rj  ).  Note  also  that  if  several  instances  of  the  same
resource type are needed, a single request for all of them must be issued.
If these two protocols are used, then the circular-wait condition cannot
hold. We can demonstrate this fact by assuming that a circular wait exists
(proof by contradiction). Let the set of processes involved in the circular
wait be {P0, P1, ..., Pn}, where Pi is waiting for a resource Ri , which is
held by process Pi+1. (Modulo arithmetic is used on the indexes, so that
Pn is waiting for a resource Rn held by P0.) Then, since process Pi+1 is
holding resource Ri while requesting resource Ri+1, we must have F(Ri )
< F(Ri+1) for all i. But this condition means that F(R0) < F(R1) < ... <
F(Rn)  <  F(R0).  By  transitivity,  F(R0)  <  F(R0),  which  is  impossible.
Therefore, there can be no circular wait.

Deadlock Avoidance
Deadlock-prevention  algorithms,  prevent  deadlocks  by  limiting  how
requests can be made. The limits ensure that at least one of the necessary
conditions for deadlock cannot occur. Possible side effects of preventing
deadlocks  by  this  method,  however,  are  low  device  utilization  and
reduced system throughput.
An alternative  method  for  avoiding  deadlocks  is  to  require  additional
information about how resources are to be requested. For example, in a
system with one tape drive and one printer, the system might need to
know that process P will request first the tape drive and then the printer
before releasing both resources, whereas process Q will request first the
printer  and then the  tape  drive.  With  this  knowledge of  the  complete
sequence of requests and releases for each process, the system can decide
for each request whether or not the process should wait in order to avoid a
possible  future  deadlock.  Each  request  requires  that  in  making  this
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decision  the  system  consider  the  resources  currently  available,  the
resources currently allocated to each process, and the future requests and
releases of each process.
The various algorithms that use this approach differ in the amount and
type  of  information  required.  The  simplest  and  most  useful  model
requires that each process declare the maximum number of resources of
each type that it may need. Given this a priori information, it is possible
to construct an algorithm that ensures that the system will never enter a
deadlocked state. A deadlock-avoidance algorithm dynamically examines
the resource-allocation state to ensure that a circular-wait condition can
never exist.  The resource allocation state is  defined by the number of
available  and  allocated  resources  and  the  maximum  demands  of  the
processes. In the following sections, we explore two deadlock-avoidance
algorithms.

 Safe State
A state is safe if the system can allocate resources to each process (up to
its maximum) in some order and still avoid a deadlock. More formally, a
system is in a safe state only if there exists a safe sequence. A sequence of
processes <P1, P2, ..., Pn> is a safe sequence for the current allocation
state if, for each Pi , the resource requests that Pi can still make can be
satisfied by the currently available resources plus the resources held by
all Pj, with j < i. In this situation, if the resources that Pi needs are not
immediately available, then Pi can wait until all Pj have finished. When
they have finished, Pi can obtain all of its needed resources, complete its
designated task,  return its  allocated resources,  and terminate.  When Pi
terminates, Pi+1 can obtain its needed resources, and so on. If no such
sequence exists, then the system state is said to be unsafe.
A safe state is not a deadlocked state. Conversely, a deadlocked state is
an unsafe state. Not all unsafe states are deadlocks, however (Figure 7.6).
An unsafe state may lead to a deadlock. As long as the state is safe, the
operating system can avoid unsafe (and deadlocked) states. In an unsafe
state,  the  operating  system  cannot  prevent  processes  from  requesting
resources  in  such  a  way that  a  deadlock  occurs.  The  behavior  of  the
processes controls unsafe states.
To illustrate, we consider a system with twelve magnetic tape drives and
three  processes:  P0,  P1,  and  P2.  Process  P0  requires  ten  tape  drives,
process P1 may need as many as four tape drives, and process P2 may
need  up  to  nine  tape  drives.  Suppose  that,  at  time  t0,  process  P0  is
holding  five  tape  drives,  process  P1  is  holding  two  tape  drives,  and
process P2 is holding two tape drives. (Thus, there are three free tape
drives.)
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              Maximum Needs Current Needs
P0 10  5
P1 4  2
P2 9 2

At time t0,  the system is  in a  safe  state.  The sequence <P1, P0,  P2>
satisfies the safety condition. Process P1 can immediately be allocated all
its  tape  drives  and  then  return  them  (the  system  will  then  have  five
available  tape drives);  then process  P0 can get  all  its  tape drives and
return them (the system will  then have ten available tape drives); and
finally process P2 can get all its tape drives and return them (the system
will then have all twelve tape drives available).
A system can go from a safe state to an unsafe state. Suppose that, at time
t1, process P2 requests and is allocated one more tape drive. The system
is no longer in a safe state. At this point, only process P1 can be allocated
all its tape drives. When it returns them, the system will have only four
available tape drives. Since process P0 is allocated five tape drives but
has a maximum of ten, it may request five more tape drives. If it does so,
it will have to wait, because they are unavailable. Similarly, process P2
may request six additional tape drives and have to wait,  resulting in a
deadlock. Our mistake was in granting the request from process P2 for
one more tape drive. If we had made P2 wait until either of the other
processes had finished and released its  resources,  then we could have
avoided the deadlock.
Given the concept of a safe state, we can define avoidance algorithms that
ensure that the system will never deadlock. The idea is simply to ensure
that the system will always remain in a safe state. Initially, the system is
in a safe state.
Whenever a process requests a resource that is currently available, the
system must decide whether the resource can be allocated immediately or
whether  the  process  must  wait.  The  request  is  granted  only  if  the
allocation leaves the system in a safe state.
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In this scheme, if a process requests a resource that is currently available,
it may still have to wait. Thus, resource utilization may be lower than it
would otherwise be.

Resource-Allocation-Graph Algorithm
If we have a resource-allocation system with only one instance of each
resource  type,  we  can  use  a  variant  of  the  resource-allocation  graph
defined in Section 7.2.2 for deadlock avoidance. In addition to the request
and  assignment  edges  already  described,  we  introduce  a  new type  of
edge, called a claim edge.
A claim edge Pi → Rj indicates that process Pi may request resource Rj at
some time in the future. This edge resembles a request edge in direction
but is represented in the graph by a dashed line. When process Pi requests
resource Rj  ,  the claim edge Pi  → Rj is  converted to a request  edge.
Similarly, when a resource Rj is released by Pi , the assignment edge Rj
→ Pi is reconverted to a claim edge Pi → Rj .
Note that the resources must be claimed a priori in the system. That is,
before process Pi starts executing, all its claim edges must already appear
in the resource-allocation graph. We can relax this condition by allowing
a claim edge Pi  → Rj to be added to the graph only if  all  the edges
associated with process Pi are claim edges.

Now suppose that process Pi requests resource Rj. The request can be
granted only if converting the request edge Pi → Rj to an assignment
edge Rj → Pi does not result in the formation of a cycle in the resource-
allocation  graph.  We  check  for  safety  by  using  a  cycle-detection
algorithm. An algorithm for detecting a cycle in this graph requires an
order of n2 operations, where n is the number of processes in the system.
If no cycle exists, then the allocation of the resource will leave the system
in a safe state. If a cycle is found, then the allocation will put the system
in an unsafe state. In that case, process Pi will have to wait for its requests
to be satisfied.
To illustrate this algorithm, we consider the resource-allocation graph of
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Figure 7.7. Suppose that P2 requests R2. Although R2 is currently free,
we cannot allocate it to P2, since this action will create a cycle in the
graph (Figure 7.8). A cycle, as mentioned, indicates that the system is in
an unsafe state. If P1 requests R2, and P2 requests R1, then a deadlock
will occur.
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Lecture 14 :Banker’s Algorithm
The resource-allocation-graph algorithm is not applicable to a resource
allocation  system  with  multiple  instances  of  each  resource  type.  The
deadlock avoidance algorithm that we describe next is applicable to such
a system but is less efficient than the resource-allocation graph scheme.
This algorithm is commonly known as the banker’s algorithm. The name
was chosen because the algorithm could be used in a banking system to
ensure that the bank never allocated its available cash in such a way that
it could no longer satisfy the needs of all its customers.

When a new process enters the system, it  must  declare the maximum
number of instances of each resource type that it may need. This number
may not exceed the total number of resources in the system. When a user
requests  a  set  of  resources,  the  system  must  determine  whether  the
allocation of these resources will leave the system in a safe state. If it
will, the resources are allocated; otherwise, the process must wait until
some other process releases enough resources.
Several data structures must be maintained to implement the banker’s
algorithm.  These  data  structures  encode  the  state  of  the  resource-
allocation system. We need the following data structures, where n is the
number of processes in the system and m is the number of resource types:

•  Available.  A vector  of  length  m  indicates  the  number  of  available
resources of each type.
• Max. An n × m matrix defines the maximum demand of each process.
• Allocation. An n × m matrix defines the number of resources of each
type currently allocated to each process. 
• Need. An n × m matrix indicates the remaining resource need of each
process. 

Note that Need[i][j] =Max[i][j] − Allocation[i][j].
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Safety Algorithm
We can now present the algorithm for finding out whether or not a system
is in a safe state. This algorithm can be described as follows:

1.  Let  Work  and  Finish  be  vectors  of  length  m  and  n,  respectively.
Initialize

Work = Available 
Finish[i] = false for i = 0, 1, ..., n − 1.

2. Find an index i such that both
a. Finish[i] == false
b. Needi ≤Work
If no such i exists, go to step 4.

3. Work =Work + Allocationi

Finish[i] = true
Go to step 2.

4. If Finish[i] == true for all i, then the system is in a safe state.

 Resource-Request Algorithm
Next, we describe the algorithm for determining whether requests can be
safely granted.
Let Request i be the request vector for process Pi . If Request i [ j] == k,
then process Pi wants k instances of resource type Rj . When a request for
resources is made by process Pi , the following actions are taken:

1. If Requesti ≤Needi , go to step 2. Otherwise, raise an error condition,
since the process has exceeded its maximum claim.
2. If Requesti ≤ Available, go to step 3. Otherwise, Pi must wait, since the
resources are not available.
3. Have the system pretend to have allocated the requested resources to
process Pi by modifying the state as follows:

Available = Available–Requesti ;
Allocationi = Allocationi + Requesti ;
Needi = Needi –Requesti ;

If  the  resulting  resource-allocation  state  is  safe,  the  transaction  is
completed, and process Pi is allocated its resources. However, if the new
state is unsafe, then Pi must wait for Requesti  ,  and the old resource-
allocation state is restored.

An Illustrative Example
To illustrate the use of the banker’s algorithm, consider a system with five
processes P0 through P4 and three resource types A, B, and C. Resource
type A has ten instances, resource type B has five instances, and resource
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type  C  has  seven  instances.  Suppose  that,  at  time  T0,  the  following
snapshot of the system has been taken:

The content of the matrix Need is defined to be Max − Allocation and is
as follows:

We claim that the system is currently in a safe state. Indeed, the sequence
<P1, P3, P4, P2, P0> satisfies the safety criteria. 
Suppose now that process P1 requests one additional instance of resource
type A and two instances of resource type C, so Request1 = (1,0,2). To
decide whether this request can be immediately granted, we first check
that Request1 ≤ Available—that is, that (1,0,2) ≤ (3,3,2), which is true.
We then pretend that this request has been fulfilled, and we arrive at the
following new state:
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We must determine whether this new system state is safe. To do so, we
execute our safety algorithm and find that the sequence <P1, P3, P4, P0,
P2> satisfies the safety requirement. Hence, we can immediately grant
the request of process P1.
You should be able to see, however, that when the system is in this state,
a request for (3,3,0) by P4 cannot be granted, since the resources are not
available.
Furthermore, a request for (0,2,0) by P0 cannot be granted, even though
the resources are available, since the resulting state is unsafe.
We leave  it  as  a  programming exercise  for  students  to  implement  the
banker’s algorithm. 
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Lecture 15 :Recovery from Deadlock

When a detection algorithm determines that  a deadlock exists,  several
alternatives are available. One possibility is to inform the operator that a
deadlock  has  occurred  and to  let  the  operator  deal  with  the  deadlock
manually. 
Another  possibility  is  to  let  the  system  recover  from  the  deadlock
automatically. There  are  two options  for  breaking  a  deadlock.  One is
simply to abort  one or more processes to break the circular wait.  The
other is to preempt some resources from one or more of the deadlocked
processes.

1. Process Termination
To  eliminate  deadlocks  by  aborting  a  process,  we  use  one  of  two
methods. In both methods, the system reclaims all resources allocated to
the terminated processes.

• Abort all deadlocked processes.
 This method clearly will break the deadlock cycle, but at great expense.
The deadlocked processes may have computed for a long time, and the
results of these partial computations must be discarded and probably will
have to be recomputed later.

• Abort one process at a time until the deadlock cycle is eliminated. 
This  method incurs considerable  overhead,  since after  each process  is
aborted,  a deadlock-detection algorithm must  be invoked to determine
whether any processes are still deadlocked.
Aborting a process may not be easy. If the process was in the midst of
updating a file,  terminating it  will  leave that file in an incorrect state.
Similarly, if the process was in the midst of printing data on a printer, the
system must reset the printer to a correct state before printing the next
job.
If the partial termination method is used, then we must determine which
deadlocked  process  (or  processes)  should  be  terminated.  This
determination is a policy decision, similar to CPU-scheduling decisions.
The  question  is  basically  an  economic  one;  we  should  abort  those
processes whose termination will incur the minimum cost. Unfortunately,
the term minimum cost is not a precise one.

Many factors may affect which process is chosen, including:
1. What the priority of the process is
2. How long the process has computed and how much longer the process
will compute before completing its designated task
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3.  How many  and  what  types  of  resources  the  process  has  used  (for
example, whether the resources are simple to preempt)
4. How many more resources the process needs in order to complete
5. How many processes will need to be terminated
6. Whether the process is interactive or batch

2. Resource Preemption
To  eliminate  deadlocks  using  resource  preemption,  we  successively
preempt some resources from processes and give these resources to other
processes until the deadlock cycle is broken.
If preemption is required to deal with deadlocks, then three issues need to
be addressed:

1. Selecting a victim. Which resources and which processes are to be
preempted? As in process termination, we must determine the order of
preemption to minimize cost. Cost factors may include such parameters
as the number of resources a deadlocked process is holding and the
amount of time the process has thus far consumed.
2. Rollback. If we preempt a resource from a process, what should be
done  with  that  process?  Clearly,  it  cannot  continue  with  its  normal
execution;  it  is  missing some needed resource.  We must  roll  back the
process to some safe state and restart it from that state.
3. Starvation. How do we ensure that starvation will not occur? That is,
how can we guarantee that resources will not always be preempted from
the same process?
In a system where victim selection is based primarily on cost factors,
it may happen that the same process is always picked as a victim. As
a result, this process never completes its designated task, a starvation
situation any practical system must address. Clearly, we must ensure
that a process can be picked as a victim only a (small) finite number of
times. The most common solution is to include the number of rollbacks
in the cost factor.
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