BLOCK CIPHER LEC(1)

Block Cipher Design Principles

Block ciphers are built in the Feistel cipher structure. Block cipher has a specific
number of rounds and keys for generating ciphertext. Block cipher is a type of
encryption algorithm that processes fixed-size blocks of data, usually 64 or 128 bits,
to produce ciphertext. The design of a block cipher involves several important
principles to ensure the security and efficiency of the algorithm. Some of these
principles are:

1. Number of Rounds:
The number of Rounds is regularly considered in design criteria, it just reflects
the number of rounds to be suitable for an algorithm to make it more complex, in
DES we have 16 rounds ensuring it to be more secure while in AES we have 10
rounds which makes it more secure.

2. Design of function F:

The core part of the Feistel Block cipher structure is the Round Function. The
complexity of cryptanalysis can be derived from the Round function i.e. the
increasing level of complexity for the round function would be greatly
contributing to an increase in complexity. To increase the complexity of the
round function, the avalanche effect is also included in the round function, as the
change of a single bit in plain text would produce a mischievous output due to
the presence of avalanche effect.

3. Confusion and Diffusion:
The cipher should provide confusion and diffusion to make it difficult for an
attacker to determine the relationship between the plaintext and ciphertext.
Confusion means that the ciphertext should be a complex function of the key and
plaintext, making it difficult to guess the key. Diffusion means that a small
change in the plaintext should cause a significant change in the ciphertext, which
makes it difficult to analyze the encryption pattern.

4. Key Size:
The key size should be large enough to prevent brute-force attacks. A larger key
size means that there are more possible keys, making it harder for an attacker to
guess the correct one. A key size of 128 bits is considered to be secure for most
applications.
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5. Key Schedule:
The key schedule should be designed carefully to ensure that the keys used for
encryption are independent and unpredictable. The key schedule should also
resist attacks that exploit weak keys or key-dependent properties of the cipher.

6. Block Size:
The block size should be large enough to prevent attacks that exploit statistical
patterns in the plaintext. A block size of 128 bits is generally considered to be
secure for most applications.

7. Non-linearity:
The S-box used in the cipher should be non-linear to provide confusion. A linear
S-box is vulnerable to attacks that exploit the linear properties of the cipher.

8. Avalanche Effect:
The cipher should exhibit the avalanche effect, which means that a small change
in the plaintext or key should cause a significant change in the ciphertext. This
ensures that any change in the input results in a complete change in the output.

9. Security Analysis:
The cipher should be analyzed for its security against various attacks such as
differential cryptanalysis, linear cryptanalysis, and brute-force attacks. The
cipher should also be tested for its resistance to implementation attacks, such as
side-channel attacks.

Overall, a good block cipher design should be resistant to various attacks, efficient,
and easy to implement.
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Difference between Block Cipher and Transposition Cipher

Block Cipher :

Block Cipher is the symmetric key cipher used for converting the plain text into
cipher text. It uses a simple substitution process or sometimes the permutation
process where the block of plain text is substituted with arbitrary bit of cipher text.

1234567

ABCDEFG

Block Cipher

Transposition Cipher :

Transposition Cipher rearranges the position of the characters of plain text. It
changes the position of the character but it does not change the identity of the
character.

1234567

|
4351672

Transposition Cipher

Here are differences between Block Cipher and Transposition Cipher:
Block Cipher Transposition Cipher

In block cipher, a block of plain text is In transposition cipher, plain text is
considered as a whole. written down as a sequence.

It produces a cipher text block of equal

) It reads the sequences as rows.
length to plain text. g
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Block Cipher

In block cipher, error in transmitting
one block does not affect other blocks.

Encryption process is slow in block
cipher.

Security of block cipher depends on the
design of encryption function.

Plain text is broken into blocks and
algorithm operates on each block
independently.

The complexity of Dblock cipher is
simple.

In block cipher, characters lose their
identity.

Transposition Cipher

In transposition cipher, error in one
letter will affect the whole cipher text.

Encryption process is fast in

transposition cipher.

It can be made more secure by
performing more than one
transposition.

Plain text is broken into letters and
algorithm operates on each letter
independently.

While transposition cipher is more
complex.

Characters don’t lose their identity in
transposition cipher.

Difference between Block Cipher and Stream Cipher

Block Cipher and Stream Cipher are the types of symmetric key cipher. These
two block ciphers are used to transform plain text into ciphertext. The difference
between a Block cipher and a Stream cipher is that the former transforms the plain
text into cipher text by taking the plain text block by block. On the other
hand, a block cipher produces cipher text from plain text by taking one byte of plain
text at a time. In this article, we will see the difference between Block Cipher and
Stream Cipher in detail.
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What is Block Cipher?

A block cipher encrypts data in fixed-size blocks usually 64 or 128 bits at a time.
The encryption algorithm processes each block of data separately using
the cryptographic key to transform the plaintext into the ciphertext.

Block ciphers function on complex mathematical computation and permutation to
ensure that the data encrypted is safe. The choice of block size does not directly
affect the strength of the encryption scheme.

The strength of the cipher depends upon the key length. However, any size of the
block is acceptable. The following aspects can be kept in mind while selecting the
size of a block: Avoid very small block sizes, do not have very large block sizes, and
Multiples of 8-bit.

Plaintext ‘ Plaintext Plaintext

Initialization g Key i Key
Vector {IV) "

Block Cipher | BlockCipher | | Block Cipher
Encryption Encryption | Encryption
Key Key Key
Ciphertext Ciphertext Ciphertext

Key Features of Block Ciphers

« Fixed Block Size: The Data is encrypted in a fixed-size block.

« Complex Operations:
In block ciphers, substitution combined with permutation forms the
operation to achieve encryption.

« Modes of Operation: Block ciphers employ several modes such as ECB
(Electronic Codebook) and CBC (Cipher Block Chaining) for enhanced
security.

Examples: AES (Advanced Encryption Standard),

DES (Data Encryption Standard) and Blowfish.



https://www.geeksforgeeks.org/block-cipher-modes-of-operation/
https://www.geeksforgeeks.org/easy-key-management-in-cryptography/
https://www.geeksforgeeks.org/electronic-code-book-ecb-in-cryptography/
https://www.geeksforgeeks.org/advanced-encryption-standard-aes/
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What is Stream Cipher?

A stream cipher encrypts data one bit or one byte at a time rather than in fixed-size
blocks. It generates a keystream that is combined with the plaintext to the produce
ciphertext. Stream ciphers are made for the scenarios where data needs to be
encrypted in the continuous stream making them suitable for the real-time
applications.

It can be categorized into the synchronous, self-synchronizing and one-time pad
types. The Synchronous encryption requires independently generated keystream
from both the plaintext and the ciphertext. They have to be in the same state, with
the same key, in order to decode the data properly.

In text In binary
format format
Blue Plain
Sky 010111001 Text
] XOR
+ 100101011 Operation
with key
Cipher
ZTU917%D 110010010 Text

Key Features of Stream Ciphers

« Continuous Encryption: The data is encrypted in a stream that runs
continuously, a bit or byte at a time

« Keystream Generation: To create encryption keys, the Stream ciphers use a
pseudorandom keystream generator.

. Efficiency: Stream ciphers are generally more efficient for encrypting data of
variable length and in the streaming applications.

Examples: RC4, Salsa20, and ChaCha20.



https://www.geeksforgeeks.org/stream-ciphers/
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Difference Between Block Cipher and Stream Cipher

Block Cipher

Block Cipher Converts the plain text
into cipher text by taking plain text’s
block at a time.

Block cipher uses either 64 bits or more
than 64 bits.

The complexity of block cipher is
simple.

Block cipher uses confusion as well as
diffusion.

In block cipher, reverse encrypted text is
hard.

The algorithm modes which are used in
block cipher are ECB (Electronic Code
Book) and CBC (Cipher Block
Chaining).

Block cipher works on transposition
techniques like:

rail-fence technique,

columnar transposition technique, etc.

Block cipher is slow as compared to a
stream cipher.

Stream Cipher

Stream Cipher Converts the plain text
into cipher text by taking 1 bit plain
text at a time.

While stream cipher uses 8 bits.

While stream cipher is more complex.

While stream cipher uses only
confusion.
While in-stream cipher, reverse

encrypted text is easy.

The algorithm modes which are used
in stream cipher are CFB (Cipher

Feedback) and OFB  (Output
Feedback).
While stream cipher works on

substitution techniques like:
Caesar cipher,
polygram substitution cipher, etc.

While stream cipher is fast in
comparison to block cipher.



https://www.geeksforgeeks.org/rail-fence-cipher-encryption-decryption/
https://www.geeksforgeeks.org/columnar-transposition-cipher/
https://www.geeksforgeeks.org/caesar-cipher-in-cryptography/
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Block Cipher Stream Cipher

Suitable for applications that require Suitable for applications that require
strong encryption, such as file storage strong encryption, such as file storage
and internet communications. and internet communications.

More secure than stream ciphers when Less secure than block ciphers when
the same key is used multiple times. the same key is used multiple times.

key length is typically 128 or 256 bits. key length is typically 128 or 256 bits.

Operates on fixed-length blocks of data.  Encrypts data one bit at a time.

Conclusion

Block ciphers and stream ciphers are both the essential in the field of cryptography
each suited to the different types of encryption needs. The Block ciphers are ideal
for the applications where data is processed in the fixed-size blocks and where strong
security is a priority. Stream ciphers on the other hand, are more suited to the real-
time data encryption where continuous data streams need to be protected.
Understanding the characteristics and use cases of each type helps in selecting the
most appropriate cipher for the given application.

Block Cipher Types:

- DES

- CAST

- COST

- RC5

- FEAL

- IDEA

- Serpent
- Blowfish
- Twofish
- Threefish
- AES




BLOCK CIPHER LEC(1)

Is DES stream cipher or block cipher?

DES is a block cipher because it encrypts data in fixed-size chunks (blocks) of 64
bits at a time, rather than processing data bit by bit like a stream cipher.

When should | use a block cipher instead of a stream cipher?

Block ciphers are typically used in applications where stringent security measures
are necessary, and data are processed in the form of fixed-size chunks. Stream
ciphers are more suitable for real-time applications, where data are processed
continuously.

Is stream cipher symmetric or asymmetric?

A stream cipher is symmetric because it uses the same key for both encryption and
decryption of data.

Are block ciphers more secure than stream ciphers?

The Security depends upon the implementation and use case. The Block ciphers
generally provide strong security and are widely used, but well-designed stream
ciphers can also be highly secure and efficient for their intended purposes.

What is the principle of block cipher?

Block ciphers perform encryption by processing the information into chunks of bits.
The size of the block varies for different algorithms.

What are block ciphers used for?

Block ciphers are used worldwide to encrypt crucial data on windows drives, emails,
and passwords by many such applications. AES is the strongest block cipher being
used today.

How do you solve a block cipher?

Block ciphers are solved only with the key used in the cipher. Being a symmetric
cipher, it uses only one key. Brute Force attacks may solve a block cipher but it will
take decades to solve a strong cipher like Twofish or AES.




