


NAT Table with only IP addresses (1)

1 global address

1 private P1 = D1

Gl-> D1

A 4

NAT Table for G1

A

P1 i D1
D1-> G1

different external hosts 1 global address

D1->P1

P1-> D1 NAT Table for G1 » G1 > D1
2 privates
p2>D2t--- Pl Dl | --s'G1> D2
P2 D2
D1 > P1 |« D1-> Gl
D2 > P2 |¢--------"--mmmmmmmo oo D2 - Gl

TCP/IP Protocol Suite 2



NAT Table with only IP addresses (2)

Same external host 1 glohal address

P1-> D1 NAT Table for G1 » G1 2> D1
2 privates
P2>D1t---| Pl Dl  |--»G1->D1
P2 D1

D1 > G1

————————————————————————————— D1 > Gl

Same external host 2 global addresses
P1-> D1 NAT Table for G1 Gl -> D1

P1 D1 D1 > G1

4

A

D1 -> P1

2 privates

P2 > D1 (---| NAT Table for G2 |---» G2 > D1 -

D1 > P2 [«--{ P2 DI }---- D1 > G2
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NAT Table with only IP addresses (3)

* If using only one global address

* Only one private-network host to access the same external
host

* If using a pool of global addresses (e.g. 4 addr)
e No more than 4 connections can be made to the same
destination

* No private-network host can access two external server
programs (e.g. HTTP and TELNET) at the same external host
at the same time ?7??

e Two private-network hosts cannot access the same
external server program at the same time (by using the
same global address)
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NAT Table with IP address & Port # (1)

Same external host 1 global address
(Telnet) NAT Table for G1

P1:#1->D1:#23 1| P1:#1 Gl:#1 | Gl:#1->D1:#23
P1:#2->D1:#23 | P1:#2 Gl:#2 | GL:#2->D1:#23

3 privates
P2:#1 Gl:#3 [
P3:#1 Gl:#4 |~
22

Must be unique
D1:#23>P1:#1 D1:#23>G1:#1
D1:#23>P1:#2 J - D1:#23>G1:#2
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NAT Table with IP address & Port # (2)

Step 2: map private |P & port to public 1P & port

NAT Translation Table

Private IP Addr & Port| Public IP Addr & Port

Please fetch

http:/fwww.yahoo.com

192.168.100.3, 3855

.

Step 1
Source: 192 168.100.3, 3855

Dest: 20913136158, 80
(e yahoo .com)

Step 3
Source: 145 12.131.7, 6282

Dest: 20913136158, 80
(e yahoo .com)

192.168.100.4 [

145.12.131.7, 6282 ==m) Must be unigue

To
Yahog

Router/NAT

Default Gateway HRIEe 145.12.131.7

192.168.1.1

(Public IP Address)
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NAT Table with IP address & Port # (3)

192.168.100.3°

=

Step 5: map public IF & port back to private |P & port

NAT translation table

Private IP & Port

Public IP & Port

192.168.100.3, 3855

145.12.131.7, 6282

P

Step 6
Source; 209131 26,158, 80
Ciest: 192 168.100.3, 3855

192.168.100.4 (|8

192.168.100.5 |\
S

=

St

Step 4

Source: 209131 36158, 80
Dest: 145121317, 6282

N,
Router/MAT

Default Gateway
192.168.11

Device  14512.131.7

(Public IP Address)

From
Yahoo
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NAT Table with IP address & Port # (4)

= NAT Table in the textbook
= This may not be the best way to understand NAT

Server
Private External | External | Transport
Address Address Port Protocol
172.18.3.1 25.8.3.2 80 TCP
172.18.3.2 25.8.3.2 80 TCP

Must be unique

Otherwise reassign a new private port and
cache the mapping (the new port --> the old port)
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