
Intruders 

One of the two most publicized threats to security is the intruder (the 

other is viruses), generally referred to as a hacker or cracker. There are 

three classes of intruders: 

 Masquerader: An individual who is not authorized to use the 

computer and who penetrates a system's access controls to exploit a 

legitimate user's account 

 Misfeasor: A legitimate user who accesses data, programs, or 

resources for which such access is not authorized, or who is 

authorized for such access but misuses his or her privileges 

 Clandestine user: An individual who seizes supervisory control of 

the system and uses this control to evade auditing and access 

controls or to suppress audit collection 

The masquerader is likely to be an outsider; the misfeasor generally is an 

insider; and the clandestine user can be either an outsider or an insider. 

Intruder attacks range from the benign to the serious. At the benign end of 

the scale, there are many people who simply wish to explore internets and 

see what is out there. At the serious end are individuals who are 

attempting to read privileged data, perform unauthorized modifications to 

data, or disrupt the system. 

Intrusion Techniques 

The objective of the intruder is to gain access to a system or to increase 

the range of privileges accessible on a system. Generally, this requires the 

intruder to acquire information that should have been protected. In some 

cases, this information is in the form of a user password. With knowledge 

of some other user's password, an intruder can log in to a system and 

exercise all the privileges accorded to the legitimate user. 

Typically, a system must maintain a file that associates a password with 

each authorized user. If such a file is stored with no protection, then it is 

an easy matter to gain access to it and learn passwords. The password file 

can be protected in one of two ways: 

 One-way function: The system stores only the value of a 

function based on the user's password. When the user 

presents a password, the system transforms that password 



and compares it with the stored value. In practice, the system 

usually performs a one-way transformation (not reversible) 

in which the password is used to generate a key for the one-

way function and in which a fixed-length output is produced.  

 Access control: Access to the password file is limited to one 

or a very few accounts. 

If one or both of these countermeasures are in place, some effort is 

needed for a potential intruder to learn passwords. On the basis of a 

survey of the literature and interviews with a number of password 

crackers, the following techniques for learning passwords are reported: 

1. Try default passwords used with standard accounts that are shipped 

with the system. Many administrators do not bother to change these 

defaults. 

2. Exhaustively try all short passwords (those of one to three 

characters). 

3. Try words in the system's online dictionary or a list of likely 

passwords. Examples of the latter are readily available on hacker 

bulletin boards. 

4. Collect information about users, such as their full names, the names 

of their spouse and children, pictures in their office, and books in 

their office that are related to hobbies. 

5. Try users' phone numbers, Social Security numbers, and room 

numbers. 

6. Try all legitimate license plate numbers for this state. 

7. Tap the line between a remote user and the host system. 

Intrusion Detection 

Inevitably, the best intrusion prevention system will fail. A system's 

second line of defense is intrusion detection, and this has been the focus 

of much research in recent years. This interest is motivated by a number 

of considerations, including the following: 

1. If an intrusion is detected quickly enough, the intruder can be 

identified and ejected from the system before any damage is done 

or any data are compromised. Even if the detection is not 

sufficiently timely to preempt the intruder, the sooner that the 

intrusion is detected, the less the amount of damage and the more 

quickly that recovery can be achieved. 

2. An effective intrusion detection system can serve as a deterrent, so 

acting to prevent intrusions. 



3. Intrusion detection enables the collection of information about 

intrusion techniques that can be used to strengthen the intrusion 

prevention facility. 

Intrusion detection is based on the assumption that the behavior of the 

intruder differs from that of a legitimate user in ways that can be 

quantified. Of course, we cannot expect that there will be a crisp, exact 

distinction between an attack by an intruder and the normal use of 

resources by an authorized user. Rather, we must expect that there will be 

some overlap. 

Figure (1) suggests, in very abstract terms, the nature of the task 

confronting the designer of an intrusion detection system. Although the 

typical behavior of an intruder differs from the typical behavior of an 

authorized user, there is an overlap in these behaviors. Thus, a loose 

interpretation of intruder behavior, which will catch more intruders, will 

also lead to a number of "false positives," or authorized users identified as 

intruders. On the other hand, an attempt to limit false positives by a tight 

interpretation of intruder behavior will lead to an increase in false 

negatives, or intruders not identified as intruders. Thus, there is an 

element of compromise and art in the practice of intrusion detection. 

 

 

 

 

 

 

 

 

 

 

 

Figure (1). Profiles of Behavior of Intruders and Authorized Users 



The following approaches to intrusion detection has been identified: 

1. Statistical anomaly detection: Involves the collection of data 

relating to the behavior of legitimate users over a period of time. 

Then statistical tests are applied to observed behavior to determine 

with a high level of confidence whether that behavior is not 

legitimate user behavior. 

a. Threshold detection: This approach involves defining 

thresholds, independent of user, for the frequency of 

occurrence of various events. 

b. Profile based: A profile of the activity of each user is 

developed and used to detect changes in the behavior of 

individual accounts. 

2. Rule-based detection: Involves an attempt to define a set of rules 

that can be used to decide that a given behavior is that of an 

intruder. 

a. Anomaly detection: Rules are developed to detect deviation 

from previous usage patterns. 

b. Penetration identification: An expert system approach that 

searches for suspicious behavior. 

In a nutshell, statistical approaches attempt to define normal, or expected, 

behavior, whereas rule-based approaches attempt to define proper 

behavior. 

Audit Records 

A fundamental tool for intrusion detection is the audit record. Some 

record of ongoing activity by users must be maintained as input to an 

intrusion detection system. Basically, two plans are used: 

 Native audit records: Virtually all multiuser operating systems 

include accounting software that collects information on user 

activity. The advantage of using this information is that no 

additional collection software is needed. The disadvantage is that 

the native audit records may not contain the needed information or 

may not contain it in a convenient form. 

 Detection-specific audit records: A collection facility can be 

implemented that generates audit records containing only that 

information required by the intrusion detection system. 

 

 



Statistical Anomaly Detection 

As was mentioned, statistical anomaly detection techniques fall into 

two broad categories: threshold detection and profile-based systems. 

Threshold detection involves counting the number of occurrences of a 

specific event type over an interval of time. If the count surpasses what is 

considered a reasonable number that one might expect to occur, then 

intrusion is assumed. 

Threshold analysis, by itself, is a crude and ineffective detector of 

even moderately sophisticated attacks. Both the threshold and the time 

interval must be determined. Because of the variability across users, such 

thresholds are likely to generate either a lot of false positives or a lot of 

false negatives. However, simple threshold detectors may be useful in 

conjunction with more sophisticated techniques. 

Profile-based anomaly detection focuses on characterizing the past 

behavior of individual users or related groups of users and then detecting 

significant deviations. A profile may consist of a set of parameters, so 

that deviation on just a single parameter may not be sufficient in itself to 

signal an alert. 

The foundation of this approach is an analysis of audit records. The 

audit records provide input to the intrusion detection function in two 

ways. First, the designer must decide on a number of quantitative metrics 

that can be used to measure user behavior. An analysis of audit records 

over a period of time can be used to determine the activity profile of the 

average user. Thus, the audit records serve to define typical behavior. 

Second, current audit records are the input used to detect intrusion. That 

is, the intrusion detection model analyzes incoming audit records to 

determine deviation from average behavior. 

Examples of metrics that are useful for profile-based intrusion detection 

are the following: 

 Counter: A nonnegative integer that may be incremented 

but not decremented until it is reset by management action. 

Typically, a count of certain event types is kept over a 

particular period of time. Examples include the number of 



logins by a single user during an hour, the number of times a 

given command is executed during a single user session, and 

the number of password failures during a minute. 

 Gauge: A nonnegative integer that may be incremented or 

decremented. Typically, a gauge is used to measure the 

current value of some entity. Examples include the number 

of logical connections assigned to a user application and the 

number of outgoing messages queued for a user process. 

 Interval timer: The length of time between two related 

events. An example is the length of time between successive 

logins to an account. 

 Resource utilization: Quantity of resources consumed 

during a specified period. Examples include the number of 

pages printed during a user session and total time consumed 

by a program execution. 

Given these general metrics, various tests can be performed to determine 

whether current activity fits within acceptable limits. The following 

approaches may be taken: 

 Mean and standard deviation 

 Multivariate 

 Markov process 

 Time series 

 Operational 

The simplest statistical test is to measure the mean and standard 

deviation of a parameter over some historical period. This gives a 

reflection of the average behavior and its variability. The use of mean and 

standard deviation is applicable to a wide variety of counters, timers, and 

resource measures. But these measures, by themselves, are typically too 

crude for intrusion detection purposes. 

A multivariate model is based on correlations between two or more 

variables. Intruder behavior may be characterized with greater confidence 

by considering such correlations (for example, processor time and 

resource usage, or login frequency and session elapsed time). 

A Markov process model is used to establish transition probabilities 

among various states. As an example, this model might be used to look at 

transitions between certain commands. 



A time series model focuses on time intervals, looking for sequences 

of events that happen too rapidly or too slowly. A variety of statistical 

tests can be applied to characterize abnormal timing. 

Finally, an operational model is based on a judgment of what is 

considered abnormal, rather than an automated analysis of past audit 

records. Typically, fixed limits are defined and intrusion is suspected for 

an observation that is outside the limits. This type of approach works best 

where intruder behavior can be deduced from certain types of activities. 

For example, a large number of login attempts over a short period 

suggests an attempted intrusion. 

 


