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4. Electronic Data Interchange (EDI): (&3S @bl Jals

Electronic Data Interchange (EDI) - interposes communication of business information in
standardized electronic form. Prior to EDI, business depended on postal and phone systems
that restricted communication to those few hours of the workday that overlap between time

Zones.
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4.1 Why EDI? (EDI) J) p2aiey 3L

» Reduction in transaction costs. 4 laill ciblaxl) 48l e

» Foster closer relationships between trading partners ¢S il jladll o CldSlall 3 3a5

4.2 EDI & Electronic Commerce. a5 yiSI¥ 3 jladll g 55 ;3<IV) bibal) Jals

¢ Electronic commerce includes EDI & much more
A e JiS) 5 EDI I aniali 5 5381V 5 ladll

* EDI forges boundary less relationships by improving interchange of information between
trading partners, suppliers & customers.

o anll 5 35 3l eI AN el e slaall Jals (et JIA (e JB) 3 gamy GEe w83 EDL I )
4.3 EDI layered architecture: EDI J) citish 45 laza
« Semantic (or application) layer Guki o 4lYa daka
« Standards translation layer suleall Ao i d4a
* Packing (or transport) layer () f) Al dsida

» Physical network infrastructure layer 4lall 43l diacl) 41l 45y
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EDI Semantic layer Application level services

EDIFACT Business form standards
EDI Standards layer

ASNI X12 Business form standards

Electronic Mail X,435 MINE
EDI transport layer Point to Point FTP, TELNET
World Wide Web HTTP
Physical layer Dail-up Lines, Internet, I- Way

The figure illustrate the architecture of EDI layered .
4.4 EDI Layers: s SN clilall Jals cilagda
4.4.1 EDI semantic layer: ¥l EDI <

* Describes the business application 4l Jlee¥) Gliphd Caay
¢ Procurement example &4l e Jba

— Requests for quotes w= sl <k

— Price quotes JxwY! s e

— Purchase orders ¢/ »&ll <l

— Acknowledgments a>auwy) ast

— Invoices sl il

» Specific to company & software used eidiual Cliaal yll 48,5l ala

4.4.2 EDI Standards translation layer: BENPUE R
Specifies business form structure so that information can be exchanged

Gllaglaall Jalsi (S Cuny Jlae V) 23 gai IS 238y
Two competing standards:
— American National Standards Institute(ANSI)X12

— EDIFACT developed by UN/ECE, Working Party for the Facilitation of International
Trade Procedures
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4.4.3 EDI transport layer: EDI J! Jail dada

 How the business form is sent, e.g. post, UPS, fax 2 » s (»SWl Jio Janll =3 gad Jlus ) oy S
» Increasingly, e-mail is the carrier J3ll sa (S5 SV 2 nll ol 2l e JS5
« Differentiating EDI from e-mail. ds¥! oe EDI I lia,

— Emphasis on automation - 4! e sl

— EDI has certain legal status =& S 58 pa g EDI I )

4.4.4 Physical network infrastructure layer: el S50 4aatll 24l A6

« Dial-up lines, Internet, value-added network, etc. el 4<ui 5 i iyl 5 iled) Juai¥) da ghd
&l ¢ ddliadl),

4.5 Information flow with EDI: <Ulall 5 5 551 Jalall ae il glaall 303
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The figure illustrate the information flow with EDIT

There are many scenarios for Information flow with EDI:
sbiball 5 asY) Jatal) 8 clibad) (g8l ) (e dae ellia

1. Buyer sends purchase order to seller computer @&l 5 ssaS ) o) 12l yal das yy (553l
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2. Seller sends purchase order confirmation to buyer ) ¢!yl calls 286 sy a3l ()
o Rl
3. Seller sends booking request to transport company Jill &S il jasll alla Ja 2800 o)
4. Transport company sends booking confirmation to seller jaall aSl Ju i Jail) 4< 535
&l
Seller sends advance notice to buyer (s _iiall ) e jlad) LUl Jas
Transport company sends status to seller &Ll ) AWl Ju 5 Jaill 48,4 o)
Buyer sends Receipt advice to seller gl A 230y jlad) (5 yidall Jus p

Seller sends invoice to buyer s _sisiall ) 35 Ju p L0 )

© o N o O

Buyer sends payment to seller @bl ) aéall (5 yiiall Ju

4.6 Applications of EDI: EDI ) ciliyls
1. Role of EDI in international trade: sl 5 jladll 8 cliball g Sy Jatall ) g

e Reduced transaction expenditures &_laill cillaal) culids s
e Quicker movement of imported & exported goods 5_juaall 533 5 siwall piliaill ¢ jul 4S
e Improved customer service through track & tracel programs JM& (e eSleall dadd (puas
il g & il mal
e Faster customs clearance & reduced opportunities for corruption, a huge problem in trade
Bl (85 508 A yiiad il g cobusdll G s Sl g gyl (S pen (i

2. Interbank Electronic Funds Transfer (EFT): (EFT) sl o 55 5 Ja gl

e EFTS is credit transfers between banks where funds flow directly from the payer‘s bank
to the payee‘s bank.
(il Al g ) i) ) adlall @il (a8 il J) gad) (3805 Cun o gall G Alatil <3 gat e 3 ke
e The two biggest funds transfer services in the United States are the Federal Reserve‘s
system & the Clearing House Interbank Payments System (CHIPS) of the New York
clearing house
A i) G Aaaliall 48 je Uiy 1ol Jalaa V) ol Las sasdiall <V gl 8 ) ¥ o sl iieass S
s ¥ s il
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3. Health care EDI for insurance EDI. EDIHI ;uelil EDI U daacal) e

e Providing good & affordable health care is a universal problem sxs dsa dile ;) yid 5 ()
Lalle Ui yind Al gina el
e EDI is becoming a permanent fixture in both insurance & health care industries as
medical provider, patients, & payers
(Gl (nmpa i 35 30) S dpaall dle )l Cleliva 5 Galill (g0 JS 8 446 313 Cnaal EDI 0
e Electronic claim processing is quick & reduces the administrative costs of health care.
Agaaall dgle U4 oY) Callall (e JIS g Ay s A 5 ST alUaal) dallas ¢
e Using EDI software, service providers prepare the forms & submit claims via
communication lines to the value-added network service provider
dadd 3530 ) i) b ghad JOA (e cildlall apai g - dlaill slacly 4addll sedia o iy (ED| geal s aladinly
Al al) daal) ity AE
e The company then edits sorts & distributes forms to the payer. If necessary, the
insurance company can electronically route transactions to a third-party for price
evaluation
agn 55 Ol A8 80 (a5 e ¥ IS 135 gdlall () el 555 58I gy ol ey 4S50 o g8
Dl il GG o e ) G5 S el
e Claims submission also receives reports regarding claim status & request for additional

Information
Al e glre bl ) A8 5 allall Al (i 85 Liayl ik Al cldlall sl )

4. Manufacturing & retail procurement using EDI. EDI 3! aladinls &5 jaally o) il 5 ayiuadl)

e These are heavy users of EDI.

¢ In manufacturing, EDI is used to support just-in-time
iall C gl 6 aeall aadinn EDI J) 0l caiatll
e Inretailing, EDI is used to support quick response

o) BaY) se sl EDI aladiad 2y ¢ aills ) b
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5. Firewall:

A firewall is a network security system that controls the incoming and outgoing network
traffic based on an applied rule set. A firewall establishes a barrier between a trusted, secure
internal network and another network (e.g., the Internet) that is assumed not to be secure and

trusted.

R.c}m‘_;r_ Jeliy SJJLA.AMJ 53)\}5\ u\.&\,}.\n 45.1.&]\ BEB% Kﬁ@Mm uLAi ELLJ}% 3\.;\.&1\ J\h
1 (Y i) (5 AN ASutl) Aa¥ 28 g pall 01NN AL cp 1 ala Aulaal) e 155 Aakaall e gl
PR JERRENRTIC ppg

Firewalls exist both as software to run on general purpose hardware and as a hardware
appliance. Many hardware-based firewalls also offer other functionality to the internal

network they protect, such as acting as a DHCP server for that network.

Ol Jag Jiia leaS sl Aalall () 23 5 56aY) Lo aliadd o) el dapay Ll leall () pax 2a 3
DHCP 2348 Jaall Jia lgpend 3l A2l 30a0 5 A cilaad saldl g il (e sl

Many personal computer operating systems include software-based firewalls to protect
against threats from the public Internet. Many routers that pass data between networks
contain firewall components and, conversely, many firewalls can perform basic routing

functions.

i Y] g e ddeall sl g il e Alaa Jlas ad 8l 5 el Qoo Lakail (e ) Gaials
e Sal) e g e dlaall jlas il S e lSadl) o bl s a4 il 3 eal (e sl (5 giad alall
Al asa gl Cailda g el Auleadl o)) jaa (pe daall ey ¢ &l

5.1 Types of Firewall: dlasdl &l jaa 163
There are different types of firewalls depending on where the communication is
taking place, where the communication is intercepted and the state that is being traced.
Ay G A 5 Juai¥) Gl sie) Gl s e Juai¥) Eisan (S e 1alaie ) dlaall o)) jan (e ddlisa ) il i
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e Network layer Firewall i) dsda e Hlaa
e Application layer firewall <kl 46l dles las
o Proxy server JSsl Ales las

e Network address translation A&l o)) sic an yia dles jlaa

> Network layer Firewall:

Network layer firewalls, also called packet filters, operate at a relatively low level of
the TCP/IP protocol stack, not allowing packets to pass through the firewall unless they
match the established rule set. The firewall administrator may define the rules; or default

rules may apply.

TCP/IPJ! JsS5i5 3 (e A3kl sl lihall (8 a5y o 9l il e Lia) (canny s 1ASAN Al dlas laa
aad USA:I .BAAA.A]\ ln})ﬁd\ d.\Un:i ‘;"t; Lﬁ)\.x.“ )\A;l\ B ES J})Ab C'_il_a\:uu C\A.HJ\ Par LA‘-' LJ.AR:\ dua
Al 81 301 ) G KL o (oS0 lsall O e 08 on sl 2016

> Application Layer Firewall: c\iuil 45 dlas laa
Application-layer firewalls work on the application level of the TCP/IP stack (i.e., all browser
traffic, or all telnet or ftp traffic), and may intercept all packets traveling to or from an
application. They block other packets (usually dropping them without acknowledgment to the
sender). On inspecting all packets for improper content, firewalls can restrict or prevent
outright the spread of networked computer worms and trojans. The additional inspection

criteria can add extra latency to the forwarding of packets to their destination.

Lk JsS5isp o) cladaidl 1S Ol ye) Jie TCP/IP Al JsS5is o clipail) dida jlaa Jany
s e st a3all pea (al yie) XSy (ptf IS5 & Jaill deas SIS tenlet (ol 8Y) Jsaa sl
iy a gy Cun (el dgadl 2Ble ) G o (585 L sale ll 5) Ll o 5a GBla 5l G 0 58 Cligdaill
Aianl s Alimall o) L ade o 0 Alaad) laad (Say (@Y e s oo Gay pall mues
el A dealall alil) 4 il o) Sae Cilaase el Sl ALYL 4Kl dlaid) Bl 5k

Algied) dgal) el

» Proxy server:
A proxy server running either on dedicated hardware or as software on a general-
purpose machine may act as a firewall by responding to input packets (connection requests,

for example) in the manner of an application, while blocking other packets. A proxy server is
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a gateway from one network to another for a specific network application, in the sense that it

functions as a proxy on behalf of the network user.
Proxies make tampering with an internal system from the external network more

difficult and misuse of one internal system would not necessarily cause a security breach

exploitable from outside the firewall.

Lles S Jeny G ale Jlea e el JSE e deny 5 pals e o Lol JiS ol dlas jlaa Jony
Jiay bl o s 4y Gili) e Jeny Laiy Gl apea o (JURS Jlail ) A1) o el laisdl
oo Al B8 Jemy GV el (o) A0l Banae cliudaily (5530 ) ASE e DS JSH pala
Al padtie

oo (533 O Cus ¢ Ay gria ST A Al K01 (e A0 Il QU Casnl) ALS 1) o) g2l Jans

Adleal) Jlan A e A (e il a0 I Jalal) aail aladil

Network Address Translation:ASs&ll ¢l sis as sia djlas jlan

Firewalls often have network address translation (NAT) functionality, and the hosts protected
behind a firewall commonly have addresses in the "private address range", as defined in RFC
1918. Firewalls often have such functionality to hide the true address of protected hosts.
Originally, the NAT function was developed to address the limited number of IPv4 routable
addresses that could be used or assigned to companies or individuals as well as reduce both
the amount and therefore cost of obtaining enough public addresses for every computer in an

organization.

Gl eeall @iy plaall s ald jeae Jaenl) (58 Sua ((NAT) ddds g laad) las ellay Lo sale
te sale gl 1 Jamy RFC 1918 JI 485 (A& o yme LS dalald) (i glinll Jlas e Gaslie () 5Skay
s saasall P4 ) gl Lulid (NAT) o) Jlaadl sl meaddl oDleall &dall () giall lid)
St JSHAalall ) giall (e 232 e J panl) 481 ¢ 2paS) Jul] aad &) a2t SU culS Al il o) a2ddus

Band gl A sall b
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6. Secure Socket Layer( SSL) Technique:
The SSL provides a secure data transport service for the application layer protocols.
In many secure e-commerce systems (e.g. banking applications), SSL works in conjunction

with HPTT to support secure data transfer between a web client and a web server.

sobadll dalail e S 8 il Bdadl) ASide Y S gl Al iy JRdend SSL A s
J8aca I PTTH s i A Laia SSL Jead ¢ (A aal) culsdail) Jfa) 4iaY) A g yi<IY)
sl adi g Casll Jaee (g (a1 UL

In the context of Virtual Bookstore (VBS), the customers can make use of SSL to
send sensitive data, such as credit card information, to the web server over the insecure
internet. Recall that the default port number for HTTP is 80. If SSL is used, the TCP

connection is set up to port 443 instead of port 80 of the web server.

Cilsbea Jio ¢ dubuall il JlayY SSL ) 4 aladind oSaall (Ko ((VBS) i€l ¢l (o b
JsSsig ol ol Y diial) a8 ) Juai¥) ()5S sale e e i gBY) e eyl aald ) oLyl ddlay

80 Miall (3o Y2 443 3l pladinly TCPY Jlusil 0S8 ¢SSL plhasiul 513 Ll .80 58 HTTP sl

In the URL, the protocol part is specified as https’ rather than “http.” Although SSL is
commonly used for transferring credit card information, it is not a specific payment protocol
but only a generic security protocol. In fact, other application layer protocols such as the file

transfer protocol can also make use of SSL.

g SSL o 0 a2l e s M hittp™ (e Yoy Mhittps” 4l e JsS 55550 ¢ e aand &b (URL Ol sie b
Ol XS Lle ll JsS s 5 b S15 Dane ads JsS 555 0 Gul sed (i) Alay e slea JE 4sladi
SSLA aasien o) oSay bl a5 J 58 55 0 Jia (5 A Y) Gaadail) Ak Y S g 50
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