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Threats of E-commerce: 45 SV 3 il lags

e Hackers attempting to steal customer information or disrupt the site <l slas 48 s 4 glaa
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e Imposters can mirror your ecommerce site to steal customer money 4wa sil a8l sall Joc
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o A disaffected employee disrupting the ecommerce system.
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e It is also worth considering where potential threats to your ecommerce site might
come from, as identifying potential threats will help you to protect your site.
Consider: : e S5 AN a8 sall e 58 o) (Say Al Dlaagill 48 e cang I
- Who may want to access your ecommerce site to cause disruption or steal data;
for example competitors, ex-employees, etc. & U2 ped O5S OF OSar () A8 jme any
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- What level of expertise a potential hacker may possess; if you are a small
company that would not be likely to be considered a target for hackers then
expensive, complex security may not be needed. &St Al 3 Al (5 sl 48 y2a
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1.5  Features of E-Commerce: 45 x5S 5 )ladll jallad
e Ubiquity
Internet/Web technology is the marketplace is extended beyond traditional available
everywhere: at work, at home, and boundaries and is removed from a temporal and
elsewhere via mobile devices, anytime. “Marketspace” is created; shopping can take

place anywhere. Customer convenience is enhanced, and shopping costs are reduced.
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e Global reach
The technology enables the commerce across boundaries around the earth.
“Marketspace” includes potentially billions of consumers and millions of businesses

worldwide.
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e Universal standards
There is one set of technical media standards technology standards, namely the Internet

across the globe.
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e Richness
Video, audio, and text marketing messages are possible integrated into a single

marketing message and consuming experience.
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e Interactivity
The technology works Consumers are engaged in a dialog that through interaction with
the user. dynamically adjusts the experience to the individual, and makes the consumer
a coparticipant in the process of delivering goods to the market.
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e Information density
The technology Information processing, storage, and reduces information costs and
raises quality. The communication costs drop dramatically, while currency, accuracy,
and timeliness improve greatly, and the Information becomes plentiful, cheap, and

accurate.
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e Personalization
The Personalization of marketing messages and technology allows personalized
messages to customization of products and services are being delivered to individuals

as well as groups based on individual characteristics.
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The figure bellow shows the features of E-commerce:
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1.6 Components of E-Commerce: 4x s i) 3 jladl) <l sa
Components of e-commerce are illustrated in the Figure bellow, which includes:
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Networks: These include the Internet, Intranet and Extranet. The Internet is
the foundation of e-commerce and the carrier of commercial business information.
The Intranet is the platform on which enterprises carry out their internal affairs, and the

Extranet is the link between enterprises and users to carry out commercial activities.
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E-commerce customer: It includes personal consumers and business consumers. The
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business consumers construct the Intranet, Extranet and MIS to scientifically manage
their staff, wealth, goods, production, supply and sales. Personal consumers get access
to information and purchase goods by connecting the Internet with browsers, set-top

boxes, PDAs (Personal Digital Assistance), Visual TV, etc.

Certification Authority: The Certification Authority (CA) is an authority recognized by
law to be responsible for issuing and managing digital certificates, to facilitate parties
involved in online sales to identify each other.
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Distribution Center: It is in charge of sending goods that cannot be delivered on line to

consumers and keeping track of goods flow.
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E-bank: It realizes traditional banking business like settlement, and provides both

sellers and buyers with real-time services 24 hours per day.
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- Commercial Administration: It mainly consists of commercial management
departments, tax departments, customs, foreign trade and economic management

departments etc.
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1.7 E-Business & E-Commerce:

There is a difference between E-Business and E-Commerce. The e-Business refers to
broader definition of e-commerce not just buying, selling of goods & services but also
servicing customers, collaborating with business partners, conducting e-learning &
processing electronic transactions. E-Commerce describes the process of buying, selling,
transferring products or services and or information via computer networks including

internet. The figure bellow shows the e-business fields.

¢Agi g iSIV) B lall g dui g SV 3oyl D) cllia 1A g SN B jladll g A g S JlesY)
Jaii Lail s s claadll g bl o) il 5 aad) dah Jads ¥ Ll G aos sl 435 53SIV1 5 JaY) el
Gty PAPON | [ SVENPIIPE P« ] RPN 5 | PV PR PV JTEI | KPR LN e | R PR D E 1| RS DY IR PREN

LSE;\)JJ‘J@.\S\QQ&Q&L@)J&Y‘EJM‘M%@‘@JJ&Y‘

Business
intelligence

Electronic
transfer
within firm

Supply chain

management

Online
activities
between

businesses

14



