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What is a Socket?

A socket is an endpoint for sending and 

receiving data between two machines. It 

allows communication between programs 

running on different devices in a 

network, using standard protocols like 

TCP/IP.

There are two main types of sockets:



Stream Sockets (TCP): Provides reliable, 

connection-oriented communication. 

Examples: Web browsers, email applications.

Datagram Sockets (UDP): Provides 

connectionless, unreliable communication. 

Examples: Video streaming, online games.



Understanding the socket Module:

The socket module in Python provides access to 

low-level networking functionality.

 It supports various address families (like 

AF_INET for IPv4, AF_INET6 for IPv6) and socket 

types (like SOCK_STREAM for TCP and 

SOCK_DGRAM for UDP).



Key functions in the socket module:

 socket(): Create a new socket.

 bind(): Bind the socket to a specific IP and port.

 listen(): Start listening for incoming connections (for TCP).

 accept(): Accept an incoming connection.

 connect(): Initiate a connection from the client to a server.

 recv(): Receive data from the socket.

 send(): Send data through the socket.

 close(): Close the socket when done.



Socket Lifecycle:

 The typical lifecycle of a socket includes:

Server Side:

Create a socket, bind it to an address, listen for 

connections, accept a connection, communicate, 

and close the socket.

Client Side:

Create a socket, connect to a server, 

communicate, and close the socket.



Python socketserver Module:

 The socketserver module simplifies the task of writing 

network servers. It provides classes like TCPServer and 

UDPServer that handle incoming connections and client 

requests.

 It's especially useful when dealing with multi-threaded 

or forking servers, as it abstracts much of the 

complexity.



Python http.server Module:

Python provides a basic HTTP server with the 

http.server module. It allows serving HTTP 

content over the network and is commonly 

used for testing and debugging.

You can quickly set up a simple web server with 

just a few lines of code.

 It supports GET and POST requests and can be 

extended to handle other HTTP methods.



Understanding TCP/IP, Client-Server 

Architecture in Python

 What is TCP/IP?

 TCP/IP (Transmission Control Protocol/Internet 

Protocol) is a suite of communication protocols used to 

interconnect network devices on the internet. TCP and 

IP are the core protocols of this suite.

 TCP is responsible for establishing a reliable connection 

and ensuring that data packets are delivered correctly, 

while IP is responsible for addressing and routing the 

packets.



TCP/IP Protocol Layers:

 The TCP/IP model has four layers, each corresponding to one or more 

OSI layers:

 Network Interface (Link) Layer: Deals with physical hardware and 

local network protocols.

 Internet Layer: Handles the addressing and routing of data 

packets across networks (e.g., IP).

 Transport Layer: Ensures reliable communication between 

applications using TCP or UDP.

 Application Layer: Protocols that provide services to user 

applications (e.g., HTTP, FTP).



TCP (Transmission Control Protocol):

 TCP is a connection-oriented protocol, meaning it establishes a 

connection before any data is transmitted.

 TCP provides reliable data transmission by ensuring packets are 

delivered in order and without errors, retransmitting any lost 

packets.

 TCP uses mechanisms like three-way handshake for connection 

establishment and flow control to ensure smooth data 

transmission.



Three-Way Handshake in TCP:

 SYN (Synchronize): Client sends a synchronization request to the 

server to initiate a connection.

 SYN-ACK: Server acknowledges the client's request and sends its 

own synchronization request.

 ACK: Client acknowledges the server’s response, and the 

connection is established.

 After the handshake, data transfer can begin.



Client-Server Architecture:

Client-Server Model is the backbone of 

network communication where a server 

provides services (such as hosting a website or 

database), and clients request those services.

Client: Initiates communication by connecting 

to a server to send and receive data.

Server: Listens for incoming client requests, 

processes the data, and responds to the client.



Socket Programming with TCP:

 The socket library in Python provides low-level access to network 

communication. For TCP communication, the socket type used is 

SOCK_STREAM.

 A basic TCP communication involves the following:

 Server: Binds to an IP address and a port, listens for incoming 

connections, accepts them, and communicates with the client.

 Client: Connects to the server's IP and port, sends and receives data.



 UDP is a connectionless protocol, meaning there is no 

need to establish a connection before sending data.

 It is an unreliable protocol, which means that there is 

no guarantee of data delivery, data ordering, or error 

checking at the transport layer.

 Since it lacks the overhead of connection management, 

it is faster than TCP.

Overview of UDP (User Datagram 

Protocol):



Key Characteristics of UDP:

 No Connection Establishment: Unlike TCP, UDP doesn’t require a 

handshake to establish a connection before data transfer.

 Unreliable Delivery: Packets sent via UDP may be lost, 

duplicated, or received out of order.

 No Flow Control: There’s no mechanism to control data flow or 

manage congestion.

 Low Overhead: Since it avoids connection establishment, error 

checking, and flow control, UDP has minimal packet overhead, 

making it ideal for real-time applications.



When to Use UDP:

Real-Time Applications: For applications where 

speed is more important than reliability, such 

as video streaming, online gaming, and VoIP 

(Voice over IP).

Broadcast and Multicast: Since UDP is 

connectionless, it is well-suited for sending the 

same data to multiple clients, making it useful 

for broadcasting and multicasting.



Comparison of TCP vs. UDP:

 TCP (Connection-Oriented):

 Reliable delivery (error checking, retransmission, packet ordering).

 Higher overhead due to connection management and control 

mechanisms.

 Suitable for applications like web browsing, file transfers, and email.

 UDP (Connectionless):

 Unreliable and unordered delivery, but fast and lightweight.

 No connection setup or teardown, reducing latency.

 Suitable for real-time applications, multicast, and broadcast services.



Socket Programming with UDP:

 Unlike TCP, which uses SOCK_STREAM, UDP uses SOCK_DGRAM.

 UDP does not have connect(), accept(), or listen() methods 

because there is no need to establish a connection.

 A typical UDP communication involves the following:

 Server: Binds to an IP address and port, waits for incoming 

messages from clients, and responds if necessary.

 Client: Sends messages to the server’s IP and port without 

establishing a connection.


