Public Key Cryptography Lec(1)

(1) What is Public Key Cryptography?

Public Key Cryptography (PKC) forms the backbone of many secure
communication protocols, including Secure Sockets Layer (SSL),
Transport Layer Security (TLS), and many others.

At its core, PKC is an asymmetric encryption system. This means that it
uses two different keys for encryption and decryption. You have a public
key that you can freely distribute and a private key that you must keep
secret. Anyone can use your public key to encrypt a message, but only
you with your private key can decrypt it.
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(2) How does public-private key encryption work?

Now, let’s go a little further. When someone wants to send you a secure
message, they will encrypt it using your public key, creating a ciphertext
that only the owner of the private key can decrypt. This way, even if
someone intercepts the message, they won’t be able to decrypt it without
your private key.

However, it’s not just for encrypting messages. You can turn the process
around for digital signatures — a way to ensure that the message hasn’t
been tampered with. You’ll use your private key to encrypt the message
or a hashed version of it. Then, anyone can verify its authenticity by
decrypting the signature using your public key.

Key management can be complicated, and there’s a risk of losing or
stealing your private key, compromising your security. So, it’s important
to handle your keys carefully.
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(3) How does TLS/SSL use public key encryption?

Now that you know how PKC works, let’s see how protocols like
TLS/SSL implement this method for secure transmission. TLS/SSL, or
Transport Layer Security and its predecessor Secure Sockets Layer, are
encryption protocols designed to provide secure communication over a
computer network. They use public key encryption, specifically
asymmetric encryption, to achieve this. SSL is now deprecated, with TLS
becoming the standard.

When a client connects to a TLS-secured server, the server shares its
public key with the client to establish an encrypted connection using
digital certificates containing the server’s public key and identity. The
client uses this public key to encrypt and send a secret key to the server.

This is where the private key of the SSL certificate comes in. The server
uses its private key to decrypt the secret key sent by the client. This pair
of keys — the public and private keys — are uniquely linked. Anything
encrypted with the public key can only be decrypted by the corresponding
private key.

Once the secret key is decrypted, both the server and the client have a
shared secret key. This key is then used to symmetrically encrypt the data
sent between them during that session.

Basically, TLS/SSL uses asymmetric encryption for the initial handshake
to securely create a symmetric key. This symmetric key is then used to
encrypt the data in bulk. This combination of asymmetric and symmetric
encryption ensures a secure and efficient connection.
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(4) What is public key encryption and how does it work?

Now that you have a good understanding of how TLS/SSL uses private
and public keys, let’s take a look at public key encryption.

Public key encryption, also known as asymmetric encryption, is a method
of encrypting data using a pair of keys.

Here’s how public encryption works: A public key encrypts sensitive data,
and anyone can use it to encrypt the information. A private key, on the
other hand, is secret and only the owner knows it. This private key
decrypts the data encrypted with the corresponding public key.

For example, if Alice wanted to send sensitive information to Bob, she
would encrypt it using Bob’s public key. Bob would then use his private
key to decrypt the received data. Even if someone intercepted the
information, they wouldn’t be able to read it without Bob’s matching
private key.

Public key encryption uses a process called key pair generation. The two
keys are mathematically related — what one key encrypts can only be
decrypted by the other key.

Public key encryption secures communications over the Internet,
including email and online banking transactions. The most common
public key encryption algorithms include RSA (RSA) and ECC (Elliptic
Curve Cryptography).
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(5) What is private key encryption and how does it work?

Private key encryption is a different process compared to public key
encryption. This method involves only one key that is used for both
encryption and decryption.

In private key encryption, also known as symmetric encryption, you will
use the same key to encrypt and decrypt data. It’s like locking and
unlocking a personal safe with the same key. Here’s how it works: Let’s
say you have a message that needs to be encrypted. You will apply the
private key to this plaintext using an encryption algorithm to convert it
into an unreadable form called ciphertext.

This ciphertext can only be decrypted by re-encrypting the plaintext using
the same private key. Any third party who doesn’t have the private key
will not be able to decrypt the message, ensuring that it remains
confidential.

However, the challenge lies in sharing the private key securely between
users. If it is intercepted, an unauthorized third party can decrypt any
encrypted messages. As such, private key encryption is primarily used in
secure environments where key distribution is not an issue.
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(6) What is the difference between a public key and a private key?

You may be wondering what separates a public key from a private key.

As you know, a public key is used for encryption and is freely shared,
whereas a private key, which is kept secure and secret, is used for
decryption. Let’s explore other differences between private Kkey
encryption vs. public key encryption.
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Security of Private Keys

The security of your private key is crucial because it is the only means of
decrypting messages encrypted with your public key. Private keys are
long strings of numbers and letters from a mathematical algorithm. They
are unique and impossible to duplicate.

In contrast, a public key is derived from the private key and can be shared
publicly. Although you can learn the private key from the public key, it is
practically impossible because it would take a long time with today’s
computers. So, keep your private keys secure and hidden from anyone
trying to snoop.

If someone gains access to your private keys, they effectively control your
encrypted data. It is essential to understand this distinction to maintain
strong security protocols.
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Emphasizing the Differences Between Public Key and Private Key

Although both keys are integral to encryption, there are several
fundamental differences that set public and private keys apart.

In symmetric key encryption, the same key is used for encryption and
decryption. However, with public and private keys, there are two keys.

The public key is like a front door, open to anyone to encrypt messages,
while the private key is the trusted carrier, only you have it to decrypt.

The decryption process requires checking whether the received message
matches the digital signature standard. If the signature matches, only the
intended recipient can decrypt it.

With initial analysis, the private key becomes a secret key, and with
elliptic curve encryption, it can generate digital signatures.

The key agreement results in a shared secret key, which ensures that
messages encrypted only according to the Federal Information Processing
Standards are valid.
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(7) What are some examples of uses for public key and private key
encryption?

Let’s look at three basic examples: secure email communications,
cryptocurrency transactions, and website authentication.

Sualal) Uil 5 alall Flital) 5ads cilaladiind e A1 a4 L
el 1) COlaal) Clalaa s ¢Aia¥) (g STV ) oV lal Al AL 33 8yl
Ay S adl gl e d8aladll g

Secure Email Communications

In securing your email communications, there are two primary uses for
public key and private key encryption.

First, these keys ensure confidentiality. When you send an email, it is
encrypted with the recipient’s public key and only one private key can
decrypt it. If a hacker intercepts the email, they won’t be able to read it
without the corresponding private key.

Second, the keys provide authentication and non-repudiation. When you
sign an email with your private key, the recipient can use your public key
to verify that it was actually you who sent it. Furthermore, you can’t refuse
to send the email because only you have access to your private key.

These encryption methods secure emails, protecting sensitive information
from unauthorized access and tampering.
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Website Authentication

A website’s server creates a pair of keys: one private, which is kept secret,
and one public, which is shared with your browser. Your browser then
encrypts your password using this public key. Only the server, with its
private key, can decrypt and verify the password.

Another example of public key encryption is TLS, which is used to secure
data transmission between your browser and a website. A website’s SSL
certificate contains a public key. Your browser uses this key to encrypt
data sent to the website, which only the website’s private key can decrypt,
ensuring the privacy and integrity of the data.
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Cryptocurrency Transactions

In this digital economy, your public key is like your bank account number.
It is an address where others can send cryptocurrency. However, your
private key is like your secret PIN or password, allowing you to access
and manage your funds.

For example, when you transact with Bitcoin, you sign the transaction
using your private key, which is then publicly verified using your public
key. This cryptographic signature proves that you are the rightful owner
of the funds.

5 yidiall 5 el 5 elaa

ey Olsie 4 b ead) a8 5 Lol alall clalise oS ¢ bl LBy s b
st 3l Gy il 8 Al aldl) Flaad) ()l el aa g 4] daad ) COLeadl Jla ) ASU

L1005 el sl g sl ] prans Lan sy el g ol 5 5l S g 5
lalida aladinly Alabaall o iy o 5 lild ¢ oSl Jalailly o 55 Lovie (Jlial) Juns e

el gl 138 gy alad) @lalife aladinly ale JS5 Glld 2ry 4ia @il 2 53 g ¢ alal)
Jsal e il elllal) e




Public Key Cryptography Lec(1)

(8) Frequently Asked Questions

Is public key encryption asymmetric or symmetric?

Public key encryption is asymmetric because it uses key pairs. The public
key is shared publicly, allowing anyone to encrypt messages, while the
private key is kept secret and used for decryption.
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What is another name for public key encryption?

Another name for public key encryption is asymmetric encryption, as it
involves a pair of keys, one for encryption (the public key) and one for
decryption (the private key), providing a different approach than
symmetric encryption where the same key is used for both encryption and
decryption

Calel) lidal) bkl j3¥) sl 30 La

e B Gaal 4l Cus (Jilaiall e il s aledl Flidall jadil AT aul @lla
B s Lee (o) ~lidall) jaiil) lal AW 5 (alad) Flidall) il Laaasl casilial)
w. :,,.I\ kﬂﬂj ..' ;...I‘ w dﬁ CM\ um e‘ \.\.;xn\ e:\:\ L:.‘.:\ dsw\ w. :..~“ L)C 1’.}...




Public Key Cryptography Lec(1)

Is public key encryption secure?

Yes, public key encryption is secure because it uses a pair of keys, while
keeping the private key secret. Security is based on the difficulty of
deriving the private key from the public key
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Is the public key a number?

A public key is a large number that results from complex mathematical
calculations. Specifically, it is derived from mathematical algorithms
involving prime numbers, making it difficult to reverse engineer the
private key from the public key.
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Where is the private key stored?

The private key is securely stored on the owner’s device, on a server, or
in a designated key management system.
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Can | share my public key?

Yes, sharing your public key is a standard and secure practice. Your public
key is designed for distribution and allows others to encrypt messages or
verify digital signatures associated with your private key.
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How are public and private keys created?

Public and private keys are created using mathematical algorithms, often
involving complex operations with prime numbers. The public key is
derived from the private key, and the two are created together as a pair to
ensure the mathematical relationship between them.
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(9) Conclusion

In short, understanding public key cryptography vs. private key
cryptography is all about knowing the difference between public and
private keys. A public key encrypts information, while a private key
decrypts information.

In the dynamic cybersecurity space, the practical implications of public
and private keys are ubiquitous. PKC powers secure web browsing and
file transfers. It protects Dblockchain transactions and email
communications. Remember, store your private keys in a secure location,
and your sensitive data will not fall into the hands of attackers.
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