Public Key Cryptography Lec(8)

Digital Signature Algorithm

1. Introduction to Digital Signatures

- Definition of a Digital Signature
- Importance in Cyber Security

- Real-world use cases (e.g., document verification, email authenticity, secure
software distribution)

- Overview of digital signature algorithms (RSA, ECDSA, DSA) with a focus on
DSA

2. Digital Signature Algorithm (DSA) Overview

- History and development of DSA

- Role of DSA in modern cryptographic protocols (used in SSL/TLS, SSH, and
other secure communications)

- Comparison of DSA with RSA and ECDSA

3. Mathematical Foundations of DSA

- Explanation of modular arithmetic
- Importance of prime numbers and modular exponentiation in DSA

- Discrete logarithm problem: underlying difficulty that ensures DSA’s security
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4. The DSA Key Generation Process

- Explanation of the components in DSA:
- Prime modulus p
- Subgroup order q
- Generator g
- Generation of private key x and public key y
- Step-by-step process for generating these parameters

- Security considerations in key generation (importance of randomness)

5. DSA Signature Creation

- Overview of how a signature is created:

1. Hash the message
2. Generate a random integer k per message
3. Compute signature values r and s from k, private key, and hash
- Explanation of why k must be kept secret and unique for each message

- Step-by-step breakdown of the calculations to derive r and s

6. Verifying a DSA Signature

- Steps involved in signature verification:

1. Hash the message
2. Use r, s, and the public key to compute verification values
3. Check if the computed values match
- Explanation of why verification fails if the message or signature has been
tampered with

- Importance of public key distribution for validation
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7. Complete Example: DSA Key Generation, Signature Creation,
and Verification

- Example Parameters:

- Use a small modulus p, subgroup order g, and generator g for simplicity in
the example.

- Step-by-Step Key Generation:
- Generate p, 9, @

- Choose private key x and compute public key y

- Signature Creation:
- Choose a message
- Calculate hash of the message
- Select arandom k value

- Calculate signature (r, s) using the hash, k, and private key

- Signature Verification:

- Use the public key, message hash, and signature to verify authenticity
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8. Security Considerations and VVulnerabilities in DSA

- Importance of a secure random number generator (RNG) for selecting k
- Risks if k is reused or predictable

- Recent developments and potential attacks on DSA (such as side-channel
attacks)

- Recommendations to mitigate vulnerabilities

9. Practical Implementation of DSA in Code

- Code example in Python (or another language) demonstrating:
- Key generation
- Signature creation
- Signature verification

- Explanation of code structure and how each step maps to the DSA process

10. Conclusion

- Recap of DSA’s role in digital security

- Limitations and situations where DSA is preferred or avoided
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Example: Digital Signature with DSA

Let's go through an example of DSA using simplified numbers for clarity.
1. Set Parameters:

- Choose small prime p =101 and q =11 (in reality, much larger primes are
used).

- Find a generator g=2.

2. Key Generation:
- Choose a private key x=5.

- Calculate public key y =g*mod p =2° mod 101 =32 .

3. Message Hash:

- Assume a message "Hello" and hash it. For simplicity, let’s use a hash value of
H(m)=3.

4. Signature Generation:
- Select arandom k =7 (must be different for each message).
- Calculate r = (g mod p) mod g = (2" mod 101) mod 11 =7,
- Calculate s =k times (H(m) +x.r)mod q .
- Calculate k* =8 (modular inverse of 7 mod 11).
- Substitute and compute:

s=8times (3+5.7)mod 11
= 8 times (3 + 35) mod 11
=8times 38 mod 11 =10.

- Signature is (r, s) = (7, 10).
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5. Signature Verification:
- Calculate w=s?mod g=101mod 11 =10.
- Compute u 1=H(m).wmodg=3.10mod 11 =8.
-Compute u 2=r.wmodqg=7.10mod 11 =4.
- Compute v =((g“*. y*2) mod p) mod q .
- Calculate g =28 mod 101 =79.
- Calculate y“2=32*mod 101 =18.
- v=(79 times 18 mod 101) mod 11 =7 .

- Since v =r =7, the signature is valid.
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