Public Key Cryptography Lec(4)

RSA Algorithm in Cryptography

RSA algorithm is an asymmetric cryptography algorithm. Asymmetric means
that it works on two different keys i.e. Public Key and Private Key. As the name
describes the Public Key is given to everyone and the Private key is kept private.

An example of asymmetric cryptography:
1. A client (for example browser) sends its public key to the server and
requests some data.
2. The server encrypts the data using the client’s public key and sends the
encrypted data.
3. The client receives this data and decrypts it.

Since this is asymmetric, nobody else except the browser can decrypt the data
even if a third party has the public key of the browser.

The idea! The idea of RSA is based on the fact that it is difficult to factorize a
large integer. The public key consists of two numbers where one number is a
multiplication of two large prime numbers. And private key is also derived
from the same two prime numbers. So if somebody can factorize the large
number, the private key is compromised.

Therefore, encryption strength lies in the key size and if we double or triple the
key size, the strength of encryption increases exponentially. RSA keys can be
typically 1024 or 2048 bits long, but experts believe that 1024-bit keys could be
broken shortly. But till now it seems to be an infeasible task.
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Let us learn the mechanism behind the RSA algorithm:

>> Generating Public Key:

Select two prime no's. Suppose P = 53 and Q = 59.
Now First part of the Public key : n = P*Q = 3127.
We also need a small exponent say e :
But e Must be
An integer.
Not be a factor of O(n).
1<e< ®n) [0(n) is discussed below],
Let us now consider it to be equal to 3.
Our Public Key is made of n and e

>> Generating Private Key:

We need to calculate O(n) :
Such that ®(n) = (P-1)(Q-1)
so, O(n) = 3016
Now calculate Private Key, d :
d = (k*0(n) + 1) / e for some integer k
For k = 2, value of d is 2011.

Now we are ready with our —

Public Key (n=3127 and e = 3)
Private Key(d = 2011)
Now we will encrypt “HI”:

Convert letters to numbers : H = 8 and I = 9

Thus Encrypted Data c¢ = (89e)mod n
Thus our Encrypted Data comes out to be 1394

Now we will decrypt 1394 :
Decrypted Data = (cd)mod n

Thus our Encrypted Data comes out to be 89

8=Hand I =9 i.e. "HI".

e.g:

Public key: {7, 143}
Private key: {103, 143}
Original message: 11
Encrypted message: 132
Decrypted message: 11

e.g(1)
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Example (2)

Step 1: Key Generation
1. Select two prime numbers:
Let(p=61)and (g=53).
2. Calculate (n):
(n=p*q=61*53=23233).
3. Calculate Euler's Totient (< (n) ):
(G(n)=(p-1)(g-1)=(61-1)(53-1)=60*52=3120).
4. Choose a public exponent (e ):
(e ) must be coprimeto (& (n))and (1<e<d (n)).
Let's choose (e =17 ), which is coprime to 3120.
5. Calculate the private exponent (d ):
(d) is the modular multiplicative inverse of (e ) modulo (< (n) ).
So, (d) satisfies (e *d=1 (mod @D (n)) ).
Using the extended Euclidean algorithm, we find (d = 2753 ).
Now, the public key is ( (e, n) = (17, 3233) )
and the private key is ( (d, n) = (2753, 3233) ).

Step 2: Encryption
1. Message to encrypt:
Let's say the message to be encrypted is (M =65)
2. Encrypt the message:
The ciphertext ( C) is calculated as:
[ C=M"e modn ]
[ C=65"17 mod 3233 ]
(C=2790). Thus, the encrypted message (ciphertext) is (C =2790).
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Step 3: Decryption
1. Ciphertext to decrypt:
The ciphertext is (C = 2790).
2. Decrypt the message:
The plaintext message ( M) is calculated as:
[ M=C~Admodn ]
[ M =27907"2753 mod 3233 ]
(M=65).

Thus, the decrypted message is ( M = 65 ), which corresponds to the original
plaintext.

Summary of RSA Key Components:
- Public Key (e, n): ((17, 3233))

- Private Key (d, n): ( (2753, 3233) )
- Original Message (M): (65)

- Encrypted Message (C): (2790 )

- Decrypted Message (M): (65)
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Advantages

Security: RSA algorithm is considered to be very secure and is widely
used for secure data transmission.

Public-key cryptography: RSA algorithm is a public-key cryptography
algorithm, which means that it uses two different keys for encryption and
decryption. The public key is used to encrypt the data, while the private
key is used to decrypt the data.

Key exchange: RSA algorithm can be used for secure key exchange,
which means that two parties can exchange a secret key without actually
sending the key over the network.

Digital signatures: RSA algorithm can be used for digital signatures,
which means that a sender can sign a message using their private key,
and the receiver can verify the signature using the sender’s public key.

Speed: The RSA technique is suited for usage in real-time applications
since it is quite quick and effective.

Widely used: Online banking, e-commerce, and secure communications
are just a few fields and applications where the RSA algorithm is
extensively developed.

Disadvantages

Slow processing speed: RSA algorithm is slower than other encryption
algorithms, especially when dealing with large amounts of data.

Large key size: RSA algorithm requires large key sizes to be secure,
which means that it requires more computational resources and storage
space.

Vulnerability to side-channel attacks: RSA algorithm is vulnerable to
side-channel attacks, which means an attacker can use information
leaked through side channels such as power consumption,
electromagnetic radiation, and timing analysis to extract the private key.
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« Limited use in some applications: RSA algorithm is not suitable for some
applications, such as those that require constant encryption and
decryption of large amounts of data, due to its slow processing speed.

. Complexity: The RSA algorithm is a sophisticated mathematical
technique that some individuals may find challenging to comprehend and
use.

« Key Management: The secure administration of the private key is
necessary for the RSA algorithm, although in some cases this can be
difficult.

« Vulnerability to Quantum Computing: Quantum computers have the
ability to attack the RSA algorithm, potentially decrypting the data.

Conclusion

In conclusion, while RSA offers significant advantages like security, public-key
cryptography, key exchange, digital signatures, speed, and widespread use, it’s
essential to acknowledge its limitations. The algorithm’s computational
intensity, particularly with larger key sizes, can impact performance, and
vulnerabilities like side-channel attacks remain a concern.

The main advantage of RSA encryption is that it provides a secure means of
exchanging data without requiring the exchange of a secret key, making it very
convenient to use. However, RSA encryption is slower than other encryption
algorithms, and its security level can decrease with larger key sizes.
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What is the RSA algorithm, and how does it work?

RSA is an asymmetric encryption algorithm that uses public and private keys to
secure data. It relies on the mathematical challenge of factoring large numbers,
making it computationally difficult for unauthorized parties to decrypt messages.

What are the key components of the RSA algorithm?
The key components include:
« Public Key: Used for encryption and shared openly.
« Private Key: Used for decryption and kept secret.
« Modulus (n): The product of two large prime numbers.
« Public Exponent (e): A number coprime to phi(n).
« Private Exponent (d): The modular multiplicative inverse of e.

What are the primary applications of RSA?
RSA finds applications in:
. Secure Data Transmission: Encrypting data for confidentiality.
« Key Exchange: Establishing shared secret keys.
. Digital Signatures: Verifying the authenticity and integrity of messages.

Is RSA vulnerable to quantum computing?

Yes, RSA is vulnerable to quantum computing attacks, as quantum computers could
efficiently factor large numbers, undermining the algorithm’s security. However,
ongoing research aims to develop quantum-resistant cryptographic algorithms.

How can | ensure the security of RSA encryption?
To enhance RSA security:
« Use Strong Keys: Employ sufficiently large key sizes (e.g., 2048 bits or
higher).
« Protect Private Keys: Store private keys securely and avoid sharing them.
« Implement Side-Channel Attack Mitigations: Use techniques to reduce
information leakage.
. Stay Informed: Keep updated on advancements in cryptography and
vulnerabilities.
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