
The Data Encryption Standard (DES) 

The most widely used encryption scheme is based on the Data Encryption 

Standard (DES) adopted in 1977 by the National Bureau of Standards, now the 

National Institute of Standards and Technology (NIST), as Federal Information 

Processing Standard 46 (FIPS PUB 46). The algorithm itself is referred to as the 

Data Encryption Algorithm (DEA). For DES, data are encrypted in 64-bit blocks 

using a 56-bit key. The algorithm transforms 64-bit input in a series of steps into 

a 64-bit output. The same steps, with the same key, are used to reverse the 

encryption. 

DES Encryption 

The overall scheme for DES encryption is illustrated in Figure (9). As with 

any encryption scheme, there are two inputs to the encryption function: the 

plaintext to be encrypted and the key. In this case, the plaintext must be 64 bits 

in length and the key is 56 bits in length. Actually, the function expects a 64-bit 

key as input. However, only 56 of these bits are ever used; the other 8 bits can 

be used as parity bits or simply set arbitrarily. 

 
Figure (9) General Depiction of DES Encryption Algorithm 



Looking at the left-hand side of the figure, we can see that the processing of 

the plaintext proceeds in three phases. First, the 64-bit plaintext passes through 

an initial permutation (IP) that rearranges the bits to produce the permuted input. 

This is followed by a phase consisting of 16 rounds of the same function, which 

involves both permutation and substitution functions. The output of the last 

(sixteenth) round consists of 64 bits that are a function of the input plaintext and 

the key. The left and right halves of the output are swapped to produce the 

preoutput. Finally, the preoutput is passed through a permutation (IP
-1

) that is 

the inverse of the initial permutation function, to produce the 64-bit ciphertext. 

With the exception of the initial and final permutations, DES has the exact 

structure of a Feistel cipher, as shown in Figure (8). 

The right-hand portion of Figure (9) shows the way in which the 56-bit key 

is used. Initially, the key is passed through a permutation function. Then, for 

each of the 16 rounds, a subkey (Ki) is produced by the combination of a left 

circular shift and a permutation. The permutation function is the same for each 

round, but a different subkey is produced because of the repeated shifts of the 

key bits. 

Initial Permutation 

The initial permutation and its inverse are defined by tables, as shown in 

Tables(1) a and b, respectively. The tables are to be interpreted as follows. The 

input to a table consists of 64 bits numbered from 1 to 64. The 64 entries in the 

permutation table contain a permutation of the numbers from 1 to 64. Each entry 

in the permutation table indicates the position of a numbered input bit in the 

output, which also consists of 64 bits. 

 

Table 1. Permutation Tables for DES 

(a) Initial Permutation (IP) 

58 50 42 34 26 18 10 2 

60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 

64 56 48 40 32 24 16 8 

57 49 41 33 25 17 9 1 

59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 

63 55 47 39 31 23 15 7 

(b) Inverse Initial Permutation (IP
-1

) 

40 8 48 16 56 24 64 32 

39 7 47 15 55 23 63 31 

38 6 46 14 54 22 62 30 

37 5 45 13 53 21 61 29 

36 4 44 12 52 20 60 28 

35 3 43 11 51 19 59 27 

34 2 42 10 50 18 58 26 

33 1 41 9 49 17 57 25 



(c) Expansion Permutation (E) 

 32 1 2 3 4 5  

 4 5 6 7 8 9  

 8 9 10 11 12 13  

 12 13 14 15 16 17  

 16 17 18 19 20 21  

 20 21 22 23 24 25  

 24 25 26 27 28 29  

 28 29 30 31 32 1  

(d) Permutation Function (P) 

16 7 20 21 29 12 28 17 

1 15 23 26 5 18 31 10 

2 8 24 14 32 27 3 9 

19 13 30 6 22 11 4 25 

To see that these two permutation functions are indeed the inverse of each 

other, consider the following 64-bit input M: 

M1 M2 M3 M4 M5 M6 M7 M8 

M9 M10 M11 M12 M13 M14 M15 M16 

M17 M18 M19 M20 M21 M22 M23 M24 

M25 M26 M27 M28 M29 M30 M31 M32 

M33 M34 M35 M36 M37 M38 M39 M40 

M41 M42 M43 M44 M45 M46 M47 M48 

M49 M50 M51 M52 M53 M54 M55 M56 

M57 M58 M59 M60 M61 M62 M63 M64 

where Mi is a binary digit. Then the permutation X = IP(M) is as follows: 

M58 M50 M42 M34 M26 M18 M10 M2 

M60 M52 M44 M36 M28 M20 M12 M4 

M62 M54 M46 M38 M30 M22 M14 M6 

M64 M56 M48 M40 M32 M24 M16 M8 

M57 M49 M41 M33 M25 M17 M9 M1 

M59 M51 M43 M35 M27 M19 M11 M3 

M61 M53 M45 M37 M29 M21 M13 M5 

M63 M55 M47 M39 M31 M23 M15 M7 

If we then take the inverse permutation Y = IP
-1

(X) = IP
-1

(IP(M)), it can be 

seen that the original ordering of the bits is restored. 

Details of Single Round 

Figure (10) shows the internal structure of a single round. Again, begin by 

focusing on the left-hand side of the diagram. The left and right halves of each 

64-bit intermediate value are treated as separate 32-bit quantities, labeled L (left) 

and R (right). As in any classic Feistel cipher, the overall processing at each 

round can be summarized in the following formulas: 

Li = Ri-1 

Ri = Li-1  F(Ri-1, Ki) 



The round key Ki is 48 bits. The R input is 32 bits. This R input is first 

expanded to 48 bits by using a table that defines a permutation plus an 

expansion that involves duplication of 16 of the R bits (Table1.c). The resulting 

48 bits are XORed with Ki. This 48-bit result passes through a substitution 

function that produces a 32-bit output, which is permuted as defined by Table 

1.d. 

The role of the S-boxes in the function F is illustrated in Figure 3.6. The 

substitution consists of a set of eight S-boxes, each of which accepts 6 bits as 

input and produces 4 bits as output. These transformations are defined in Table 

3.3, which is interpreted as follows: The first and last bits of the input to box Si 

form a 2-bit binary number to select one of four substitutions defined by the four 

rows in the table for Si. The middle four bits select one of the sixteen columns. 

The decimal value in the cell selected by the row and column is then converted 

to its 4-bit representation to produce the output. For example, in S1 for input 

011001, the row is 01 (row 1) and the column is 1100 (column 12). The value in 

row 1, column 12 is 9, so the output is 1001. 

 

 
 

Figure (10) Single Round of DES Algorithm 



 
Figure (11) Calculation of F(R, K) 

 



Table (2). Definition of DES S-Boxes

 
 

The operation of the S-boxes is worth further comment. Ignore for the 

moment the contribution of the key (Ki). If you examine the expansion table, 

you see that the 32 bits of input are split into groups of 4 bits, and then become 

groups of 6 bits by taking the outer bits from the two adjacent groups. The outer 

two bits of each group select one of four possible substitutions (one row of an S-

box). Then a 4-bit output value is substituted for the particular 4-bit input (the 

middle four input bits). The 32-bit output from the eight S-boxes is then 



permuted, so that on the next round the output from each S-box immediately 

affects as many others as possible. 

Key Generation 

Returning to Figures (8) and (9), we see that a 64-bit key is used as input to 

the algorithm. The bits of the key are numbered from 1 through 64; every eighth 

bit is ignored, as indicated by the lack of shading in Table 3a. The key is first 

subjected to a permutation governed by a table labeled Permuted Choice One 

(Table 3b). The resulting 56-bit key is then treated as two 28-bit quantities, 

labeled C0 and D0. At 

each round, Ci-1 and Di-1 are separately subjected to a circular left shift, or 

rotation, of 1 or 2 bits, as governed by Table 3d. These shifted values serve as 

input to the next round. They also serve as input to Permuted Choice Two 

(Table 3c), which produces a 48-bit output that serves as input to the function 

F(Ri-1, Ki). 

 

Table 3 DES Key Schedule Calculation 

(a) Input Key 

1     2    3    4    5    6    7    8 

9    10  11  12  13  14  15  16 

17  18  19  20  21  22  23  24 

25  26  27  28  29  30  31  32 

33  34  35  36  37  38  39  40 

41  42  43  44  45  46  47  48 

49  50  51  52  53  54  55  56 

57  58  59  60  61  62  63  64 

(b) Permuted Choice One (PC-1) 

57  49  41  33  25  17  9 

1  58  50  42  34  26  18 

10  2  59  51  43  35  27 

19  11  3  60  52  44  36 

63 55  47  39  31  23 15 

7  62  54  46  38  30  22 

14  6  61  53  45  37  29 

21  13  5  28  20  12  4 

(c) Permuted Choice Two (PC-2) 

14  17  11  24  1  5  3  28 

15  6    21  10  23  19  12  4 

26  8    16  7  27  20  13  2 

41  52  31 37 47 55 30 40 

51  45  33  48  44  49  39  56 

34  53  46  42  50  36  29  32 

(d) Schedule of Left Shifts 

Round number 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

Bits rotated 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1 



 

 

DES Decryption 

Decryption uses the same algorithm as encryption, except that the 

application of the sub-keys is reversed. 

The Strength of DES 

Since its adoption as a federal standard, there have been lingering concerns 

about the level of security provided by DES. These concerns, by and large, fall 

into two areas: key size and the nature of the algorithm. 

The Use of 56-Bit Keys 

With a key length of 56 bits, there are 2
56

 possible keys, which is 

approximately 7.2 x 1016. Thus, on the face of it, a brute-force attack appears 

impractical. Assuming that, on average, half the key space has to be searched, a 

single machine performing one DES encryption per microsecond would take 

more than a thousand years to break the cipher. 

The Nature of the DES Algorithm 

Another concern is the possibility that cryptanalysis is possible by exploiting 

the characteristics of the DES algorithm. The focus of concern has been on the 

eight substitution tables, or S-boxes, that are used in each iteration. Because the 

design criteria for these boxes, and indeed for the entire algorithm, were not 

made public, there is a suspicion that the boxes were constructed in such a way 

that cryptanalysis is possible for an opponent who knows the weaknesses in the 

S-boxes. This assertion is tantalizing, and over the years a number of regularities 

and unexpected behaviors of the S-boxes have been discovered. 

Despite this, no one has so far succeeded in discovering the supposed fatal 

weaknesses in the S-boxes. 

Timing Attacks 

In essence, a timing attack is one in which information about the key or the 

plaintext is obtained by observing how long it takes a given implementation to 

perform decryptions on various ciphertexts. A timing attack exploits the fact that 

an encryption or decryption algorithm often takes slightly different amounts of 

time on different inputs. 


