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 One of the emerging areas of cryptography in the

last many years is lightweight cryptography. It is

the scaled down version of traditional

cryptography.
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 In fact, it is a combination of two fields: cryptography

and hardware technology. Lightweight cryptography has

assumed a greater significance with the evolution of a

large number of small ubiquitous computing devices e.g.

Radio-frequency IDentification devices (RFIDs).
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 These devices are resource constrained so it is 
not possible for them to run traditional 
cryptographic algorithms which require a large 
memory and greater processing power than these 
devices.

  Accordingly, there is need for innovative design 
of the cipher to suit the need of these devices.

Introduction
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 Generally, the number of rounds is kept higher than a traditional

block cipher to compensate for the simplicity of the round function.

 Besides the constraint of the resources, the designer also has to keep

in mind the most important requirement i.e. the security of the cipher.

 The other important factor of a lightweight algorithm is the cost and

unit called a gate-equivalent (GE).

Introduction
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 Regarding the criteria, there are many criteria

used by the authors of lightweight algorithms in

order to achieve the required balance

Introduction
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• Decrease of the main algorithm’s parameters: block size, key

length (within reasonable limits) and the algorithm’s internal

state;

• Simplifying the layers of transformations by decreasing the ROM

requirements by using 4 × 4 S-boxes;

• Using low-cost (in implementation) but effective elements, such

as data-dependent bit permutations, shift registers etc.;

Introduction
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There are many lightweight block cipher algorithms such as:

• PRINCE

• KLEIN

• LED algorithm

• Lblock algorithm

• PRINT cipher

• PRESENT

• HIGHT

Introduction
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Zheng Gong and his colleagues proposed this algorithm in

2012. It was designed to work with constrained devices such

as wireless sensors and RFID tags. Compared to the related

proposals, KLEIN has an advantage in relation to software

performance and also its hardware implementation is

compact.

KLEIN Algorithm
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KLEIN is a family of block ciphers, with a 64-bit block size

and a variable key length - 64, 80 or 96-bits. According to the

different key length, it is denoted as KLEIN-64/80/96,

respectively. It is well-known that the key length and the

block size are two important factors for a block cipher in the

trade-off between security and performance.

KLEIN Algorithm
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.  The structure of the KLEIN algorithm is a SPN as shown in the next 

figure. This structure has been used by many block ciphers like the AES 

and PRESENT.  The KLEIN has three sets for its number of rounds which 

is dependent on the key size.  For example, KLEIN-64 has 12 rounds while 

KLEIN-80 has 16 rounds and KLEIN-96 has 20 rounds. 

KLEIN Algorithm
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This algorithm uses a one 4-bit S-box and it is repeated 16 times. The

KLEIN S-box is an involutive S-box as described in the next Table. By

choosing an involutive S-box, it can save the implementation costs for its

inverse.

KLEIN Algorithm
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The cost of this algorithm as follows:

 KLEIN 641981

 KLEIN 802097

 KLEIN 962213

KLEIN Algorithm
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Wu and his colleagues proposed this algorithm in 2011. This algorithm is

like many other lightweight block ciphers and the structure of the LBlock is

a Feistel network and the authors considered security and efficiency when

they designed this algorithm.

LBLOCK Algorithm
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The LBlock has a 64-bit plaintext and the key size is 80-bits. It employs a

variant Feistel structure and consists of 32 rounds. The block cipher 64-bit

is divided into two parts, a left side 32-bit and right side 32-bit.

LBLOCK Algorithm
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In the left side, there is a copy of 32-bit to make the right hand side.

Another copy of 32-bit is XOR’ed with a 32-bit key and then as input to 8

S-boxes 4-bit. While in the right side, there is one operation called rotate

left 8-bit for 32-bits and then XOR’ed with the output of 8 S-boxes in the

left hand side to make the left hand side.

The same operation is repeated for 32 rounds as shown in the following

figure.

LBLOCK Algorithm
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This algorithm used 10 S-boxes as shown in the following table. There are

8 S-boxes out of 10 S-boxes used for encryption and decryption algorithm

while 2 S-boxes only are used for key scheduling

LBLOCK Algorithm
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LBLOCK Algorithm
FEDCBA9876543210x
5C673821BA4D0F9ES0(x)
318265C7A0DF9EB4S1(x)
A842395B60DFC7E1S2(x)
1425DCA9E3F0B867S3(x)
36AB9481DC270F5ES4(x)
548136A790DFCBD2S5(x)
218375C6DAF0E49BS6(x)
6C573812B94E0FADS7(x)
3142A9CB60DF5E78S8(x)
63AEC184D9270F5BS9(x)
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The cos of this algorithm is 1320 GE.

LBLOCK Algorithm
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 S-box substitution is a vital process that helps enhance

security through nonlinear substitution in symmetric key

encryption.

Definition
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 S-Box substitution is used to enhance the security of

encryption algorithms by introducing non-linearity in the

substitution process, which helps bring about concepts such

as confusion and diffusion making it harder for attackers to

decode the encrypted data.

Definition
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 The S-Box is an important part of symmetric key encryption

algorithms. It's a substitution table used to do nonlinear

substitutions in the course of encryption. Each byte of the

input is substituted for another byte according to a fixed table

which strengthens the confusion and diffusion properties of

the encryption.

Definition
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 In general, an S-box takes some number of input bits, m, and 

transforms them into some number of output bits, n, where n is 

not necessarily equal to m.  Fixed tables are normally used, as 

in the Data Encryption Standard (DES), but in 

some ciphers the tables are generated dynamically from 

the key (e.g. the Blowfish and the Two fish encryption 

algorithms).

Definition
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 4-bit S-box.

 6-bit S-box.

 8-bit S-box.

S-box Types
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 Most of the lightweight block cipher algorithms use this type of

S-box.

 For example the PRESENT algorithm uses the same type of S-

box.

 Also there is special type of 4-bit S-box called an involutive S-

box. This special type is used by the KLIEN algorithm. The

advantage of an involutive S-box is to save the cost on the

decryption side (i.e. no need to generate the inverse S-box)

4-bit S-box
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4-bit S-box

PRESENT S-box 

KLIEN S-box 
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 This type is used with a DES. This algorithm uses 8 S-boxes. There are 6-bits

input, 2-bits to select the row and 4-bits to select the column. The output will

be 4 bits. For example, an input 45 (101101) has outer bits "11"3 and inner

bits "0110"6 and the corresponding output would be "1"

6-bit S-box
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6-bit in, 4-bit out S-box
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 This type of S-box is used by an AES.

8-bit S-box
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 S-box substitution is a vital process that helps enhance

security through nonlinear substitution in symmetric key

encryption.

Definition



Dr. Sufyan Aldabbagh
2024- 2025

P-boxes are permutation boxes which are usually one of the main

components of a modern block cipher. They are also known as D-

boxes or diffusion boxes.

A p-box (permutation box) is used to transposition the characters for the

particular input of characters. In simple words, it transposes the bits.

Here, 1,2,3,4,5 refers to the position of the bit, and the bits in those

positions are transpositioned using the predefined p-box.

Permutation Box
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For example, in the p-box, if the input is 1,2,3,4,5, the output

might be 3,4,2,1,5. This means the values of 1,2,3,4,5 are being

arranged in the order of 3,4,2,1,5.

Permutation Box
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There are three types pf P-Box

 Straight P-box

 Expansion P-box

 Compression P-box

Permutation Box
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In this type of p-box, the number of inputs and output

is the same. If inputs are n and outputs are m,

then m=n. The positions of the arrangement are

shown in the figure, where an equal number of bits

are transposed to different places.

Straight P-box
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Straight P-box
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An expansion p-box is a p-box with n inputs and m

outputs where m>n, i.e., the number of outputs is

more than the number of inputs. In this type of p-box,

the values get repeated as for one input there is a

possibility for more than one output.

Expansion P-box
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Expansion P-box
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A compression p-box is a p-box with n inputs and m

outputs where m<n, i.e., the number of outputs is less

than the number of inputs. In this type of p-box, few

bits are dropped as not all input bits are considered

for output.

Compression P-box
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Compression P-box


