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Figure 31-1

IPv6 address

128 bits = 16 bytes = 32 hex digits
- >

1111110111101100 e e 1111111111111111

J

FDEC |a| BA98 |a| 7654 |a| 3210 |a| ADBF |a| BBFF |a| 2922 |a| FFFF
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Figure 31-2

Abbreviated address

Unabbreviated

FDEC 2 BA98 2 0074 2 3210 & 000F &« BBFF % 0000 = FFFF

Y

FDEC « BA98 2 74 2 3210 « F 2 BBFF ¢ 0 2 FFFF

Abbreviated
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Figure 31-3

Abbreviated address with consecutive zeros

Abbreviated

FDEC a0 a20a0a0aBBFFa0aFFFF

y

FDEC s = BBFF & 0 2 FFFF

More Abbreviated
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Figure 31-4

CIDR address

FDEC a 0 s 02 02 02 BBFF 2 0 2 FFFF/60
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Figure 31-5

Address structure

128 bits

Variable

Variable

-

€
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Type prefix Rest of address \
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Figure 31-6

Provider-based address

}< 128 bits

8 bits

Provider Subscriber Subnet
identifier identifier identifier

3 bits 5 bits

INTERNIC 11000

RIPNIC 01000
APNIC 10100

McGraw-Hill

Node
identifier
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Figure 31-7

Address hierarchy

Subnet prefix

_—
-

-

Subscriber prefix

Provider prefix

-

-
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Provider Subscriber
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Subnet
identifier

Node
identifier
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Figure 31-8

Unspecified address

8 bits 120 bits

‘DOODO{]DO‘ All Os \
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Figure 31-9

Loopback address

8 bits 120 bits

00000000 00000000000000000 00000000001
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Figure 31-10

Compatible address

8 bits 88 bits 32 bits

00000000 All Os IPv4 address

a. Compatible address

IPv6 IPv4
0::020D:110E € > 2.13.17.14

b. An example of address transformation
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Figure 31-11

Mapped address

8 bits 72 bits 16 bits 32 bits

00000000 All Os All 1s 1Pv4 address

a. Mapped address

IPv6 [Pv4
0::FFFF:020D:110E | > 2.13.17.14

b. An example of address transformation
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Figure 31-12

Link local address

10 bits 70 bits 48 bits

1111111010 All Os Node address
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Figure 31-13

Site local address

10 bits 18 bits 32 bits 48 bits
1111111011 All 0s Subnet N
address
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Figure 31-14

8 bits 4

Multicast address

112 bits

11111111

Group ID

0000 Permanent
0001 Transient

McGraw-Hill

0000
0001
0010
0101
1000
1110

Reserved

Node local

Link local

Site local
Organizational local

Global

Reserved
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Figure 31-15

IPv6 datagram

| -

}4 40 bytes Up to 65,535 bytes

H Base header Payload

Extension headers
(optional)

Data packet from upper layer
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Figure 31-16
Format of an IPv6 datagram

A VER PRI Flow label

Payload length Next header Hop limit

- Source address

= Destination address

Payload
extension headers
1

Data packet from the upper layer
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Figure 31-17

Extension header format

d VER PRI Flow label
Payload length 1 Next header Hop limit

- Source address

- Destination address
C Next header Header length

/
C Next header Header length

—

.-//
—>  Next header Header length

McGraw-Hill
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Figure 31-18
Extension header types

Hop-by-hop option I
Source routing I

F tati

headers —
Authentication I
Encrypted security payload I
Destination option I
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Figure 31-29

Encrypted security payload

Base header

Security parameter index

Encrypted data
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Figure 31-30

McGraw-Hill

Transport mode encryption

Plain

data

Encryption
—>

Base and
other headers

Index

Encrypted
data
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Figure 31-31
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Tunnel-mode encryption

Base and
other headers

Plain

data

Encryption
—>

Base
header

Index

Encrypted
packet
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Figure 31-48

Three transition strategies

Transition
strategies
‘ Dual stack \ ‘ Tunneling | ‘I—Ieader translatiun\
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Figure 31-49

McGraw-Hill

Dual stack

Application Layer

A

A

TCP

or

IGMP, ICMPv4
IPv4
ARP, RARP

IPv6

Underlying
= LAN or WAN
technology

To IPv4 system

y

To IPv6 system
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Figure 31-50

[Pv6
host

Automatic tunneling

=

IPv6 header

McGraw-Hill

IPv6/1Pv4
1Pv4 host
Region i
IPv4 header IPv4 header
IPv6 header IPv6 header

Payload Payload
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Figure 31-51

Configured tunneling

[Pv6 IPv6
host [Pv4 host
Region
= © o o o © =
[Pv4 header
IPv6 header [Pv6 header [Pv6 header

Payload

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2000



Figure 31-52

Header translation

[Pv6 IPv4
host [Pv6 host
Region
= © o o o © =

IPv4 header [Pv4 header
IPv6 header [Pv6 header [Pv4 header

Payload Payload
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