Rule-Based Intrusion Detection

Rule-based techniques detect intrusion by observing events in the
system and applying a set of rules that lead to a decision regarding
whether a given pattern of activity is or is not suspicious. In very general
terms, we can characterize all approaches as focusing on either anomaly
detection or penetration identification, although there is some overlap in
these approaches.

Rule-based anomaly detection is similar in terms of its approach
and strengths to statistical anomaly detection. With the rule-based
approach, historical audit records are analyzed to identify usage patterns
and to generate automatically rules that describe those patterns. Rules
may represent past behavior patterns of users, programs, privileges, time
slots, terminals, and so on. Current behavior is then observed, and each
transaction is matched against the set of rules to determine if it conforms
to any historically observed pattern of behavior.

As with statistical anomaly detection, rule-based anomaly detection
does not require knowledge of security vulnerabilities within the system.
Rather, the scheme is based on observing past behavior and, in effect,
assuming that the future will be like the past. In order for this approach to
be effective, a rather large database of rules will be needed.

Rule-based penetration identification takes a very different
approach to intrusion detection, one based on expert system technology.
The key feature of such systems is the use of rules for identifying known
penetrations or penetrations that would exploit known weaknesses. Rules
can also be defined that identify suspicious behavior, even when the
behavior is within the bounds of established patterns of usage. Typically,
the rules used in these systems are specific to the machine and operating
system. Also, such rules are generated by "experts" rather than by means
of an automated analysis of audit records. The normal procedure is to
interview system administrators and security analysts to collect a suite of
known penetration scenarios and key events that threaten the security of
the target system. Thus, the strength of the approach depends on the skill
of those involved in setting up the rules.



Early system used heuristic rules that can be used to assign degrees
of suspicion to activities. Example heuristics are the following:

N =

Users should not read files in other users' personal directories.
Users must not write other users' files.

3. Users who log in after hours often access the same files they used
earlier.

4. Users do not generally open disk devices directly but rely on
higher-level operating system utilities.

5. Users should not be logged in more than once to the same system.

6. Users do not make copies of system programs.

Distributed Intrusion Detection

Until recently, work on intrusion detection systems focused on
single-system stand-alone facilities. The typical organization, however,
needs to defend a distributed collection of hosts supported by a LAN or
internetwork. Although it is possible to mount a defense by using stand-
alone intrusion detection systems on each host, a more effective defense
can be achieved by coordination and cooperation among intrusion
detection systems across the network.

the following are the major issues in the design of a distributed intrusion
detection system:

A distributed intrusion detection system may need to deal
with different audit record formats. In a heterogeneous
environment, different systems will employ different native
audit collection systems and, if using intrusion detection,
may employ different formats for security-related audit
records.

One or more nodes in the network will serve as collection
and analysis points for the data from the systems on the
network. Thus, either raw audit data or summary data must
be transmitted across the network. Therefore, there is a
requirement to assure the integrity and confidentiality of
these data. Integrity is required to prevent an intruder from
masking his or her activities by altering the transmitted audit
information. Confidentiality is required because the
transmitted audit information could be valuable.

Either a centralized or decentralized architecture can be
used. With a centralized architecture, there is a single central



point of collection and analysis of all audit data. This eases
the task of correlating incoming reports but creates a
potential bottleneck and single point of failure. With a
decentralized architecture, there are more than one analysis
centers, but these must coordinate their activities and
exchange information.

A good example of a distributed intrusion detection system is one
developed at the University of California at Davis. Figure 17 shows the
overall architecture, which consists of three main components:

Central manager

Host agent module: An audit collection module operating as
a background process on a monitored system. Its purpose is
to collect data on security-related events on the host and
transmit these to the central manager.

LAN monitor agent module: Operates in the same fashion as
a host agent module except that it analyzes LAN traffic and
reports the results to the central manager.

Central manager module: Receives reports from LAN
monitor and host agents and processes and correlates these
reports to detect intrusion.
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Figure 17. Architecture for Distributed Intrusion Detection



Password Management
Password Protection

The front line of defense against intruders is the password system.
Virtually all multiuser systems require that a user provide not only a
name or identifier (ID) but also a password. The password serves to
authenticate the ID of the individual logging on to the system. In turn, the
ID provides security in the following ways:

« The ID determines whether the user is authorized to gain access to
a system. In some systems, only those who already have an ID
filed on the system are allowed to gain access.

« The ID determines the privileges accorded to the user. A few users
may have supervisory or "superuser" status that enables them to
read files and perform functions that are especially protected by the
operating system. Some systems have guest or anonymous
accounts, and users of these accounts have more limited privileges
than others.

« The ID is used in what is referred to as discretionary access
control. For example, by listing the IDs of the other users, a user
may grant permission to them to read files owned by that user.

Selection Strategies

Many users choose a password that is too short or too easy to guess.
At the other extreme, if users are assigned passwords consisting of eight
randomly selected printable characters, password cracking is effectively
impossible. But it would be almost as impossible for most users to
remember their passwords. Fortunately, even if we limit the password
universe to strings of characters that are reasonably memorable, the size
of the universe is still too large to permit practical cracking. Our goal,
then, is to eliminate guessable passwords while allowing the user to select
a password that is memorable. Four basic techniques are in use:

« User education

« Computer-generated passwords
« Reactive password checking

« Proactive password checking



Users can be told the importance of using hard-to-guess passwords and
can be provided with guidelines for selecting strong passwords. This user
education strategy is unlikely to succeed at most installations,
particularly where there is a large user population or a lot of turnover.
Many users will simply ignore the guidelines. Others may not be good
judges of what is a strong password. For example, many users
(mistakenly) believe that reversing a word or capitalizing the last letter
makes a password unguessable.

Computer-generated passwords also have problems. If the
passwords are quite random in nature, users will not be able to remember
them. Even if the password is pronounceable, the user may have
difficulty remembering it and so be tempted to write it down. In general,
computer-generated password schemes have a history of poor acceptance
by users.

A reactive password checking strategy is one in which the system
periodically runs its own password cracker to find guessable passwords.
The system cancels any passwords that are guessed and notifies the user.
This tactic has a number of drawbacks. First, it is resource intensive if the
job is done right. Because a determined opponent who is able to steal a
password file can devote full CPU time to the task for hours or even days,
an effective reactive password checker is at a distinct disadvantage.
Furthermore, any existing passwords remain vulnerable until the reactive
password checker finds them.

The most promising approach to improved password security is a
proactive password checker. In this scheme, a user is allowed to select
his or her own password. However, at the time of selection, the system
checks to see if the password is allowable and, if not, rejects it. Such
checkers are based on the philosophy that, with sufficient guidance from
the system, users can select memorable passwords from a fairly large
password space that are not likely to be guessed in a dictionary attack.

The first approach is a simple system for rule enforcement. For
example, the following rules could be enforced:

« All passwords must be at least eight characters long.



« In the first eight characters, the passwords must include at
least one each of uppercase, lowercase, numeric digits, and
punctuation marks.

These rules could be coupled with advice to the user. Although this
approach is superior to simply educating users, it may not be sufficient to
thwart password crackers. This scheme alerts crackers as to which
passwords not to try but may still make it possible to do password
cracking.

Another possible procedure is simply to compile a large dictionary
of possible "bad" passwords. When a user selects a password, the system
checks to make sure that it is not on the disapproved list. There are two
problems with this approach:

« Space: The dictionary must be very large to be effective. For
example, the dictionary used in the Purdue study occupies
more than 30 megabytes of storage.

Time: The time required to search a large dictionary may itself be large.
In addition, to check for likely permutations of dictionary words, either
those words most be included in the dictionary, making it truly huge, or
each search must also involve considerable processing



