Substitution technique

we examine a sampling of what might be called classical encryption
techniques. A study of these techniques enables us to illustrate the basic
approaches to symmetric encryption used today and the types of
cryptanalytic attacks that must be anticipated.

The two basic building blocks of all encryption techniques are
substitution and transposition.

A substitution technique is one in which the letters of plaintext are
replaced by other letters or by numbers or symbols.1 If the plaintext is
viewed as a sequence of bits, then substitution involves replacing
plaintext bit patterns with ciphertext bit patterns.

Caesar cipher

The earliest known, and the simplest, use of a substitution cipher was
by Julius Caesar.The Caesar cipher involves replacing each letter of the
alphabet with the with the letter standing three places further down the
alphabet. For example,

plain: meet me after the toga party
cipher: PHHW PH DIWHU WKH WRJD SDUWB

Note that the alphabet is wrapped around, so that the letter following
Z is A. We can define the transformation by listing all possibilities, as

follows:

plainta b cd efghijklmnopgrst uvwxyz
cipher:DEFGHIJ KLMNOPQRSTUVWXYZABC

Let us assign a numerical equivalent to each letter:

e |[f |g |[h Ji ]j |k I |m|n o |p |g |r |s |t Ju |v |w

w|o

4 |5 |6 |7 |8 |9 |[10]11 |12 13|14 |15|16 (1718|1920 |21 22

Then the algorithm can be expressed as follows. For each plaintext
letter , substitute the ciphertext letter :
C=E(3,p)=(p+3)mod 26

A shift may be of any amount, so that the general Caesar algorithm is




C=E(k, p)=(p+ k) mod 26

where takes on a value in the range 1 to 25.The decryption algorithm
Is simply

p=D(k, C) = (C - k) mod 26

If it is known that a given ciphertext is a Caesar cipher, then a brute-
force cryptanalysis is easily performed: simply try all the 25 possible
keys. Figure (3) shows the results of applying this strategy to the example
ciphertext. In this case, the plaintext leaps out as occupying the third line.

Three important characteristics of this problem enabled us to use a
brute-force cryptanalysis:

1. The encryption and decryption algorithms are known.

2. There are only 25 keys to try.

3. The language of the plaintext is known and easily recognizable.



Figure 3 .Brute-Force Cryptanalysis of Caesar Cipher

Polyalphabetic Ciphers

Another way to improve on the simple monoalphabetic technique is
to use different monoalphabetic substitutions as one proceeds through the
plaintext message. The general name for this approach is polyalphabetic
substitution cipher. All these techniques have the following features in
common:

1. A set of related monoalphabetic substitution rules is used.

2. A key determines which particular rule is chosen for a given
transformation.



The best known, and one of the simplest, such algorithm is referred to
as the Vigenere cipher. In this scheme, the set of related monoalphabetic
substitution rules consists of the 26 Caesar ciphers, with shifts of 0
through 25. Each cipher is denoted by a key letter, which is the ciphertext
letter that substitutes for the plaintext letter a. Thus, a Caesar cipher with
a shift of 3 is denoted by the key value d.

To aid in understanding the scheme and to aid in its use, a matrix
known as the Vigenere tableau is constructed (Table 1). Each of the 26
ciphers is laid out horizontally, with the key letter for each cipher to its
left. A normal alphabet for the plaintext runs across the top. The process
of encryption is simple: Given a key letter x and a plaintext letter y, the
ciphertext letter is at the intersection of the row labeled x and the column
labeled y; in this case the ciphertext is V.

Table (1) The Modern Vigenere Tableau

Plaimtext

} 1

J 1 M N O ¥y O
K 1 M N
I N

M

- m .
v | e
ce=le

0]

<
P NS XK

-
z

=
PN T w |-

Z o= -

,..
=

(

¥ N
N O P Q R S I

R

S

i

4
o~
U
£ <=
>
=
>PNwRE en

<
i+ pa
=

\

~
<
- v »
>N < o
>N =< x
W > N

,_
£ <c

S

=

>N ox
A o S

=
R T e

I

=

rd
- R

,-
=

<
ol B

> N =< K

n 2o =
=

>

<
=

PN LR E <>
>

A T P

-

Y
Z
L
¥

2 A= -

« i

7z

(
i
¥

> N <

,_
>N < 2 T
PNt % g o
LYo =

-
-
=
=

T e
-
o~
.

- wXO
o,

o
<
x

2 -

X
A
B
'
]
J
K
1

-

=
>N« % 2 <«
- A e

=

I
i 1 J
H 1 J LS
i I J K I

~

I
J
K
I
N

N

\

P
Q

”
>N <o
z
= 5%
-

=
g

) =
T BT = g

D N O

=
,
-
s
#
o

encrypt a message, a key is needed that is as long as the message.
Usually, the key is a repeating keyword. For example, if the keyword is
deceptive, the message "we are discovered save yourself" is encrypted as
follows:

key: deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself
ciphertext: ZICVTWQNGRZGVTWAVZHCQYGLMGJ



Decryption is equally simple. The key letter again identifies the row.
The position of the ciphertext letter in that row determines the column,
and the plaintext letter is at the top of that column.

The strength of this cipher is that there are multiple ciphertext letters
for each plaintext letter, one for each unique letter of the keyword. Thus,
the letter frequency information is obscured. However, not all knowledge
of the plaintext structure is lost.

Affine cipher

In the affine cipher the letters of an alphabet of size mare first
mapped to the integers in the range 0 ... m— 1. It then uses modular
arithmetic to transform the integer that each plaintext letter corresponds
to into another integer that correspond to a ciphertext letter. The
encryption function for a single letter is

E(x)= (ax+b) mod m

where modulus mis the size of the alphabet and a and b are the
key of the cipher. The wvalueamust be chosen such
that a and m are coprime. The decryption function is

d(x)=a™ (x-b) mod m
where a* is the modular multiplicative inverse of a modulo m.

Considering the specific case of encrypting messages in English
(i.e.m= 26), there are a total of 286 non-trivial affine ciphers, not
counting the 26 trivial Caesar ciphers. This number comes from the fact
there are 12 numbers that are coprime with 26 that are less than 26 (these
are the possible values of a). Each value of acan have 26 different
addition shifts (the b value); therefore, there are 12 x 26 or 312 possible
keys.

The cipher's primary weakness comes from the fact that if the
cryptanalyst can discover (by means of frequency analysis, brute force,
guessing or otherwise) the plaintext of two ciphertext characters then the
key can be obtained by solving asimultaneous equation. Since we
know a and m are relatively prime this can be used to rapidly discard
many "false" keys in an automated system.

Example: message [affine cipher] , key [5,8]


https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Coprime
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Coprime_integers
https://en.wikipedia.org/wiki/Frequency_analysis
https://en.wikipedia.org/wiki/Simultaneous_equation

Thus, the encryption function for this example will bey =E(X) =
(5x + 8) mod 26. The first step in encrypting the message is to write the
numeric values of each letter.

take each value of x, and solve the first part of the equation, (5x + 8).
After finding the value of (5x + 8) for each character, take the remainder
when dividing the result of (5x + 8) by 26. The following table shows the
first four steps of the encrypting process.

Plaintext A F F I N E Cc I P H E R

X 0o |5 5 '8 13 4 |2 '8 |15 7 4 17

(5x + 8) 8 33 33 48 73 28 18 48 83 43 28 03

256)( t8mod o L o 21 2 18 22 5 17 2 15

Ciphertext | H H W V C S W F R C P
Decrypting

In this decryption example, the ciphertext that will be decrypted is the
ciphertext from the encryption example. The corresponding decryption
function is D(y) = 21(y — 8) mod 26, where a * is calculated to be 21, b is
8, and mis 26. To begin, write the numeric equivalents to each letter in
the ciphertext, as shown in the table below.

The ciphertext is to use the table to convert numeric values back into
letters. The plaintext in this decryption is AFFINECIPHER. Below is the
table with the final step completed.

ciphertext I H H w \% C S W F R C P
Y 8 7 7 22 21 2 18 22 5 17 2 15
21(y — 8) 0 -21 | -21 294 273 126210 | 294 63 189 | —126 147

21(y—8)mod26 0 |5 5 |8 13 4 |2 8 15 7 |4 |17

plaintext A F F I N E C I P H E R



Playfair Cipher
The best-known multiple-letter encryption cipher is the Playfair,
which treats digrams in the plaintext as single units and translates these
units into ciphertext digrams.
The Playfair algorithm is based on the use of a 5 x 5 matrix of letters
constructed using a keyword. Here is an example,
MONAR
CHYBD
EFGIIJK
LPQST
UVWXZ

In this case, the keyword is monarchy. The matrix is constructed by
filling in the letters of the keyword (minus duplicates) from left to right
and from top to bottom, and then filling in the remainder of the matrix
with the remaining letters in alphabetic order. The letters | and J count as
one letter. Plaintext is encrypted two letters at a time, according to the
following rules:

1. Repeating plaintext letters that are in the same pair are separated
with a filler letter, such as x, so that balloon would be treated as ba Ix lo
on.

2. Two plaintext letters that fall in the same row of the matrix are
each replaced by the letter to the right, with the first element of the row
circularly following the last. For example, ar is encrypted as RM.

3. Two plaintext letters that fall in the same column are each replaced
by the letter beneath, with the top element of the column circularly
following the last. For example, mu is encrypted as CM.

4. Otherwise, each plaintext letter in a pair is replaced by the letter
that lies in its own row and the column occupied by the other plaintext
letter. Thus, hs becomes BP and ea becomes IM (or JM, as the encipherer
wishes).

The Playfair cipher is a great advance over simple monoalphabetic
ciphers. For one thing, whereas there are only 26 letters, there are 26 x 26
= 676 digrams, so that identification of individual digrams is more
difficult. Furthermore, the relative frequencies of individual letters exhibit
a much greater range than that of digrams, making frequency analysis



much more difficult. For these reasons, the Playfair cipher was for a long
time considered unbreakable.
Example:

Message[send message and run] MONAR

Plain-text: sendmesxsageandrun CHYBD

Cipher-text:liryclxaxbifrakdwm EFGINK
LPQST
UVWXZ

Hill Cipher

Another interesting multiletter cipher is the Hill cipher, this
encryption algorithm takes successive plaintext letters and substitutes for
them ciphertext letters. The substitution is determined by

linear equations in which each character is assigned a numerical value
. For , the system can be described as

cl = (k11P1 + k12P2 + k13P3) mod 26

c2 = (k21P1 + k22P2 + k23P3) mod 26

c3 = (k31P1 + k32P2 + k33P3) mod 26

This can be expressed in terms of row vectors and matrices:

Cy kin ki ki .f}l
s kyy  kx»  kay || p» | mod 26
3, kai  kxn  ka/ \pa

Or

C = KP mod 26

where C and P are row vectors of length 3 representing the plaintext
and ciphertext, and K is a matrix representing the encryption key.
Operations are performed mod 26.

For example, consider the plaintext “paymoremoney” and use the
encryption key

17 17 5
K 21 18 21
y 2 19

The first three letters of the plaintext are represented by the vector

y i

15 15 375 11
0 LThen K| O = | 819 | mod 26 = | 13 | = LN5. Continuing in this fashion,
24, 24 486 18

the ciphertext for the entire plaintext is LNSHDLEWMTRW.



Decryption requires using the inverse of the matrix K. The inverse K
! of a matrix K is defined by the equation KK™ = KK = I, where | is the
matrix that is all zeros except for ones along the main diagonal from
upper left to lower right. The inverse of a matrix does not always exist,
but when it does, it satisfies the preceding equation. In this case, the
inverse is:

4 9 15
Kx=115 17 &
24 0 17

This is demonstrated as follows:

17 17 5 “+ 9 15 443 442 442 1 0 0
21 18 21 15 17 6 | =858 495 780 |mod26=|0 1 0
2 2 19/\24 0 17 494 52 365 0 0 1



