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Cryptography il ale

Is the science of designing cipher system by mathematical to encrypt and
decrypt data.
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Terms of Cryptography:
1- Encryption [or Encoding; Enciphering]: sl
Is the process of encoding a data or a message so that the meaning of the data

or the message is unobvious (u=«le).
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2- Decryption [Decoding or Deciphering]: _uall) Sl
Is the reverse (u-S=)of encryption, transforming an encrypted message back
into its normal form.
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Cryptosystem: il o
Is a system for encryption and decryption.
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Cryptograph: Jhdiall Galll

Means hidden writing the practice of using encryption to conceal a text. In
another meaning, is the study of secret (cryptography) writing.
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Cryptoanalysis: Gl A s ale

Is a science of analyzing and breaking secure data or communication.

Terms in encryption:

Cryptanalyst: el HulS o) Jas
Sender: G yall

Receiver: Jasiall

Plain text: (pseiall) g pall il

How Does Cryptography Work?

Plain text =il —» | Encryption —| Cipher text o=

Plain text =il <«— Decryption il &l
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Diagram Represent [Encryption Process]
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Plain Text: The Original form of data represented as:

P ={p,, Prs Pu}.

Cipher Text: Encrypted form of data represented as:

C=1{,C. C,}

The mathematical model for the encryption is:

C=E(p) and P=D(C)

Where:
E: represent encryption algorithm (set of transformation operation).
D: represent decryption algorithm.

Then:

Crypto system P = D(E(p)).

Some encryption algorithm use a key C = E(K, p) and sometimes the encryption
and decryption keys are the same so that:

P=D(k,E(k, p)),
Other times the keys come in pairs.
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a¥) (aill ) jiial (ail) ey a5 3) 5 0 ld dlee Jiay :_padilll <l Decryption
zlise alaaiuly (Plain text)

to

Phrase les (sS85 Cag ya ol old i de gana ol a8 (e 4 e 50 00 3ke 1zl Key -3
(0,1) Code s

L 5l o) jell JilesHll JS de gana AL cLad Message Space -5

Azl S8 Al g plall AR e geaill J s 1 jadall aill cLiad Cipher text Space
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