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Homophonic substitution ciphers
Cipher text Il & &8, (0 JS) dila Plain text qopall aill & Can IS @yhall oda &

(mopping - is - one - to — many)

Note: Each plain text character encrypted with a variety of cipher text character.

Substitutes

AN

P: help

C:23...

Number of substitution are being proportional to the frequency of letters.
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Example:

plain

Cipher

9 12 33 47 53 67 78 92

8682 81 98

13 41 62

01 03 45 79

m O O W >

14 16 24 44 46 55 57

Tn

10 13

6 25

I ©

23 39 50 56 65 68

32 10 73 83 88 93

[

15 64 74

471 91

26 37 51 84

22 27

18 85 58 59 66

o Z Z| | A

57 54 72 90 99

e

38 95

44 22

ol O

29 35 40 52 77

w

11 19 36 76 86

17 20 30 43 49

8 61 63

3475 85 91

60 89

28 69

21 52

Nl <| x| 5| <] ¢ A

0280
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Example: Encrypt the plain text [Mosul University] using homophonic
substitution

P:m o sul v n i ve rs ity
C:22 511826 8118 32 34 14 23 11 10 17 21

AUl cfgladl) ety Beale caldl Ji e ikl 236 Cilis) 5 :Beale Cipher

oY) paill ey el G s e gging ualil pai 0S5 -1

b Al i) QB Bae aiad s S plaly 1SS (g Joans Lgaing (ol V) palll Cipal 38062
Aflsde o) ddbia

36 Gl )85 3l Jeaall & Cipall dilile aalel paiy La) (atll e cim IS 326 .3
..... 1Sy S 350

:Jlia

‘Beale 54l shaiuly computer 4elS
(el Y (i) (o i oY
Text : come here and put the letter

PPN U PREN g (W g e
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plain cipher

C 1 30

0 5 17

m 12 80

e 9 3 13 24 22
h 27 26

r 78 18

a 11 56

n o5 77

d 7 21

p 32 39

u 19 44

t 25 14 34
I 75 15

plain text : computer
computer

1 512 3219259 78
Cipher text: 1512321925978
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