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Block Ciphers 

Block Ciphers definition  

• Encrypt a block of input to a block of output   

• Typically,  the  two  blocks  are  of  the  same length  

• Most symmetric key systems block size is 64.  

• Many block ciphers have a Feistel structure. 

• Such a structure consists of a number of identical rounds of processing. 

• In each round, a substitution is performed on one half of the data being 

processed,  

• followed by a permutation that interchanges the two halves. 

• The original key is expanded so that a different key is used for each round. 

 

 

 

Iterated Block Cipher - A  block  cipher  that  "iterates  a  fixed  number  of  

times  of another block cipher, called round function, with a different key, 

called round key, for each iteration".  

Diffusion – dissipates statistical structure of plaintext over bulk of ciphertext.  

Confusion – makes relationship between ciphertext and key as complex as 

possible. 

 

Feistel Cipher: 

 Feistel ciphers are a special class of iterated block ciphers ,  where the 

ciphertext is calculated from the plaintext by repeated  application of the same 

transformation or round function. In a  Feistel cipher, the text being encrypted is 

split into two halves.  The round function f is applied to one half using a subkey 

and  the output of f is exclusive-ored with the other half. The two  halves are 

then swapped. Each round follows the same pattern  except for the last round 

where there is no swap.  
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 A nice feature of a Feistel cipher is that encryption and  decryption are 

structurally identical, though the subkeys used  during encryption at each round 

are taken in reverse order  during decryption.  

• Several  block  ciphers  are  based  on  the  structure  proposed  byFeistel in 

1973.  

• A Feistel Network is fully specified given 

  - the block size: n = 2w 

- number of rounds: d 

- d round functions                            

•  Used  in  DES  and  many other block ciphers. 
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Data Encryption Standard (DES) 

The Data Encryption Standard (DES), known as the Data Encryption Algorithm 

(DEA) by ANSI and the  DEA-1  by  the  ISO,  has  been  most  widely  used  

block  cipher  in  world,  especially  in  financial industry.  

DES Features: 

– It encrypts 64-bit data (Block size = 64 bits). 

– Key size = 56 bits (in reality, 64 bits, but 8 are used as parity-check bits for 

error control slide). 

– Number of rounds = 16. (a 16-round Feistel cipher with block size of 64 

bits.) 

– 16 intermediary keys, each 48 bits. 

– The algorithm  is  a combination of the two basic techniques of encryption: 

confusion and diffusion. 

 
 

Key length in DES  

• In the DES specification, the key length is 64 bit.  

• 8 bytes; in each byte, the 8th bit is a parity-check bit  
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• Each parity-check bit is the XOR of the previous 7 bits 
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• This table specifies the input permutation on a 64-bit block.  

• The meaning is as follows: 

The first bit of the output is taken from the 58th bit of the input; the second 

bit from the 50th bit, and so on, with the last bit of the output taken from the 

7th bit of the input.  

• This information is presented as a table for ease of presentation: 

 it is a vector, not a matrix. 
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The  final  permutation  is  the  inverse  of  the  initial  permutation;  the  table  

is interpreted similarly.  

 That is, the output of the Final Permutation has bit 40 of the preoutput block 

as its first bit, bit 8 as its second bit, and so on, until bit 25 of the preoutput 

block is the last bit of the output. 
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DES Decryption 

Decryption uses the same algorithm as encryption, except that the subkeys K 

1, K 2, …K16 are applied in reversed order 
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DES Modes  

1. ECB  (Electronic  Code  Book)Operation Mode  - Blocks  of  clear  text  are 

  encrypted independently. Main properties of this mode: 

• Identical clear text blocks are encrypted to identical cipher text blocks.  

• Re-ordering clear text blocks results in re-ordering cipher text blocks.  

• An encryption error affects only the block where it occurs. 

 

 

2.  CBC (Cipher Block Chaining) Operation  Mode  - The previous  cipher  

text block  is  XORed  with  the  clear  text   block  before  applying  the  

encryption  mapping. Main properties of this mode: 

 An encryption error affects only the block where is occurs and one next block. 
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3. CFB (Cipher FeedBack) - Message is treated as a stream of bits , Bitwise-

added to  the  output  of  the  block  cipher  ,  Result  is  feedback  for  next  

stage  (hence name) Cipher  FeedBack  (CFB)  Message  is  treated  as  a  

stream  of  bits  ,  Bitwise-added  to  the  output  of  the  block  cipher  ,  

Result  is  feedback  for  next stage (hence name). 

 
4. OFM (Output Feedback Mode)- The block cipher is used as a stream 

cipher,  it produces the random key stream. 

 




