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Introduction

Information, Information theory.

Measure of Information.

Self-Information, Types of Probability, Mutual Information,

Information Rate.

5. Marginal Entropy, Joint Entropy, Conditional Entropy, Mutual
information.

6. Communication Channel& Channel Capacity (symmetric channels,

Properties of channel capacity) with examples
5
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7. Source Coding (Entropy Encoding):Shannon-Fano-Elias coding
8. Huffman codes

9. Arithmetic coding,

10.Preview of the channel coding theorem,

11.Hamming code,
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Introduction
Information
We intuitively know what information is. We constantly receive and send information in

the form of text, sound, and images. We also feel that information is an elusive non
mathematical quantity that cannot be precisely defined, captured, or measured.
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Uncertainty and Information

Uncertainty refers to epistemic situations involving imperfect or unknown information.
It applies to predictions of future events.
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Quantifying information is based on the observation that the information content of a
message is equivalent to the amount of surprise in the message.
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If T tell you something that you already know: (for example, “you and I work in
university of Mosul”),

| haven’t given you any information.
If I tell you something new: (for example, “we both received a raise”),
| have given you some information.

If I tell you something that really surprises you:(for example, “only I received a raise™),

| have given you more information, regardless of the number of words | have used,
and of how you feel about my information.
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The three sentences carry different amounts of information:

A. (Tomorrow, the sun will rise from the East).

In fact, the first sentences hardly carry any information. Everybody knows that the
sun rises in the east.

B. (The phone will ring in the next one hour).

This sentence is carrying more information than sentence (A). The phone may
ring, or it may not. There is a finite probability that the phone will ring in the next
one hour.

C. (It will snow in Delhi this winter).
It has never snowed in Delhi, and the probability of snowfall is very low.

The amount of information carried by the sentences listed above have something to do
with the probability of occurrence of the events started in the sentences. And we observe
an inverse relationship. Sentence (A), which talks about an event which has a probability
of occurrence very close to 1 carries almost no information. Sentence (C), which has
very low probability of occurrence, it has carried a lot of information.

the length of the sentence has nothing to do with the amount of information it carries.
Sentence (A) is the longest but carries the minimum information. We will now develop
a mathematical measure of information:
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Information is certain knowledge about certain things, which may or may
not be conceived by an observer.
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Example: music, story, news, text, sound, and images, etc.
Information is not always meaningfulsize 53!

The Information within a source is the uncertainty of the source.
The length of the sentence has nothing to do with the amount of
information it carries.

Any information source:

e analog
o digital,

Shannon wants to find a way for “reliably” transmitting data throughout the channel at
“maximal” possible rate.
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The general communication system is modelled by:

: Carrier
Information eceiver === Destination
Source Signal Recelved
Message Signal Message
Nouse
Source

Figure 1: Shannon’s schematic diagram of a general communication system.

Any communication system can be divided to five parts.
Information Source, Transmitter, Channel, Receiver, and Destination.

(@) Information Source: This is the origin or source of information which is be
transmitted.
Message: a stream of symbols taking their values in a predefined alphabet

Example 1:
Source: book
Message: a text
Symbols: letters alphabet= (a,....., 2)
Example 2:
Source: a camera
Message: a picture
Symbols: RGB coefficients Alphabet= (0...255)

(b) Transmitter: Transmitter converts the Message (from Source) to Signal (that can
be sent over the channel). In case of Telephone, the Handset converts the sound
pressure at the speaker to Electric Current that can be sent over wire(s)
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(c) Channel(carrier): A Channel is essentially any kind of Medium that carries
the signal from Transmitter to the receiver. Some common examples include
wires, co-axial cables, beam of light (optical fibers), Hard Disk, etc..

(d) Receiver: The Job of Receiver is just opposite to that of the Transmitter. It
has to convert the signal delivered by the Channel/Medium to Message. Similar to
the case of transmitter in Telephone systems, the receiver (earpiece) convers
Electric Current to Sound Pressure.

(e) Destination: Destination of a communication system is the final user for whom
the entire system is designed for. Generally, the Destination requires the faithful
reproduction of information produced by the Information Source.

Figure 1 depicts the block diagram/ schematic of a generic Communication System. The
Block ‘Noise Source’ is crucial, because a channel is not always ‘Ideal’, many
physical phenomenon add up contributing to damage caused to the signal as it goes from
transmitter to the receiver.

In the content of communications, information theory deals with mathematical modelling
and analysis of a communication system rather than with physical sources and physical
channels

Information theory

The importance of information theory is that it quantifies information. It shows how to
measure information, so that we can answer the question “how much information is
included in this piece of data?” with a precise number!

Information theory answers two fundamental questions in communication theory:

1. What is the ultimate data compression? (answer: the entropy H), and

2. What is the ultimate transmission rate of communication? (answer: the channel
capacity C). For this reason some consider information theory to be a subset of
communication theory .
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Entropy is a measure of uncertainty or randomness (number of bits per symbol).

H(X) = _Z;;, log, p;

i=1

Capacity: is defined as the ability of a channel to convey information.

A result that emerges from information theory is that if the entropy of the source is less
than the capacity of the channel, then error-free communication over the channel can be
achieved.

Figure 2 illustrates the relationship of information theory to other fields. As the figure suggests,
information theory intersects physics (statistical mechanics), mathematics (probability theory),
electrical engineering (communication theory), and computer science (algorithmic complexity).

o 5l pn s e slacall d ki (¢ Bl 5 LSy 5 AY) 5 A Jialls e sleall 2 it A8 2 (KA maa s
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Kelly Gambling

FIGURE 2 Reloaticonshap oF information theory (o ather ficlds,
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Summary:

Information Theory tells us...

® What exactly information is. szl Gl slaall oo L

® How they are measured and presented. leae g lewld b casS

® Implications, limitations, and applications. sl 5 JEY!
Gilapdaill

Shannon Theory :the original 1948 Shannon Theory contains:

1. Measurement of Information
2. Source Coding Theory
3. Channel Coding Theory
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Summary:

P(event) = number of outcomes in event

= number of outcomes in sample space

e 0<p<i
e p=0 ....... impossible event
e P=1 ...... certain (sure) event
o Z :; 1 P(xi) =1 ....... in any particular situation(non equal probability)
o P(Xy) =P(X2)=...=P(Xn) =§ ....... in equal probability
e P(AUB)= P(A)+P(B)-P(ANB)....... Compound probability

e In Mutually exclusive events P(ANB)=0

e P(AandB)=P(A). P(B) Independent and Dependent Events
e P(AIB)=P (A and B)/ P(B) ....... Conditional probability

e P(AY=1-P(A) .......... Complement of an event

e The probability is similar meaning of percentage

e The probability very low then the information is high.

Example 1:
A single coin is tossed 5 times. What is the probability of

getting at least one head?

Solution:
Consider solving this using complement.
Probability of getting no head = P(all tails) =(1/2)° = 1/32
P (at least one head) = 1 — P(all tails) = 1 — 1/32 = 31/32.

Example 2:
The percentage of success is 50%, so the probability is P=0.5 , Where, the
probability (p) has a value between 0 and 1,
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Example 3:
A coin is tossed three times. Use this information to solve

these problems.
1) Number of variables. And type of variables.

2) List the sample space.
3) Find the probability of tossing heads exactly twice.

4) Find the probability of tossing tails at least twice.

Solution:

1) Number of variables=3 . And type of variables are 2 = {H,T}

2) For 3 tosses of the coin all the possible outcomes are
S={HHH, THH, HTH, HHT, THT, TTH, HTT, TTT}
n(S)=8 (n is the number of possible outcomes in sample space)

3) Firstly find the event A which represents the subset of S and any outcome that has exactly two

H's.
Event A= {THH, HTH, HHT} , n(A)=3

P(A)=24 =3 -0375 *100 =37.5%
n(s) 8
4) The outcomes that have at least two tails in them are

Event B= {THT, TTH, HTT, TTT}

n(B)=4
_nB) _4 _ -
p(B)—E _E =0.5=50%
Example 4:

Message is { $$*#*$*#$$}, Find 1) Number of variables.
2) Types of variables.
3.) The probability of each variable in message.

Solution:
1) Number of variables=10

2) And type of variables=3 {8, #, *}

3
) Variable(x) No.(x) P(x)
P($)=
$ > 5/10=0.5
* 3 P(*)=3/10=0.3
# 2 P(#)=2/10=0.2
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Example 5:
Message of 3 variable P(x1)=P(x2)=0.3. Find probability of third variable.

Solution.
P(x1)+p(x2)+P(x3)=1
P(x3)=1-0.3-0.3

=0.4

Example 6:
binary Message p(0)=0.6. If number of variable in massage=10 000 variables.

Find number of 0&1.

Solution:
Binary Message: Two variable={0,1}

If P(0)=0.6 then P(1)=1-P(0)=0.4

No. of variable (0) = total variable * P(0)
=10000*0.6
=6000 variable

No. of variable (1) = total variable * P(1)
=10000*0.4
=4000 variable

Example 7:
Message with 5 variable , equiprobability . Find probability of every variable.

Solution.
N=5, P(X1)=P(x2)=P(X3)=P(X4)=P(Xs) :%

10
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The Measure of Information (self-information)

There are two results, so the result of any toss is
initially uncertain. We have to actually throw the coin
in order to resolve the uncertainty. The result is heads
or tails, which can also be expressed as a yes or no, or
asa0orl;abit.

A single bit resolves the uncertainty in the toss of a coin. What makes this example
important is the fact that it can easily be generalized. Many real-life problems can be
resolved, and their solutions expressed, by means of several bits. The principle of doing
so is to find the minimum number of yes/no questions that must be answered in order to
arrive at the result. Since the answer to a yes/no question can be expressed with one bit,
the number of questions will equal the number of bits it takes to express the information
contained in the result.

e A deck of 64 playing cards.

For simplicity let’s ignore
their traditional names and
numbers and simply number
them 1 to 64. Consider the
event of person A drawing
one card and person B having
to guess what it was. The guess is a number between 1 and 64. What is the minimum
number of yes/no questions that are necessary to guess the card?

A

Those who are familiar with the technique of binary search know the answer. Using
this technique, B should divide the interval 1-64 in two, and should start by asking “is
the result between 1 and 32?” If the answer is no, then the result is in the interval 33 to
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64. This interval is then divided by pr
] _ ) 1 2 3%..932 33 34°..748 ... ° 64
two and B’s next question should ' X ¥ —— e
be “is the result between 33 and low mid high

48?7 This process continues until

the interval selected by B reduces E T3 37 $aalaaaa . ¢aa <. {Tea
to a single number. — S —
It does not take much to see that c i high
exactly six questions are necessary :

to get at the result. This is because E 112/83523238/380-248 ¢~ |
6 is the number of times 64 can be rot

low mid high
divided in half.

Mathematically,
this is equivalent to writing 6 = log264.

This is why the logarithm is the mathematical function that quantifies
information.

Another approach to the same problem is to ask the question; given a nonnegative integer
N, how many digits does it take to express it?

The answer, of course, depends on N. The greater N, the more digits are needed.

The first 100 nonnegative integers (0 to 99) can be expressed by two decimal digits. The
first 1000 such integers can be expressed by three digits.

then The number of digits required to represent N equals approximately log N. The base
of the logarithm is the same as the base of the digits. For decimal digits, use base 10; for
binary digits (bits) use base 2.

the number of digits it takes to express N is proportional to the information content of N,
then again the logarithm is the function that gives us a measure of the information.


https://youtu.be/e7ZKM2WA9uI

University of Mosul\ College of Computer Science and Mathematics
Dept.: Computer Science
Information theory and Data Compression

2024-2025

Lecturer: Assist. Prof. Sundus Khaleel Ebraheem 4™ Stage

https://youtu.be/e7ZKM2WA9ul 135 jualaall Lyl

Mathematical Measure of Information (self-information)

We would like to develop a usable measure of the information we get from observing
the occurrence of an event having probability p. Our first reduction will be to ignore any
particular features of the event, and only observe whether or not it happened. Thus we
will think of an event as the observance of a symbol whose probability of occurring is p.
we will thus be defining the information in terms of the probability p. A specific special
case of interest is probabilities (i.e., real numbers between 0 and 1), we will want our
information measure I(p) to have several properties: -

® Information is a non-negative quantity: 1(p) >=0.

® |f an event has probability 1, we get no information from the occurrence of the
event: 1(1) = 0.

® |f two independent events occur (whose joint probability is the product of their
individual probabilities), then the information we get from observing the events is
the sum of the two information: I(p1*p2) =I(pl) +I(p2) :(This is the critical

property .. .)


https://youtu.be/e7ZKM2WA9uI
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Summary:
Measurement of Information(self-information)
« All events are probabilistic !
* Shannon’s first question is =% ke

“How to measure information in terms of bits?”

« Using Probability Theory, Shannon showed that
there is only one way to measure information in
terms of number of bits:

H(X) = H(pla -"7pn) = - sz 10g2pi
=1

Shannon entropy

called the entropy function

« Shannon entropy is a measure of uncertainty.

5“\? @, =7 bits

Or Lottery!?

ou\c\;\\\xx\\v}\\\\\x\.\‘.wx\«.\\\\\‘M\V‘:“‘

- *®

» A key measure in information theory is "entropy". Entropy quantifies the amount
of uncertainty involved in the value of a random variable or the outcome of
a random process.



https://youtu.be/e7ZKM2WA9uI
https://en.wikipedia.org/wiki/Information_entropy
https://en.wikipedia.org/wiki/Random_variable
https://en.wikipedia.org/wiki/Random_process
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i sn ety (63) Aindatl) oy i ¢ 5 8 g Slearadi ol a1 information theory <ila ghaal) 4y ks
OSan 3 Sl e Jlail 3L e Ll 5l La Ja g 8 e 3A (Sl g 4aaS ) il

Gloanil) dae Jaw gie) QU e dae e B jle a5 Cila glaall A g 51l Bale 8 ja Sl slaall Wl Entropy
iyl f oy Al 3B (Apl)

Information(self-information)

s Summarizing:
- A (p) = logy(1/p) = —logp(p),
. I(p) =0
. A (py *p2) = 1(p1) + 1(p2)

(1) =0

B I =1(p*p)=1(p)+1(p) =2+1(p)

@ /(") =n=I(p)

[ § I(l'“ H:):,,T,'ol(l;)

@ for 0<p<1, and a > 0 a real number:

I(p") = axI(p)

NOTE: The standard convention of information theory is to take b=2, the corresponding
unit of information is termed the bit, a contraction for binary digit. We will illustrate the
definition further with a few examples.


https://youtu.be/e7ZKM2WA9uI
https://ar.wikipedia.org/wiki/%D8%B1%D9%8A%D8%A7%D8%B6%D9%8A%D8%A7%D8%AA_%D8%AA%D8%B7%D8%A8%D9%8A%D9%82%D9%8A%D8%A9
https://ar.wikipedia.org/wiki/%D8%B1%D9%8A%D8%A7%D8%B6%D9%8A%D8%A7%D8%AA_%D8%AA%D8%B7%D8%A8%D9%8A%D9%82%D9%8A%D8%A9
https://ar.wikipedia.org/wiki/%D9%88%D8%B3%D8%B7
https://ar.wikipedia.org/wiki/%D9%88%D8%B3%D8%B7
https://ar.wikipedia.org/wiki/%D9%82%D9%86%D8%A7%D8%A9
https://ar.wikipedia.org/wiki/%D9%82%D9%86%D8%A7%D8%A9
https://ar.wikipedia.org/wiki/%D8%A5%D9%86%D8%AA%D8%B1%D9%88%D8%A8%D9%8A%D8%A9_%D8%A7%D9%84%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA
https://ar.wikipedia.org/wiki/%D8%A5%D9%86%D8%AA%D8%B1%D9%88%D8%A8%D9%8A%D8%A9_%D8%A7%D9%84%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA
https://ar.wikipedia.org/wiki/%D8%A5%D9%86%D8%AA%D8%B1%D9%88%D8%A8%D9%8A%D8%A9_%D8%A7%D9%84%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA
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Example:

Massage of 3 variables, P(x1)=P(x2)=0.2. Calculate:
1) 1(x2)&I(x3)  2) Entropy

Solution:
1) ¥, P(xi)=L

P(x3) =1- P(x1) - P(x2)=0.6

VAR. | P(X)
X1 0.2
X2 0.2
X3 0.6

I(x2) = -log P(x2) = -log (0.2) = 2.321 bit
1(x3) = -log P(x3) = -log (0.6) = 0.737_bit
2 H(X)=-3p(x)lg, p(x)

H(x) =-[0.2 log 0.2 + 0.2 log 0.2 +0.6 log 0.6]
= 1.37 bit /symbol

Example:
Equal probability message of 10 variable. Find Entropy.
Solution.
N=10, P(x1)=P(x2).... =P(x10)=—

H(x)=log, 10=3.3 bit /symbol


https://youtu.be/e7ZKM2WA9uI
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Example:

Suppose that we have a horse race with eight horses taking part. Assume that the

1111 1 1 1 1

probabilities of winning for the eight horses are (=,-,-,—,—,—,—,—). We
= = 2°'4°8 16 64 64 64 64

can calculate the entropy of the horse race as:

1 11 11 1 1 1 1 1

1
Hix) _EIOEZE_ZIDE‘EE_ﬁ]ogzﬁ_ﬁlugzﬁ_4ﬁlﬂgza

= 2 bits/symbol
Examples:
(1) Letters of alphabet. If the letters are assumed equiprobable, then the probability of a
given letter is (2—16) and | = log 226 = 4.7 bhits.

(2) Decimal Numbers. Assuming that numbers from 0 to 9 are equiprobable, then
I=l0g,10=3.32 bits.

(3) In a binary system producing 0s and 1s with equal probability where P (0) =P(1) =
1/2, so the information per digit is | = log,2 = 1 bit.

(4) An already known event. If P=1 then I=-log, 1 = 0.

(5) Sequence of binary digit. Suppose the sequence 1011 of four digits is sent. If Os and
1s are equiprobable, then 4 bits are received. Alternatively, the probability of

obtaining this sequence is (%) 4= (1—16), so the information is log 16 = 4 bits again (this
confirms again that the definition gives the correct result regarding the length of the
message).

(6) A sequence of decimal numbers (0-9), suppose the sequence (26314) of five

numerals is sent, if the numbers (0-9) are equiprobable, then the probability of
obtaining this sequence is (1—10) ° = (1001000) =0.00001

I = log, 10° = 5l0g,10 = 5%3.3 = 16.6 bits

7
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Summary
o identifying the outcome of a fair coin flip (with two equally

likely outcomes) provides less information (lower entropy) than
specifying the outcome from a roll of a die (with six equally likely

outcomes).

e Inequal probability: P(xi):%

Then H(x) =3.[/% log, %] - },(

1
—-logyyy

H(x) = log, N

» The entropy of data depends on the individual probabilities Pi.
Least probability I:> More information

Most probable => Less information

The probability very low then the information is high.


https://youtu.be/e7ZKM2WA9uI
https://en.wikipedia.org/wiki/Coin_flip
https://en.wikipedia.org/wiki/Dice
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Self-Information, Types of Probability,
Mutual Information, Information Rate
Exercises

1- Self-information
1. A source produces one of four possible symbols during each interval having

probabilities p(xy) = % p(x;) = i, p(x3) = %, obtain (or find) the information
content (<l slxal) s siaa) of each of these symbols.

Solution: we know that the information content I(x;) of a symbol X;is given by

1
I(x;) = log, (%)

Thus, we can write

1

I(x1) = log, T = log,(2) = 1 bit
2
1

1(x,) = logZT = log,(2%) = 2 bits
4
1

1(x3) = logZT = log,(23) = 3 bits
8
1

1(x,) = logZT = log,(23) = 3 bits
8

2. Calculate the amount of information if it is given that P(x;) = i.
Solution: we know that amount of information 1(x;) of a discrete symbol x; is given
by,

1

I(x;) = log, PO

The above expression may be written as under:
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lognn —L_
_ g0 p(x;)
I(x;) = “Toa.2
09102

Substituting given value of p(x;) in above expression, we obtain

log,4
910% _ 5 pits

1(x) =
3. The binary symbols '0" and "1 are transmitted with probabilities ¥z and %
respectively. Find the corresponding self-information.

Solution:

Self-information ina "0 =1p = log, = log, %/4 = 2 bits

1
P(x;)

1

Self-information ina '1" =l =log, 2R

= log, 3—?4 = 0.415 bits

4. The text {00000mmnmOO00iiij}
a- Find probability of every sample.
b- Find information of m,n (1(m),1(n)).

a- Sol.
Var. | No. P(x)
0 8 8/16
M 3 3/16
N 1 1/16
| 3 3/16
| 1 1/16

b- Sol.
I(m)= - logz p(m) = - log, 3/16= bits
I(n) =-logz p(n) =-log, 1/16 = bits
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2- Probability Types:
Probabilities may be either: marginal, joint or conditional.

1- Marginal probability: the probability of an event occurring (p(A)), it may be
thought of as an unconditional probability. It is not conditioned on another event.
DAl G o d il ¥ A g e g dalldial o e (S ¢ (p (A)) Saa g sh g Juadal

2- Joint probability: p (A and B). The probability of event A andevent B
occurring. It is the probability of the intersection of two or more events. The

probability of the intersection of A and B may be written p(A N B).
SS9l opfian adal® Jlaia) ga B Giaallg A Gaall g gdg Adlaial

3- Conditional probability: p(Y|X) is the probability of event Y occurring, given

that event X occurs
X &aall g g8gdaydi Y &aall g gdg Jlalal ga

Example: | Male Female  Total

A survey was carried out with 500 persons in Football | 120 75 195

to determine people’s favorite sports. The

options were Football, Rugby (a team game Rugoy 100 25 125

played with an oval ball that may be kicked, carried,

and passed from hand to hand.) and the rest was Other X 130 180
rouped together in Other; The results of the

group g 1 270 230 500

test are displayed in Figure 1.

Figure 1: The Results of the test
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Male Female Total
Figure 1 is not quite a probability " 0 30
.- . . Fi 0.24 0.15 .
distribution, but if we want to get the ¢
probability distribution, we can divide Rugby 0.2 0.05 0.25
each number in Figure 1 by 500 and the
result will be the image in Figure 2. Other 0.1 0.26 0.36
0.54 0.46 1
\]Ol nt PrObabl I |ty Figure 2: Probability Distribution
The Joint probability is a statistical
measure that is used to calculate the T—
Male Female Total

probability of two events occurring

together at the same time — P(A and B) or Football 0.24 0.15 0.39
P(A,B). For example, using Figure 2 we
can see that the joint probability of 1 gugby 0.2 0.05 0.25
someone being a male and liking football is
0.24. Other 0.1 0.26 0.36
|
| 0.54 0.46 1
Note: The cells hlghllghted in Figure 3 Figure 3: The Joint Probability Distribution.

(the Joint Probability Distribution) must
sum to 1 because everyone in the distribution must be in one of the cells.

The Joint probability is symmetrical meaning that P(Male and Football) = P(Football and
Male) and we can also use it to find other types of distributions, the marginal distribution
and the conditional distribution.
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Marginal Distribution
Male Female Total

In probability theory and statistics, the
marginal distribution of a subset of a
collection of random variables is the
probability distribution of the variables
contained in the subset. It gives the Rugdy
probabilities of various values of the
variables in the subset without reference Other
to the values of the other variables. The
marginal probability is the probability of
an event irrespective of the outcome of
anOther Varlable o P(A) or P(B) Figure 4: The Marginal Distribution

Football

Conditional Probability

The conditional probability concept is one of the most fundamental in probability theory.
It defines the probability of one event occurring given that another event has occurred

P(A|B) = P(A, B) / P(B)

Figure 5: Expression of the Cong al Probability

Figure 2; If we want to calculate the probability that a person would like Rugby given
that they are a female, we must take the joint probability that the person is female and
likes rugby (P(Female and Rugby)) and divide it by the probability of the condition. In
this case, the probability is that the person is a female (P(Female)) which we can work
out from the margin to be 0.46 hence we get 0.11 (2 decimal places).

Let's write that up neater:

P(Female, Rugby) = 0.05

P(Female) = 0.46

P(Rugby | Female) = 0.05/0.46 = 0.11 (to 2 decimal places).

If we continued to fill in the probability of preferring a sport given the observant is a
female then we would have a Conditional Probability Distribution.
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Representation in

43}.'41;&]\

receiver

communication system

e Joint probability

column3
column? |/

(two variable)

Matrix M

Columns: represent receiver

Rows: transmitter Transmitter

m*n

N
pgi) PxLy2) POLY3) by vay
Lo~y .
Joint probability (p(x,y) : g
] . p(x2,y1)
connevtion between two points P(I‘OW, column) = T
probability represented by ¢, . P(x , y) =
p(x3.y1) _=
Marginal probability: L - " m*n
P)=Xjzap(xi,yj)
. . F_:L\h"“.m ".""“'ml.w
P(Xl):ijl p(x1,y)) | S T ™ rowl=p(xl)
P(Xz):Z}I:l p(xz ;y]) pizat)
P(Xm):Z}L NICY)) P(row, column) | Y row2=p(x2)
s oo ' P={ P(x1) P(2)...p(xm) } =1

-

i

L]

‘\

[

piydan) 'I

i

P(y)=Xi=1p(xi,yj) :
P(y)=2y p(xi, ;) :
P(y2)=X3-1 P(xi,y7)
P(yn)=Xi-1 P(xi,¥y)

x

POy
p={p(¥1) p(+2) ...p(M)} =1

rovy=p(m) P(X)

\
Marginal

probability.
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Example: if you have the joint probability matrix shown below, find the transmitted
and received prob. (marginal prob.).

yl y2
p(x,y)=x1|0.1 0.25
x2 |0 0.2
x3/10.25 0.2
Solution:
0.1 025 [s—rov! =P x
p(_‘Xi"y,)= 0 02 (|[x—Yewr - P X2
=7 A 025 02 |e—snos X
VL’\'?‘\ ):\\\ ) >0 \ R
QA
C‘o\v\vﬁ\’“'?j) et =P J2
P(x)=Xf-1 p(xi,¥J) Py)=Xi-1p(xi, y))
P(x1)=0.1+0.25=0.35 P(y1)=0.1+0+0.25 =0.35
P(x2)=0+0.2=0.2 P(y2)=0.25+0.2+0.2=0.65
P(x3)=0.25+0.2=0.45

Vorginal probabiliy. { P(x) = [0.35 02 0.45].note P(x) = 0.35+ 0.2+ 0.45=1
P(y)=[0.35 0.65 ] . note P(y) = 0.35+0.65=1

e Conditional probability.

p(y|X) : y is unknown, x is known
PNy _ p&xy)
p(x) p(x)

pxNy) _ p&xy)
py) ry)

dependent events  p(Yy[x)= . p(Xly)=

Independent event

e P(y,x)=P(y) *P(x)
e p(yIX)=p(y)
e p(xly)=p(x)
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Example : Roll a dice once , event A=6 appear, event B an even number appears, find
the condition probability.

Solution:
Sample space= {1,2,3,4,5,6}
A={6} B={24,6}

p(B|A): p(ANB) — p(AB)
p(A) p(A)
ANB = {6} p(AnB) =1/6
P(A)=1/6  p(B)=3/6

pBIA)=EE R = 2 =1

p(A)  1/6
_p(AnB) _ 1/6 _
p(A|B)= oB) yr 1/3
Example: if you have the joint probability matrix shown 1y
below, find the condition probability pEy)=x1| 0.1 0.25
x2| 0 0.2
Solution: x3| 025 02
pxy) pxy) . _
X)= —= X|y)= —=
PYX)= "% PXIY)= )

P(x)=[0.35 0.2 0.45].note P(x)=0.35+0.2+ 0.45=1
Marginal probability.
P(y) =[0.35 0.65 ] . note P(y) = 0.35+0.65=1

Px)=[0.35 0.2 0.45] | 0.1/0.35 0.25/0.35 0.286 0.714
p(y|X)= p(x,y)/p(x) = 0/02 0202 |=|0 1
0.25/0.45 0.2/0.45 0556  0.444

P(y)=[0.35 0.65 ]

0.1/0.35 0.25/0.65 0.286 0.384
PIXIY)= p(x, V) /P (¥)= 0/035 0.2/065 |=| 0 0.307
0.25/0.35 0.2/0.65 0714  0.307
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Mutual Aaial) ¢ 4 gaial) information

It is defined as the amount of information transferred where xi is transmited and vi is
received.

Definition The mutual information between two discreet random variables X, Y jointly
distributed according to p(x, y) is given by

p(xi,yi)

(i} yi)=oi Xy p (i, yD)log, - -2

Channel Capacity

define the channel capacity, C, as the maximum mutual information with respect to the input

distribution, Px,
C=maxpx I(X;Y).

The Information Rate
The information rate is represented by R and it is given as,

Information Rate : R=rH OR

" +imE
H =7 e
RX) - — &) 7 - ZP(Xi)’[:(Xi)

% £\

Here R is the information rate.

H is the Entropy or average information

And r is the rate at which messages are generated.

Information rate R is represented in average number of bits of information per second.
It is calculated as follows:
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. messages . bits
R=(rin —g)* (Hn ———)
second messages

= bits / second

Example:

APCM source transmits four samples (messages) with a rate 2B(bandwidth)
samples / second. The probabilities of occurrence of these 4 samples (messages)
are pl = p4 =1/8 and p2 = p3 = 3/8.

Find out the information rate of the source.
Solution:

To calculate the Entropy (H): We have four messages with probabilitiespl= p4
= 1/8 and p2 = p3 = 3/8. Average information H (or entropy) is given by equation as;

1 1 1 1
H =p, log,(—) + p, log,(—) + p,log,(—) + p, log, (—)
1 2 3 4
1 3 8 3 8 1 '
=—log, 8 +—log, — +—log, = +—1log, 8
3 g, 3 g, 3 g, 373 g,

8
H = 1.8 bits / message

Message rate r = 2B samples / second
Hence, R=rH
Putting values of r and H in the above equation ,
R = 2B messages / second * 1.8 bits / message

= 3.6 B bits/second

10



University of Mosul\ College of Computer Science and Mathematics
Dept.: Computer Science
Information theory and Data Compression
2024-2025
Lecturers: Assist. Prof Sundus Khaleel 4" Stage
4 % _palaall

Example :

In the transmission scheme of example 1, calculate the information rate if all messages
are equally likely.

Solution:

We know that there are four messages. Since they are equally likely, their
probabilities will be equal to 1/4, i.e., P1 =p2 = p3 = p4 = 1/4 Average information per
message (Entropy) is given by equation as,

1 | 1.. 1
H =p, logz(;) +p, log,(—) + p, log, (1;—\ +p,108,(—)

1 2 - Ps P
= 4p10g2(i) since pl =p2 =p3 =p4
p

= log, 4
= 2 bits/message

The information rate is given by equation as, R=rH

Here r = 2B messages/ sec. as obtained in example 1.
R = 2B messages / sec. * 2 bits / message
= 4B bits / sec.

Example: Having the text  AAABACBCCBBAAADBBBCD). Ift(A) =
7(B) = 7(C) = 0.1 usec and (D) = 0.2 usec. Calculate average Source Entropy
Rate R(X).

Solution:
7 7 4 2
piA = 55.PB) =55, P(C) =55, P(D) =55
7 7 1 1y, 1 1
H(x) —. (E X In (E) X2 +EX ln(g) +1g % 1In (ﬁ)) — 1 85677 bits/
n(2) symbol
H(X)
R(X)=—_
e

11
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— 7 7 1 — 1 -
T =2iti*PO) = (5 +5:,+2)*01x107° +—-x02x107°

=0.11*10° sec

R(x)= 18567 = bits/sec
&= Giix10° |

12
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Marginal Entropy, Joint Entropy,
Conditional Entropy, Mutual information
Entropy

Entropy measures the amount of information in a random variable
or the length of the message required to transmit the outcome-

Definition: Entropy

If X is a discrete random variable and P(x) is the value of its
probability distribution at x, then the entropy of X is:

H(X) = — > P(x) logz P(x)

xeX

@ Entropy is measured in bits (the log is log,);

@ intuitively, it measures amount of information (or uncertainty)
in random variable;

@ it can also be interpreted as the length of message to transmit
an outcome of the random variable;

@ note that H(X) > 0 by definition.

Joint Entropy

joint entropy is the amount of information in two (or more)
random variables;

Definition: Joint Entropy

If X and Y are discrete random variables and P(x, y) is the value
of their joint probability distribution at (x, y), then the joint
entropy of X and Y is:

HX,Y) ==Y P(x,y)log P(x,y)

xeX yeY

The joint entropy represents the amount of information needed on
average to specify the value of two discrete random variables.

1
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Example p(xy)=x1/ 025 0 0 O
x2/01 03 0 O
x3] 0 0.05 01 O
x4 0 0 0.05 0.1
x5/ 0 0 005 0

Find: 1- Marginal Entropy. (H(X) , H(y))

2- Joint Entropy. (HXxyY))
Solution:
1- Marginal Entropy. (H(X) , H(y))
P(X)=%f-1 (i, y)) PO)=2i1 p(xi, )
P(x1)=0.25 P(y1)=0.25+0.1=0.35
P(x2)=0.1+0.3=0.4 P(y2)=0.3+0.05=0.35
P(x3)=0.05+0.1=0.15 P(y3)=0.1+0.05+0.05=0.2
P(x4)=0.05+0.1=0.15 P(y4)=0.1
P(x5)=0.05
P(x)=[0.25 0.4 0.15 0.15 0.05]
Marginal probability.
P(y)=[0.35 0.35 0.2 0.1]
2 ; _
2 [ HX) =—Xi1p(xi) loga p(xi)
& = -[0.25 logz 0.25 +0.4 logz 0.4+0.15 log, 0.15+0.15 log, 0.15+0.05 log, 0.05]
E = 2.066 bits/symbol
2 —H(y) =— X p(yi) logz p(yi)
= =-[0.35 log; 0.35 +0.35 log, 0.35+0.2 log, 0.2+0.1 log, 0.1]

= 1.056 bits/symbol

2- Joint Entropy

Hx, y)=-31  Xjcap(xi,yj) loge p(xi,yj)
=-[0.2510g2 0.25 +0.1log2 0.1 + 0.310og2 0.3 +0.05 log2 0.05 +0.1 log2
0.1+0.05 log2 0.05+0.1 log2 0.1 +0.05 log2 0.05]

= [ 0.25 x(-2) + 0.1x (- 3.321) + 0.3% (-1.7319) + 0.05x (-4.321) + 0.1x( -
3.321)+0.05%(-4.321) + 0.1x( -3.321) + 0.05%(-4.321)] =2.665 bits/symbol

2
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Conditional Entropy

Conditional entropy is amount of information in one random variable given weal ready
know the other.

Definition: Conditional Entropy

If X and Y are discrete random variables and P(x, y) and P(y|x)
are the values of their joint and conditional probability
distributions, then:

H(Y|X) = Z z x,y)log P(y|x)

xeEX yeY

is the conditional entropy of Y given X.

The conditional entropy indicates how much extra information you
still need to supply on average to communicate Y given that the
other party knows X.

Conditional Entropy

For probability distributions we defined:

P(y|x) = PP('X)

A similar theorem holds for entropy:

Theorem: Conditional Entropy

If X and Y are discrete random variables with joint entropy
H(X, Y) and the marginal entropy of X is H(X), then:

H(Y|X) = H(X,Y) — H(X)

Division instead of subtraction as entropy is defined on logarithms.
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Defmition: Cham Rule For Entropy
HX,Y)=HX)+ H(Y|X)=H(y)+ HX|Y).
Remark: Note that H(Y|X)# H(X|Y). However,
HX)- HX|Y)=H(Y) - H(Y|X),

Mutual Information
Definition Consider two random variables X and ¥ with a joint proba-
bility mass function p(x, y) and marginal probability mass functions p(x)
and p(y). The mutual information I(X; Y) is the relative entropy between

the joint distribution and the product distribution p(x)p(y):

p(x,y)
1{X;Y)= ) (x, v) log
;;I T @ p()
- What happens to information transferred across channel
I(X,Y) = H(X) - H(X|Y)
av. conveyed information source entropy av. information lost
I(X3;Y) — H(Y) - H(Y|X)
av. conveyed information destination entropy error entropy

The mutual information between two variables is 0 if and only if the
two variables are statistically independent.
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Find: 3 - Conditional Entropy.  (H(y|x) , H(X]y)) vl v2 v¥3 vy4
4- Mutual information. (1(x;y)) x1/025 0 0 0
solution px.y)= x2 01 03 0 0
x3| 0 005 0.1 0O
Conditional Entropy. ( H(y[x) , H(X]y) ) x4 | 0 0 0.05 0.1
x5 0 0 005 0
P(x)=[0.25 0.4 0.15 0.15 0.05] — .
PO . N
02517 0 o o y1|x1):%= 2=
04 |14 3 W
_ pxy) _ p(x3y3) _ 0.1
p(le)— m 0.15] 0 1/3 2/3 0 p(y3|X3)— m E £
0151 0 0 13 213
005L0 0 1 0 .
Z..: Conditional Entropy
=]
E > HYK=-Z%; XiapGi,yp) log plix) OR HyX)=H(x, y)-H(X)
% = —-[ 0.25 log, 1 + 0.1 logzx1/4 + 0.3 logy
z 3/4+0.05 logy 1/3+0.1 logy 2/3+0.05 logz 1/3+0.1 logy
2/3+0.05 logy 1]
= 0.6 bits/symbol  Conditional Entropy
P(y)=[ 0.35 0.35 mw
- _ p(xiy1l) _ 0.25
5/7 07)/0_‘ p(x1lyl)= o0 IR
_ p(x2,y1) _ 0.1
_ b&xy) _ P(x2y2) _ 0.03
p)=222 | 0 a7 1//2/6/ Nﬂlyf)s o2 ~oss
_ P(x5y3) _ 0.
2 0O 0 14 1 p(x5|y3)= 53 oz
s > L 0 0 14 0
=
p HXly)=- 372y Bioap(xi, yj) logz p(xily) OR  H(xly)=H(x, y)-H(y)
3 = -[ 0.25 logz, 5/7 + 0.1 logy 2/7 +
0.3 logz 6/7 + 0.05 log, 1/7+0.1 logy, 1/2+0.05
log, 1/4+0.1 log 1+0.05 logy 1/4]

= 0.809 bits/symbol

- Mutual Entropy (Mutual Information)

1(6;y)=H(x)-H(x]y)
= 2.066-0.809
I(x;y) = 1.157 bits/symbol
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Venn Diagram of Representation of the channel. el

H(y[x)

X Y noise Jia

entropy

Dl g

s noise

aal g

channel

e pin H(cy

Source entropy destination entropy loss Jia

entropy

X Y X Y sl gl
H(X.Y) H(Y/X)

system entropy error entropy
X Y X Y
H(X/Y) I(X,Y)
information lost conveyed information
information
L Jdal) )
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H(X) H(Y)

H(X,Y)

. XandY are independent: It’s safe then to say that X and Y don’t have
a mutual information, because H(X, Y) = H(X) + H(Y)
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. X and Y are dependent: since H(X, Y) < H(X) + H(Y), then there’s a
sort of redundant information that is counted once we’re computing their
information together, this information is called mutual information and
yes it’s the difference between the sum of information and the information
of both. We can also interpret it in different way depending on each of the

following equalities:

I(X;Y)=H(X)+H®Y)- H(X,Y)
= H(X)+ HY)-H({Y | X) - H(X)
=H(X)+HY)-H(X|Y)-H()
=HY)-HY |X)=HX)-H(X|Y)
=H(X,Y)-HY | X)-H(X|Y)

p(z,y)
— ZZ;) (z,y) log, (—( )I'(l/))
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Communication Channel& Channel Capacity

Outline:

Definition of Communication Channel

Discrete Memoryless Channel (DMC)

Special Channels
- Lossless channel
- Deterministic channel

- Noiseless Channel (Ideal channel)

Symmetric Channels

- Binary Symmetric Channel (BSC)
- Ternary Symmetric Channel (TSC)

A Communication Channel: is the path or medium through which the symbols

flow to the receiver.

el 5 gl A (e 38055 A o gl 1 jlsall & Juaiy) 3l
. Discrete Memoryless Channels

A discrete memoryless channel
(DMC) is a statistical model
with an input X and an output Y
(Fig. 1). During each unit of the
time (signaling interval), the
channel accepts an input symbol
from X, and in response it
generates an output symbol
from Y. The channel is
"discrete” when the alphabets of
X and Y are both finite. It is

>x —» Plylx) —>v<

X; » .Y
L L
Xm-) l"&cy

Fig. 1 Discrete memoryless channel.
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"memoryless" when the current output depends on only the current input and not on any
of the previous inputs.

(1 JREN) Y 7 a5 X Jaa Slaa) #3508 a1 Discrete Memoryless Channel (DMC)

(3OS e 3l Jhaldll) el e Ban g JS JYAY (e zlA) ey (ois X e JR) ey sl s

Jaay) e aaiey i #) AV ) dua M SIS a5 Basma Y 5 X o) A "discrete” sLall ¢ oS
Al Coaa) e ol e Gl g das )

A diagram of a DMC with m inputs and n outputs is illustrated in Fig. 1. The input X
consists of input symbols X1 Xz, ..., Xm. The a priori probabilities of these source symbols
P(x) are assumed to be known. The output Y consists of output symbols y1, y2, .. Yn-
Each possible input-to-output path is indicated along with a conditional probability
P(yj|xi), where P(y; | xi) is the conditional probability of obtaining output y; given that

the input is x;, and is called a_channel transition probability.

B. Channel Matrix:

A channel is completely specified by the complete set of transition probabilities.
Accordingly, the channel

of Fig.1 is often specified Py| %) POn|x) - PGy, |x)]

by the matrix of P
y I} P{y _;l') sen P{y” x }

transition probabilities [P(Y|X)]= 15 2|2 | x,

[P (Y | X)], given by

prob.1. POI[xn) PO2| ) o P(a| X))

The matrix [P(Y | X)] is
called the channel matrix.

Since each input to the channel c B ,
results in some output, each row 2 P(y; L x;)=1 foralli (1)
of the channel matrix must sum J=1

to unity; that is,
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C. Special Channels (different Types of Channels):

1. Lossless Channel:

A channel described by a channel matrix with only one nonzero element in each
column is called a lossless channel. An example of a lossless channel is shown in
Fig.2, and the corresponding channel matrix is shown in prob. (2).

1 1
: 4 3
2 Lo oo 2 o h
B - \y
1|2 X 3 4
[P(Y|X)]=|0 © 3 3//0 (2) s‘-\._\‘
[0 0] 0 01 1 Vs

Fig. 2 Lossless channel.

For a lossless channel, H(X | ¥) = 0 (Prob. 1) and

IX;Y) = HX)

Thus, the mutual information (information transfer) is equal to the input (source) entropy, and no source infor-
mation is lost in transmission. Consequently, thefchanﬂel capac:1ty=per symbol is

T e o i s e

'C = max H(X)= logqmi
{P( i)}
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2. Deterministic Channel:

A channel described by a channel *1 \-l\

matrix with only one nonzero element X, ® > Y
. . .. 1
in each row is called a deterministic

channel. An example of a deterministic Xy » — Yo
: N 1
channel is shown in Fig. 3, and the _'//
X4

corresponding channel matrix is shown

. Y3
in prob. (3). //
X 1

Note that since each row has only one
nonzero element, this element must be

unity by prob. (1). Thus, when a given m
1 0 0

source symbol is sent in the |
deterministic channel, it is clear [p(ylx)]= 01 0 (3)
which output symbol will be received. 01 0

0 0 1

For a deterministic channel, H(Y | X) = 0 for all input distributions P(x,),and

IX;Y)=H(Y)

Thus, the information transfer is equal to the output entropy. The channel capamty jper symbol is

C = max H(Y)—logzn’
S L €70 ) E—

where n is the number of symbols in Y.
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3. Noiseless (ideal)Channel:

A channel is called noiseless if it is both lossless and deterministic. A noiseless
channel is shown in Fig. 4.

The channel matrix has only one

1
element in each row and in each  *1° > *Ys
column, and this element is unity.  x, > o,
Note that the input and output 1 .
alphabets are of the same size; that is, O .
m = n for the noiseless channel. X .Y,

-1

Fig. 4 Noiseless channel.

4)

O = O
—_— 0 O

1
[PY|X)]=|0
0

Since a noiseless channel is both lossless and deterministic, we have

IX; Y) = HX) = H(Y)

and the; channel capac1ty per symbol is

e i e — i r—— —— L T R

EH.C = log,m = log,n :

o e wmLnls wnms e S a e n s R v, =
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D. Symmetric Channel:

A communication channel is considered as symmetric only when it satisfies the
following two conditions:

1- Equal number of symbols in X & Y, i.e. the conditional probability P(Y|X) is a
square matrix.

2- Each row in the conditional probability matrix P(Y|X) comes from other row in
the matrix after changing (shift) the positions of its elements.

1. Binary Symmetric Channel:

The binary symmetric channel (BSC) is defined

by the channel diagram shown in Fig.5, and its " * = "
channel matrix is given by prob. (5). p

x=1 1-p

Fig. -5 Binary symmetrical channel.

p](s) P(yi=0[x=0)=1—-P
1=p P(y1 = O, = 1) = P

Plye:= 1pa =10)= P
The channel has two inputs (x1 =0, x,=1)and Py, = 1[X2=1)=1—- P
two outputs (y1 = 0 ,y2 = 1).

1
[PY| X)) = [

The channel is symmetric because

the probability of receiving a 1 if a 0 is sent is the same as the probability of receiving a
0 ifa 1 is sent. This common transition probability is denoted by p.
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For the BSC of Fig. 5, the mutual information is (Prob. 5.

IX;Y)=HY)+ plog,p + (1 — p)log,(1 — p)

and the channel capa(:lty‘!per symbol is

—F

| S ——

._-._._—-.--.__._.--..---....-—..,.-.._-._....--n-—"__.__--"-—-“,.-_h,—..n-_

'C =1+ plog,p + (I —p)lﬂgz(l—p);

B

it e amnia A e S e LSRR S L

2. Ternary Symmetric Channel (TSC) :
In this model, the number of symbols in

X &Y are equal to 3. Therefore,
transition probability diagram of TSC is

given by

1-pe € P
P(Y|X) = P 1-p-e e
e P 1-p-e
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Communication Channel& Channel Capacity

Exercises
EX.1 : Find the channel capacity for BSC shown then draw the channel.

P{Y.RX]{

0.7 03T
03 07/
Sol.

, . .
=1+pl + (1 - p)log,(1 —
EC, 1+ plog,p+ (1 —p) Zfz( p)

K

@%Y/ﬁﬂmwd\;wgﬁmﬂﬁﬂw K dad » 4ha5

0.7

K= 0.7 log2 0.7 + 0.3 log2 0.3 = - 0.8823 .
|

C =1 +(- 0.8823) = 0.118 bit / symbol

X3

0.7

EX.2 : Binary Symmetric Channel (BSC) have p(y1\x1)=0.7, Draw channel model.

Sol.: S
EP(yjlx,-)=1 for all i (1)
j=1

p(y2\x1) =1- p(y1\x1)=1-0.7=0.3

Symmetric Channel:

1- Equal number of symbols in X & Y, i.e. the conditional probability P(Y|X) is a square matrix (2*2).
2- Eachrow in the conditional probability matrix P(Y|X) comes from other row in the matrix after changing

(shift) the positions of its elements.

0.7
_ X ¥ Y,
0.7 .
P(Y xxg:@a P
0.3 0.?_' X, Y,
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- EX.3: Draw channel model if you have the following p(y\x) = o 1
0.5 0.5
Sol.
source destination

channel model

Ex. 4: Suppose The Channel Model In The Following Figure, P(X1)=0.6, Find
H(X), H(Y), H(X,Y), Noise And Loss Entropy.

x1 0.8 >yl

Sol. :
From the figure we find p(y\x).

0.8

_0. 0.
p(y0= " 0

W =

0.1
0.7

Because ), p(x)=1 and p (x1) =0.6 then p(x2)=1-0.6=0.4

P(x)= 0.6 0.4
pyb)=2EX i y)=p(y ) p(x)

PO

_08 01 01
PUYI="0" 0.7 03 = 0B o4

_0.48 0.06 0.06
PXYE "o 0.28 0.12
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P(y)=Xi=1p(xi,yj)
P(y)=1[0.48 0.34 0.18]

H(X) = — > _P(x) logs P(x)

xeX

H(x)=-[ 0.6 10g20.6 + 0.4 l0gz 0.4]=0.97 bit/symbol

H(y)=-[ 0.48 log, 0.48 + 0.34 log, 0.34 +0.18 l0g, 0.18]= 1.48 bit/symbol

H(X,Y) ==Y P(x.y)log P(x.y)

xEX yeY

H(x,y)=-[ 0.48 log> 0.48 + 0.06 log. 0.06 + 0.06 log2 0.06 +0.28 log2 0.28 + 0.12 log 0.12]= 1.876 bit/symbol

Noise Entropy

- | N .
HYIX) = HX Y) — ) | o 00 = EEP(x.y>nogp{y|x)

H(y\x)= 1.876-0.97=0,906 bit/symbol

Loss Entropy
H(X|Y) = H(X,Y) - H(Y)
H(x\y)= 1.876-1.48=0,39 bit/symbol
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EX. 5 : A source produces dots """ & dashes '-"" with probability P(dot) = 0.65, if
time duration of a dot is 200 ms and that for a dash is 800 ms. Find the average
source entropy R(X).

Sol: Rox) = HO0

P(dot) = 0.65 P(dash)=1-P(dot) =1-0.65 =0.35 T
tdot=200 ms, T dash =800 ms 2
' =>"7,.P(X,)

=1

H(X)=) p(x).logp(x) =-[0.65 log2(0.65) + 0.35 logz(0.35)] = 0.934 bit/symbol
T ' ==[200*0.65 + 800*0.35]= 410 ms

R(X) =—223% =2 278*103 bit/sec

T410%1073
0.5 0.25

Ex. 6: The joint prob. is given by ~ P(X,Y)=| 0  0.125
).0625 0.0625

Find : 1. Marginal entropies

2. System Entropies
3. Noise and losses entropies
4. Transinformation
5. Draw the channel model
Sol:
2
1. PX)=Sprx,.r)=1075 0.125 0.125]

j=l

P(Y)= Y Px,.v,)=[0.5625 0.4375]

H(X) =- S P(X,).log, P(X,) = - [0.75 log, (0.75) +2%0.125 log:(0.125)]

1.06127 bits/symbol

H(Y) = - jl’nj )log, P(Y,) = = [0.5625 10g,(0.5625) +0.4375 log,(0.4375)]

)=l

0.9887 bits/symbol
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- HX.Y)=)=- S P(X,.¥))log, P(X,.Y,) = -[0.510g:(0.5)+ 0.25 log,(0.25)

i=1 =]

+0.125 logz (0.125)+2%0.0625 log, (0.0625)] =1.875 bits/symbols

. HIYAX)= HIX)Y) - H(X) = 1.875-1.06127 = 0.81373 bit/symbol.

H(X\Y)= H(X.Y) - H(Y) = 1.875 - 0.9887 = 0.8863 bit/symbol

4, IIX.Y)=H(X)-H(X\Y) = 0.17497 bits/symbol

h

P( Y;'Lx;] =

r
05

0.75
0
0.125
0.0625
0.125

.

025
075
0.125
0.125
0.0625

-
0.125 J

f

- To draw a channel, we find P(Y;\Xj) =

b | = = | = w2

P(X,.Y,)

o | =

.,__;I_. — ] —

P(X,)

“
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Source Coding

(Entropy Encoding)

An important problem in communications is the efficient representation of data
generated by a discrete source. The process by which this representation is accomplished
is called source encoding.

The device that performs the representation is called a source encoder. Our primary
interest is in the development of an efficient source encoder that satisfies two functional
requirements:

1. The code words produced by the encoder are in binary form.

2. The source code is uniquely decodable, so that the original source sequence can be
reconstructed perfectly from the encoded binary sequence.

Source coding does not change or alter the source entropy, i.e. the average number of
information bits per source symbol. In this sense source entropy is a fundamental
property of the source.

ACBDAABCD... 01001011...

Source coding techniques:

1- Fixed length Code
2- Variable length Code
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1- Fixed length Code

A fixed length code is a kind of channel coding that was used in earlier
communication systems. The idea is simple: let's suppose you want to encode an
alphabet {A1l, A2, A3, ... Ak}. A fixed length code C is a set of code words {C1,.... ,
Ck} , all of the same number of bits, each of which encodes a specific element of the
alphabet. if the alphabet of messages is {A, B, C, D, E} then 3 bits suffice to represent
these five elements, and you can choose the

A=000B=001C=010D=011E=100

Example: (The abcd-file).

Consider file with symbols ‘a’, ‘b’, ‘¢’ and ‘d’:
bdaccdaadaabbcaaabbaaabaaacbdaab.....

and suppose that

P(a) =1/2
P(b) = 1/4
P(c) =1/8
P(d) = 1/8
This we want to code (binary)
| code word
i ) a <« 00—
As all code words € {00,01,10,11} consist of two bits: b 01
(average) # bits per symbol = 2 -
c « 10
d <« 11

For example:

Coding: “ababc” —> 0001000110

Decoding:

This coding is decodable : As all code words € {00,01,10,11} consist of two bits:
(average) # bits per symbol = 2

0001000110 ——> ababc
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2- Variable length Code
A. Shannon Fano Coding (Claude Shannon and Robert Fano)
B. Huffman Coding
C. Arithmetic Coding

A- Shannon Fano Coding

o Shannon Fano Algorithm is an entropy encoding technique for lossless data
compression of multimedia. Named after Claude Shannon and Robert Fano, it
assigns a code to each symbol based on their probabilities of occurrence. It is a
variable length encoding scheme, that is, the codes assigned to the symbols will be
of varying length.

e Itis A top - down approach.

HOW DOES IT WORK?
The steps of the algorithm are as follows:

1. Create a list of probabilities or frequency counts for the given set of symbols so
that the relative frequency of occurrence of each symbol is known.

2. Sort the list of symbols in decreasing order of probability, the most probable
ones to the left and least probable to the right.

3. Split the list into two parts, each with approximately same number of counts,
i.e. split in two so as to minimize difference in total probability or counts .

4. Assign the value 0 to the left part and 1 to the right part.

5. Repeat the steps 3 and 4 for each part, until all the symbols are split into

individual subgroups.
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Examplel: For the given set of symbols
“EBECDEDAEECCEEEADBEBDAEEECBDCCADBCEBEAE*®
1- Construct the Code word for each symbol by using Shannon-Fano technique.

2- find size of transited message.

1- Solution:

Step1l : Count symbols in stream:

Step 2 :
Sort the list of symbols in decreasing order. Symbol E C B D A Total
Count 15 7 6 6 5 39
Step3 : Splitthelist into two parts, d:difference

E=15, C+BiD+A=24 d=24-159

Count 15 6 6 3
E CB DA E+C=i547=22 , B+D+A=17 d=22-17=5
Step2 4 : Assign the value o
to the [4{ part and 1 to the E+C+B=15+7+6=28 ,D+A=6+5=1n d=28-11= =17
right part.
Step2 5 : Repeat B DA

thestepsgandl; B=6 ,D+A=6+5=11 d=n-6=5
\ / B+D=12 , A=5 d=125=7
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Symbol . code

A 111
B: 10

C01

D. 110

E. 00

LR oo

‘EBECDEDAEECCEEEADBEBDAEEECBDCCADBCEBEAE®
2-find size of transited message

2- Solution:
Symbol Count Code #of bits
E 15 00 30
C 7 01 14
B 6 10 12
D 6 110 18
A 5 111 15

TOTAL (# of bits): 89
\ //
\ /

size of transitedmessage (codeddatastrean) = 89-bits
size of transited message (Raw token 8 bitsper (39 chars)= 312 bits
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Examplel:
Given task is to construct Shannon codes for the given set of symbols using the Shannon-Fano

lossless compression technique.

SYMBOL A B Cc D E
PROBABILITY
OR 0.22 0.28 0.15 0.30 0.05
FRQUENCY

THE SYMBOLS AND THEIR PROBABILITY / FREQUENCY
ARE TAKEN AS INPUTS.
(In case of Frequency, the values can be any number )

Solution:

Let P(x) be the probability of occurrence of symbol x:

Step 1& Step2: Sort the list of symbols in decreasing order of probability

SYMBOL D B A > E
PROBABILITY
OR 0.30 0.28 0.22 0.15 0.05
FRQUENCY

INPUTS ARE SORTED ACCORDING
TO THEIR PROBABILITY /| FREQUENCY
( Here they are sorted according to their probability )

Step 3:
1. Upon arranging the symbols in decreasing order of probability:
P(D) +P(B) = 0.30 + 0.2 = 0.58
and,
P(A) + P(C) + P(E) = 0.22 + 0.15 + 0.05 = 0.42

And since the almost equally split the table, the most is divid edit the block quote table is
block quoten to
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{D, B} and {A, C, E}
and assign them the values 0 and 1 respectively.

Step2:

Tree:

Root

TREE AFTER STEP 2

2. Now, in {D, B} group,
P(D) =0.30 and P(B) = 0.28
which means that P(D)~P(B), so divide {D, B} into {D} and {B} and assign 0 to D and 1 to B.

Step3:

SYMBOL D B A Cc E
PROBABILITY
OR 0.30 0.28 0.22 0.15 0.05
FRQUENCY
1
SYMBOL D B SYMBOL A Cc E
PROBABILITY PROBABILITY
OR 0.30 0.28 OR 0.22 0.15 0.05
FRQUENCY FRQUENCY

THE SYMBOLS ARE DIVIDED INTO TWO
SUCH THAT THE TOTAL PROBABILITY / FREQUENCY
OF LEFT SIDE ALMOST SAME AS THAT OF RIGHT SIDE


https://youtu.be/yNUdPSsgUHY

University of Mosul\ College of Computer Science and Mathematics
Dept.: Computer Science
Information theory and Coding
2024-2025
Lecturer: Assist. Prof. Sundus Khaleel Ebraheem 4" Stage

https://youtu.be/yNUdPSsgUHY : 85 salaall Ll

Tree:

Root

Level 1

TREE AFTER STEP 3

3. In{A,C, E}group,
P(A) = 0.22 and P(C) + P(E) = 0.20
So the group is divided into
{A} and {C, E}

and they are assigned values 0 and 1 respectively.

4. In{C, E} group,
P(C) =0.15and P(E) =0.05

So divide them into {C} and {E} and assign 0 to {C} and 1 to {E}
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Step4:
)
SYMBOL D B A C E
PROBABILITY
OR 0.30 0.28 0.22 0.15 0.05
FRQUENCY
i —
'
SYMBOL D B SYMBOL A Cc E
PROBABILITY PROBABILITY
OR 0.30 0.28 OR 0.22 0.15 0.05
FRQUENCY FRQUENCY
! :
' ' ]
'
{ y
SYMBOL D symgoL | B SYMBOL A SYMBOL C JE
PROBABILITY |PROBABILITY PROBABILITY PROBABILITY
OR 0.30 OR 0.28 OR 0.22 OR 0.15 0.05
FRQUENCY FRQUENCY FRQUENCY FRQUENCY
SYMBOL symsoL | E
PROBABILITY
OR 0.05
FRQUENCY FRQUENCY

THE SYMBOLS ARE CONTINUED TO BE DIVIDED INTO TWO
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Tree:

- o
D B A c E
Root
0,30 0.28 0.22 0,15 0.05

Lewvel 3

TREE AFTER STEF 4

Note: The splitting is now stopped as each symbol is separated now.

The Shannon codes for the set of symbols are:

ee—

HL D B A c ;‘-.
{PROBABILITY P
OR 0.30 0.28 0.22 0.15 0.05
FRQ . | "]

SHANNON-
EANO CODE o0 01 10 110 111

10
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Source Coding

(Entropy Encoding)

Variable length Code

A. Shannon Fano Coding (Claude Shannon and Robert Fano)
B. Huffman Coding
C. Arithmetic Coding

B- Huffman coding:
e Huffman coding is an effective method for lossless data compression,

based on the principle of assigning shorter codes to more frequent
symbols. It uses a bottom-up approach to build a binary tree
representing the coding symbols.

e Huffman coding is characterized by its high efficiency, relative
simplicity, and ability to provide lossless compression. However, it
requires prior knowledge of the frequency of each symbol and the
coding tree must be stored with the compressed data for decoding

e This method is widely used in various applications such as image,
audio, video, and file compression, and is an essential component of
many modern compression standards, examples: JPEG, MPEG, MP3..

Huffman Algorithm:

=

Initialization: put all nodes in a list, keep it sorted at all times

2. Find 2 symbols with the smallest probability/ frequency and then merge
them to create a new “node" and treat it as a new symbol.

3. Repeat steps 1 and 2 until there is only 1 symbol left. At this point, we
created a binary tree.

4. Assign the value 0 to the top part and 1 to the bottom part.
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Examplel : If P(a3)=0.2, P(a4)=0.1, P(a5)=0.05, P(a6)=0.05, P(al1)=0.35,
P(a2)=0.25. Using Huffman code to find Code word for each symbol.

Solution:
0
a, 035 035 035 04 0.6
4 ]_l
a 025 025 025 /0352 04

2 1
a. 02 02 027 025

a, 01 017,024
. I

a 0.05];0.1 :

a_ 005-"

Huffman coding

a 035 00
a, 0.25 01
a, 0.2 10
a, & 110
a, 0.05 1110
a, 0.0 1111
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Example2 : If you have message of 4 variables with length 100 symbols,
Where the count of each variable is: A=20, B=40, C=10, D=30. Fill the
following table by applying Huffman coding algorithm. [10 M]

Solution:

symbal Probability 1 2
B (.4 034 —= (LG - 1
D .3 . 0. 'I--_I .1 J
A (0,2 ——= (0.3
C 1 8]
.1

variable | Code word | number of | Probability
variables in | of variable
this message

A 010 20 0.2
B 1 40 0.4
C 011 10 0.1
D 00 30 0.3



https://youtu.be/yNUdPSsgUHY

University of Mosul\ College of Computer Science and Mathematics
Dept.: Computer Science
Information theory and Coding
2024-2025
Lecturer: Assist. Prof. Sundus Khaleel Ebraheem 4" Stage

https://youtu.be/yNUdPSsgUHY : 95 salaall Ly

Example 3:
Let us assume we have the following text: "COMPUTER SCIENCE"
First, we calculate the frequency of each character:

. C:3

. 01

. M:1

. P:1

. Ul

. T:1

. E:3

. R:1

. S:1

. i1

. N: 1

. '"":1  (forthe space)
Total number of characters: 16
Probabilities:

. P(C)=3/16 =0.1875

. P(O)=1/16 =0.0625

. P(M)=1/16 =0.0625

. P(P)=1/16 =0.0625
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. P(U)=1/16 = 0.0625

. P(T)=1/16=0.0625

. P(E)=3/16 =0.1875

. P(R)=1/16 =0.0625

. P(S)=1/16 =0.0625

. P(l) = 1/16 = 0.0625

. P(N)=1/16 = 0.0625

. P("") =1/16 = 0.0625 (for the space)

Applying Huffman Algorithm: We begin by merging the symbols with the
lowest probabilities and continue until we obtain a complete tree.

30l b pa il LAY (g gbosi Alla 8 Ll i 3 ; ddaaSle

0.5625
o 4375 0.4375
0.3125 0. 3125
0.25 0.25 o. zs
0.25 0. zs
C 0.1875 0.1875 0.1875 0.1875 0.1875 0.1875 0.1875 0.1875 0 0. 1375
e 0.1875 0.1875 0.1875 0.1875 0.1875 0.1875 0.1875 0. 1875
- 0.125 0.125 0.125 0.125 0.125 0.125 0.125
> 0.125 0.125 0.125 0.125 0. 125
0.125 0.125 0125 0 0. 125
0.125 0125 |_
0.125
M 0.0625 0.0625 0.0625 0.0625 0.0625 1
N 0.0625 0.0625 0.0625 0.0625 0. 062;|
0 0.0625 0.0625 0.0625 0.0625
P 0.0625 0.0625 0.0625 0.0625
R 0.0625 0.0625 0.0625 1
S 0.0625 0.0625 0 0.0625
T 0.0625 0.0625 1
U 0.0625 0 0.0625
1

0.0625 1
0.0625
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Final Huffman Code Outputs:

C:11

e :000

m : 0110
n:0111
0:0100
p:0101
r:1010
s:1011
t:1000
u:1001

| :0010
"' 0011 (ALl

"‘computer science''=

“11 0100 0110 1010 1001 1000 000 1010 0011 1011 11 0010 000 0111 11 000”
Compression Efficiency:

. Original message length (assuming 8 bits per ASCII character): 16 x 8
= 128 bits

. Compressed message length: 3*2 + 3*3 + 10*4= 55 bits
. Compression ratio: (128-55)+128=73+128=0.57*100=57%
Benefits of Huffman Coding:

1. Compression Efficiency: It provides a high compression ratio,
especially with data having non-uniform distribution.

2. Implementation Simplicity: The algorithm is relatively easy to
implement and understand.

3. Lossless Compression: It preserves all original information.
6
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4. Unique Decodability: The encoded message can be decoded without

ambiguity.

5. Flexibility: It can be applied to various types of data.
Entropy Calculation and Coding Efficiency:

Entropy H(X) represents the theoretical minimum average code length
required for source coding, and is calculated as follows:

H(X) = - P(xi) x logz P(x1)
Where P(xi) is the probability of symbol xi.
Example of Entropy Calculation:
For the previous example "COMPUTER SCIENCE":
H(X) = -(6x0.1875x 10g,(0.1875) + 10 x 0.0625 x log.(0.0625)) = --bits/symbol
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Arithmetic coding

e Arithmetic coding is a form of entropy encoding used in lossless data compression.

e Arithmetic coding differs from other forms of entropy encoding, such as Huffman
coding, in that rather than separating the input into component symbols and replacing
each with a code, arithmetic coding encodes the entire message into a single
number(message given a unique tag value), an arbitrary-precision fraction g where
0.0 <q<1.0. It represents the current information as a range, defined by two numbers.

e Tag value is calculated as average lower and upper limit.

Arithmetic Coding Algorithm
The main steps of arithmetic coding are as follows:-
1. Defining two variables Low and High which define an interval [Low, High), i.e. Start
by defining the “current interval” as [0,1).
2. Repeat the following two steps for each symbol in the input stream:
2.1 Divide the current interval into subintervals whose sizes are proportional to the
symbols probabilities.
2.2 Select the subinterval corresponding to the symbol that actually occurs next in the
file, and make it the new current interval.
3. When the entire input stream has been processed in this way, the output should be any

number that uniquely identifies the current interval.
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Example 1:

Consider the transmission of a message “went.” comprising a string
of characters with probability ¢20.3. n=20.3. t20.2, w=20.1.
S2=20.1.

Step 1
|
0.9~

0.8 —.

0.6

0.3

e

0-1.

0 oo ddlaia¥) d e (Jiul) (e 085 eV unn Adlaia¥) dad f) anV) Judull adiey : daadla
eV A JaY e 1 )
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Step 1 Step 2
| — : #Q-.g —_
0.94-7" 0.89l
W W
0.8 -\ 0.88+
D t
0.64+ Y\ 0.86}
n n
0.34 . .83+
. \'l.\ L0
e % e
0L 0.8 L

Range of ‘t'=0.86 : [0.86+0.1 (0.2)]= 0.86 : 0.88

Range of *w'=0.88 : [0.88+0.1 (0.1)]= 0.88 : 0.89
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Step 1 Step 2 Step 3
T, 09— 0.831"%
/// . / o
0917 089 ggort
W W ; w
081, 0881  Daoul
0.6+ \\ 0861l /
n o\ / 0.818f
\ n
0.3 \ 0.83¢1 7
\ 0.809}
e é e e
oL o8 1. _ 908 |

’I\-lﬂ(
l“lu('!'
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Step 1 Step 2 Step 3 Step 4 Step 5
| - 0,9 +— 083 0818 0816
o // - . / . -
0.94"" o089 |, /gg AL 0T 0.5{602T
W wo Wy ¥ o f W
L / t
0.64- \\ 086l / t/ ? :
n o\ ,}/ 0.818+ 0.8144 4+ \ 0.81548+
\ n n\ n
0.3+ \0.83¢ 7 \
\ 0.809—-\\0.81 174 0)&{94 = I8
B (B pe | W | B
0-L 08 L. B8 L gg0el 081441

ey AL Jead Ladie (a8 gl

Arithmetic Code word And Tag

Generation of Tag:
Tag = (Upper limit of code word + Lower limit
of code word)/2

r

Tag = (0.8162+ 0.81602)/ 2

=().81611
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Arithmetic Decoding Procedure

» Decode the message (0.3735 given the coding model.

Symbol / C E
Probability 0.1 0.4 0.5

Ao Aan e oy o 5V B shaall (8 e il dse ) A el G 5 decoding el i el A b
Al 5 gladl) 3 agle Jeall da M) Coall apan il Gadl) g o 30 5 jidll aaa3 S5 5 Aaliusall Allus )l
Adlival) dadl) ) Jead o () 5 a5 ghadl) ) S5

Solution :
Step 1 Step 2 Step 3 Step 4
| - R 0.6 0,58+
e / | ~ |
| -~ | ' L <
Sl 7 P
0.9 0.85+ 7 0584~ -~ 0.57 4=
E | e E
P E
0.4« 0.6+ 0484 052 1
~ B
C ™ c C 9
0 L 4 ——— 2L 0.48 -

The decoded _message is obtained b;
tracing the expanded charactersi.e. **
ECE!”

H.W. Write the Decoding steps for Arithmetic coding.
6



University of Mosul\ College of Computer Science and Mathematics
Dept.: Computer Science
Information theory and Data Compression
2024-2025
Lecturer: Assist. Prof. Sundus Khaleel Ebraheem 4% Stage
https://youtu.be/xA97ihEXnFU 115 palaall Loyl

Channel Coding

Components of a communication system : (Information Source, Transmitter,
Channel, Receiver, and Destination).

A communication system sometimes encounter several obstacles <lee to the surrounding
environment with the components, the communication channel is most of these
components is liable 4&_e to be affected 3l by what may alter or corrupt sl s 38 La

24 the transmitted data (eg: error or noise deliberate ia or unintentional <
daxiall, ),

Therefore, when this system requires high reliability, we are forced to develop a
mechanism to ensure that it does not occur any error in the receiver, digital systems have

been able to do so flexibly.

Purpose of Channel Coding :
for Reliable Communication either
1. to protect information from channel noise, distortion and jamming. Or
2. to protect information from the 3 ™ parity (enemy) which is the subject of

encryption.
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Error Detecting And Correcting Codes

Concept:

The basic idea behind error detecting or correcting codes is to add extra bits (or digits)
to the information such that the receiver can use it to detect or correct errors with limited
capabilities.

These extra redundant bits are called parity or check or correction bits.

So, if for each k digits, r parity bits are added then, the transmitted k+r=n bits will have r
redundant bits and the code is called (n,k) code with code efficiency or rate of (k/n). In
general, the ability of detection or correction depends on the techniques used and the n, k
parameters.

- k o r=n—k

i i codeword i
Information bits Parity bits Information K bit n bit

. ﬁ Channel ﬁ

n codeword length code

code write as (n.k)

channel code€éfficiency =k/n ~ 100%
n=k+r

Kk : bit in data
r - rudandance bit
n :code worde bit

Example:
code (8,7) thatis mean n=8 bit, k=7bit and r=8-7=1 bit
efficiency= KIN=7/8=87.5%

code (5,4) then n=5, k=4, r=1bit
efficiency= K/N= 4/5*100= 80%
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Channel coding techniques:

1- Error Detecting Codes
1-1 Parity check (odd_even detector).
1-2 Repetition codes.

2- Error corrected Codes
[1 Forward error correction (FEC)
« Hamming code.
[1 Automatic repeat-request(ARQ).
[ Hybrid ARQ combines ARQ and FEC.

1- Error Detecting Codes:
There are regular ways to detect the error where the sender sends original information
attached to with a fixed number of check bits derived from bits of information using
an algorithm

at the receiver in the future the same algorithm is applied to compare the resulting
cells with if there is a mismatch, there is an error ... and we have irregular ways in
which converting the entire message.

1-1 parity check bit (odd_even detector) method:
A parity bit is a bit that is added to a group of source bits to ensure that the number
of set bits (i.e., bits with value 1) in the outcome is even or odd.

idea: add a redundant bit to each block of data that forces it to have even parity; e.g.,
 if the block of data has even

. - =1
parity, add a 0 to the end %

« if the block of data has odd parity, @000 even parity ===00000 even parity

add a 1 to the end 0001  odd parity smse-00011 even parity

0010  odd parity s 00101 even parity

0011 even parity - 00110 even parity

0100  odd parity ssse-01001 even parity
1 parity bit
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Example: write code word truth table for data of 3 bits.

Solution:

data code words
(k bits) il (=i<*+1 bits)
%%} 0009

001 0011

010 0101

011 01190

100 1001

101 1010

110 1109

111 1113

Note: This method fails if there is an error in an even number of bits

Example: Using parity cheak code (8,7),find code
word if data are: data information1 =[0111010]

data information2 =[1 10011 1],

data information3 =[OOOOOOO]

solution:

code word ci=[li:parity bit]
c1=[01110100]
c2=[11001111]
c3=[00000000]
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1-2 Repetition codes

A repetition code is a coding scheme that repeats the bits across a channel to achieve
error-free communication. Given a stream of data to be transmitted, the data are divided

into blocks of bits. Each block is transmitted some predetermined number of times.

For example, to send the bit pattern "1011", the four-bit block can be repeated three

times, thus producing "1011 1011 1011". However, if this twelve-bit pattern was
received as "1010 1011 1011" — where the first block is unlike the other two — it can be

determined that an error has occurred.

A repetition code is very inefficient, and can be susceptible to problems if the error
occurs in exactly the same place for each group (e.g., "1010 1010 1010" in the previous
example would be detected as correct). The advantage of repetition codes is that they are

extremely simple, and are in fact used in some transmissions of numbers stations.

Basic definitions:
1- Systematic and nonsystematic code:

Systematic code: If the check bits (the redundancy bits added with message bits to create
code word) and the message bits can be separated or identified from the codewords
then it is called systematic code.

Example: Inputdata D=[a1a; a3 ....... ak], Khbits
R=[C1 C2 C3 wvuens ¢r]  rbits

e Qutput systematic (nk) codeword is

C=[ a1 az a3 ....... ak C1 C2 C3 vuvunn ¢r] n bits.

Non-systematic code: If the check bits (the redundancy bits added with message bits to
create codeword) and the message bits can not be separated or identified from the
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codewords then it is called non-systematic code. They are mixed in the block of the

codeword.

Example:  Inputdata D=[a1a; a3 ....... ax], Khbits
R=[c1 ¢z €3 uuu. c:] rbits

* Output nonsystematic (7,4) codeword is C=[cz a1 c3 a2 €1 a4 a3]

2- Hamming Distance (HD): is the difference between two strings of equal length , i.e.
Is the minimum number of positions of errors at which the corresponding symbols are
different.

Examplel: The Hamming distance between:

« 1011101 and 1001001 is 2.
e 2173896 and 2233796 is 3.

The Hamming distance between two codewords Ciand C; is denoted by dj;
which is the number of bits that differ.

Example2: Find the Hamming distance between the two codewords:
[C1]=[1011100] and
[C2]=[1011001].

Solution:

Here, the no. of bits that differ is 2, hence d12=2.

Example: Find the minimum Hamming distance for the 3 codewords:
[C1]=[1011100],
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[C2]=[1011001]
[C3]=[1011000].

Solution:
Here di=2,
dis=1 and
d23=1.

Hence min(di;)=1=(HD).
Note that the calculation of HD becomes more difficult if no of codewords

Increases.

3- Hamming weight: This is the number of 1’s in the non-zero bits in codeward C; . It is
denoted by wi.

Example, if [C1]=[1011000], then ®1=3,
and for Examples [C2]=[0001010], then =2, and
SO on. String Hamming weight
11101 4
11101000 4
00000000 0

789012340567 10
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Hamming Code

Channel Coding Techniques:

2-Error corrected Codes
Three approaches can be used to cope with data transmission errors.

« Forward error correction (FEC): Error detection and correction.
where controlled redundant information is added to the symbol stream. The
redundant information can be utilized for error detection and error correction,
such as Hamming code method.

 Automatic repeat-request (ARQ): Error detection
where the symbol frame is retransmitted if symbol errors are detected in the
reception.

* Hybrid ARQ combines ARQ and FEC.

Hamming Code

Method Hamming Code is one method of error detection and error correction the
most simple. This method uses logic operation XOR (Exclusive OR) in the process of
error detection, and the process of error correction, while input and output of data from
the method of Hamming Code in the form of binary numbers.

Hamming Code method invented by Richard W.Hamming in the 1940s.

Hamming Code Method is one of the error detection methods that can detect some
errors, but it is only capable of correcting one error,

This error detection method is suitable for use in situations where errors are occuring
randomly.

Hamming Code Method inserts multiple pieces of check bits into data. The number of
check bits inserted depending on the length of the data.

1
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Calculating the Hamming Code

The key to the Hamming Code is the use of extra parity bits to allow the identification
of a single error. Create the code word as follows:

Example
Let us understand hamming code error correction through an example. Assume,

Data = 10011010

1- Calculate the number of parity bits to be added to data ( r):

2'>=k+r+1..... (i) where, r =number of parity bits,
k = number of message bits =8

Using hit and trial method, we will find the value of ‘r’.

Let’s assume we first take r = 4.

Now, using equation (i)
16 >=8 + 4 + 1 (Therefore, the inequality holds)

2- Calculating the parity bits position

The parity bits are added at power of 2’s position. For example, position will be 1st
(29), 2nd (21), 4th (2%), 8th (2%), ...and so on.

(Positions 1, 2, 4, 8, 16, 32, 64, etc.)

r=4 . 0 Position Check Bit
r1 =Positonl(P1y=2%=] ( redundant bits)
= = (P2)=21=2 ri=0i-1
3= = (Pg)=22=4 | CheckBit_| Position
rd = = (PS} - :.’.J': 3 | rl ! :
r2 2
r3 ' 4
r4 ' 8
_ 5 |16
3- Mark all bit positions as parity bits and data bit onto s =
codeword s
| 9 | 256 |
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Now, total bits that will be sent to the receiver will be the

Codeword(n) = message(data) bits( k) + parity bits (r) = 8+4 =12 bit

1 2 3 4 5 6 7 8 9 10 11 12
20 21 22 P
P1 p2 P4 P8

r1 r2 r3 r4

All other bit positions are for the data to be encoded.

(positions 3, 5, 6, 7, 9, 10, 11, 12)

1 2 3 4 5 6 7 8 9 10 [ 11 [ 12

2° 2! 2° 23

PL | P2 | DI | p4 | D2 | D3 | D4 | pg | D5 | D6 | D7 | D8
1 0 0 1 1 0 1 0

4-

Each parity bit calculates the parity for some of the bits in the code word. The
position of the parity bit determines the sequence of bits that it alternately
checks and skips.

Position 1: check 1 bit, skip 1 bit, check 1 bit, skip 1 bit, etc. (1,3,5,7,9,11,13,15,...)
Position 2: check 2 bits, skip 2 bits, check 2 bits, skip 2 bits, etc. (2,3,6,7,10,11,14,15,...)
Position 4: check 4 bits, skip 4 bits, check 4 bits, skip 4 bits, etc.
(4,5,6,7,12,13,14,15,20,21,22,23,...)

Position 8: check 8 bits, skip 8 bits, check 8 bits, skip 8 bits, etc. (8-15,24-31,40-47,...)
Position 16: check 16 bits, skip 16 bits, check 16 bits, skip 16 bits, etc. (16-31,48-63,80-
95,...)

Position 32: check 32 bits, skip 32 bits, check 32 bits, skip 32 bits, etc. (32-63,96-127,160-
191,...)

etc.

Set a parity bit to 1 if the total number of ones in the positions it checks is odd. Set a
parity bit to O if the total number of ones in the positions it checks is even.

3


https://youtube/lEtF4ZQ6UAs

University of Mosul\ College of Computer Science and Mathematics
Dept. Computer Science
Information theory and Data Compression
2024-2025
Lecturer: Assist. Prof. Sundus Khaleel Ebraheem 4" Stage
https://youtube/I[EtF4ZQBUAS :12 & palaall Lail

Calculate the parity for each parity bit (a ? represents the bit position being set):

« Position 1 checks bits 1,3,5,7,9,11:

? 1 001 _1010.Even parity so set position1toa0:0_1 001 1010
« Position 2 checks bits 2,3,6,7,10,11:

0?71 001 _1010.0dd parity sosetposition2toal:011 001 1010
« Position 4 checks bits 4,5,6,7,12:

0117001 1010.0dd parity so set position4toal:0111001 1010
« Position 8 checks bits 8,9,10,11,12:

01110017?1010.Even parity so set position8t0a0:011100101010

1 2 3 4 S 6 7 8 9 10 11 12
2> | 2 22 2°
P1 P2 D1 P4 D2 D3 D4 P8 D5 D6 D7 D8
0 1 1 1 0 0 1 0 1 0 1 0

Code word: 011100101010.
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Decoding a message in Hamming Code

Lecturer: Assist. Prof. Sundus Khaleel Ebraheem

Once the receiver gets an incoming message, it performs recalculations to detect errors

and correct them. The steps for recalculation are —
o Step 1 — Calculation of the number of redundant bits.

o Step 2 — Positioning the redundant bits.
o Step 3 — Parity checking.
o Step 4 — Error detection and correction

Step 1 — Calculation of the number of redundant bits
Using the same formula as in encoding, the number of redundant bits are

ascertained.
2'>k+r+1

where k is the number of data bits and r is the number of redundant bits.

Step 2 — Positioning the redundant bits
The r redundant bits (Check bits) placed at bit positions that is calculated based on

the formula for calculating the position following the check bits:
Ci=2'1
So that got the check bit position table as follows:

Position Check Rit

: Check Bit | Position

Cy l
Cs ' 2
Cs ' 3
Cy [ 8
Cs ' 16
Cs ' 32
C; 64
Cs ' 128
Co | 256
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Step 3 — Parity checking
Parity bits are calculated based upon the data bits and the redundant bits using the
same rule as during generation of c¢1,c2 ,C3,C4 €tc. Thus
c1 = parity (1, 3, 5, 7,9, 11 and so on)
C, = parity (2, 3, 6, 7, 10, 11 and so on)
C3 = parity (4-7, 12-15, 20-23 and so on)
C4 = parity (8-15, 24-31 and so on)

Step 4 — Error detection and correction
The decimal equivalent of the parity bits binary values is calculated. If it is O, there
Is no error. Otherwise, the decimal value gives the bit position which has error. For
example, if cscscoci = 1001, it implies that the data bit at position 9, decimal
equivalent of 1001, has error. The bit is flipped to get the correct message.
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Error detecting using hamming code

Example: suppose the mput data is transmitted 10100111001.
Data received by the receiver in the form of 10100101001, the
error detection and error correction of the method of Hamming
Code is

CITOr
Ifno.l,s1s

1 2 3 4 5 6 7 g8 9 10 1
even 0
e EOEOEO R
odd 1 Cl-i

Cl=Position 1 (1:3:5:73931 1,13,15,)

1 2 3 4 5 6 7 8 9 10 11

C3
C3= Position 4: (4,5,6,7,12,13,14,15,20.21,22.23,..)

1 2 3 4 5 6 7 8 9 10 11

1L 0f 1] 001
C4 -0
C4=Position 8: (8-15.24-31,40-47....)
daen

0111 gy (0111), =(7) 5 OR 1224427

It mean the 7 bitis corrupted bl Codl Cali : pa 1
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