Practical Malware Analysis

Ch 2: Malware Analysis in Virtual
Machines



Dynamic Analysis

Running malware deliberately, while
monitoring the results

Requires a safe environment

Must prevent malware from spreading to
production machines

Real machines can be airgapped —no network
connection to the Internet or to other
machines



Real Machines

* Disadvantages

— No Internet connection, so parts of the malware
may not work

— Can be difficult to remove malware, so re-imaging
the machine will be necessary

* Advantage

— Some malware detects virtual machines and won't
run properly in one



Virtual Machines

* The most common method
 We'll do it that way

* This protects the host machine from the
malware

— Except for a few very rare cases of malware that
escape the virtual machine and infect the host



VMware Player

Free but limited
Cannot take snapshots

VMware Workstation or Fusion is a better
choice, but they cost money

You could also use VirtualBox, Hyper-V,
Parallels, or Xen.



Windows XP

* The malware we are analyzing targets
Windows XP, as most malware does

* The DVD handed out in class contains a Win
XP SP3 virtual machine for you to use



Configuring VMware

* You can disable networking by disconnecting
the virtual network adapter

* Host-only networking allows network traffic to
the host but not the Internet
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Figure 3-3. Host-only networking in VMware



Connecting Malware to the Internet

NAT mode lets VMs see each other and the
Internet, but puts a virtual router between the
VM and the LAN

Bridged networking connects the VM directly
to the LAN

Can allow malware to do some harm or
spread — controversial

You could send spam or participate in a DDoS
attack



Snapshots
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Figure 3-5. Snapshot timeline




Risks of Using VMware for Malware
Analysis

Malware may detect that itisin a VM and run

differently

VMware has bugs: malware may crash or
exploit it

Malware may spread or affect the host — don't
use a sensitive host machine

All the textbook samples are harmless



Practical Malware Analysis

Ch 3: Basic Dynamic Analysis



Why Perform Dynamic Analysis?

 Static analysis can reach a dead-end, due to
— Obfuscation
— Packing

— Examiner has exhausted the available static
analysis techniques

* Dynamic analysis is efficient and will show you
exactly what the malware does



Sandboxes: The Quick-and-Dirty
Approach



Sandbox

All-in-one software for basic dynamic analysis

Virtualized environment that simulates
network services

Examples: Norman Sandbox, GFl Sandbox,
Anubis, Joe Sandbox, ThreatExpert, BitBlaze,
Comodo Instant Malware Analysis

They are expensive but easy to use
They produce a nice PDF report of results



Running Malware



Launching DLLs

* EXE files can be run directly, but DLLs can't
e Use Rundll32.exe (included in Windows)
rundll32.exe DLLname, Export arguments

* The Export value is one of the exported
functions you found in Dependency Walker,
PEview, or PE Explorer.



Launching DLLs

* Example
— rip.dll has these exports: Install and Uninstall

rundll32.exe rip.dll, Install

e Some functions use ordinal values instead of
names, like

rundll32.exe xyzzy.dll, #5

* |t's also possible to modify the PE header and
convert a DLL into an EXE



Monitoring with Process Monitor



Process Monitor

* Monitors registry, file system, network,
process, and thread activity

* All recorded events are kept, but you can filter
the display to make it easier to find items of
Interest

* Don't run it too long or it will fill up all RAM
and crash the machine



Launching Calc.exe

r

£ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewent Filter Tools

Options

Help

2EH ABE ASG B #H

Time of Day  Process Mame

1:17:48.5591853 PM [ BExlorer. EXE

FID Operation
3188 @ Reglpenkey

Path

Result

HELM* Saftware Microsoft WWindows " Cument Version®. .. SUCCESS

Dietail i
Desired Access: Queny Value

HELMSOFTWARE \Microsoft\ Windows Curent Versi... SUCCESS
CWindows winses '« 86_microsoft windows .common-... SUCCESS
HELM*Software Microsoft \Windows"Windows Emor ... SUCCESS
HELMASOFTWARE \Microsoft ' Windows"Windows Er.. SUCCESS

3188 @ Reqllosekey
3188 BhClos=File

2072 @ ReqOpenkey
2072 ﬁHegGuery‘u"alue

1:17:48 5952018 PM |, Bxplorer. EXE
1:17:48.5558061 PM |, Explorer EXE
1:17.48.6001092 PM |;|calc.exe
1:17.48.6001273 PM || calc exe

Desired Access: Query Value
Type: REG_DWORD, Length: 4, ...

1:17:48. 6016002 FM | |calc.exe
1:17:48 6016130 PM || calc exe

2072 % ReqOpenkey
2072 ﬁ RegOpenkey
adfiin

HKCUMSoftware \Classes®CLSIDNFAE3IDAB0-FEAL-4 . NAME NOT FOUND Desired Access: Read
HKCRWCLSIDWFAEZD380-FEA4-4623-8C75-CEB6111. NAME NOT FOUND Desired Access: Read -

1:17:48.6001350 PM ;_ calc exe 2072 ﬂHeanseK&y HELM»SOFTWARE \Microsoft  Windows ' Windows Emr.. SUCCESS

1:17:48 6001722 PM |__ calc.exe 2072 r:-S\HEEdFlIE CWindowshSystem 32 wcalc exe SUCCESS Offset: 103,424, Length: 32,768, ...
1:17:48.601 1060 PM |ﬁ calc exe 2072 B\Createﬁle CM\WindowshSystem 32 WindowsCodecs dil SUCCESS Desired Access: Read Attibutes, ..
117486011278 PM i_ calc exe 2072 .r:.a\[]uer'_.rEasicInfnr...C:\‘."a'indnws‘xSystemEE\‘a’lﬁnduws[’.ndeu:s.dII SUCCESS Creation Time: 7/13/2009 4:25.14 .
117486011337 PM |- |calc exe 2072 {ﬂ\lﬂnseﬁle CWindows System 32WWindowsCodecs dil SLUCCESS

117486012132 PM I_._ calc.exe 2072 {‘J\Createﬁle CWindowsSystem 328 WindowsCodecs dil SUCCESS Desired Access: Read DatasList ...
1:17:48 6012344 PM [ calc exe 2072 B\Createﬁlel"-"lapp...C:‘mednws"xS‘_.rstem32"~‘Mnduws(:ndecs.dII FILE LOCKED WI... SyncType: SyncTypeCreateSecti...
1:17:48 60125071 PM |_-__-.|CEI|C.EXE 2072 B\Createﬁlel"-"lapp...C:HWinu:Inws\S}rstemSﬁWindnwsﬂudecs.dII SUCCESS SyncType: SyncTypeCther

1:17:48 6013372 PM i_ calc.exe 2072 r.ﬂ‘L::nElr:I Image CWindowshSystem 32V WindowsCodecs dil SUCCESS Image Base: (73aal000, Image ...
1:17:48 6013756 PM |__ calc.exe 2072 :-S\I:IDSEF“E CWindowshSystem 32\ WindowsCodecs dll SUCCESS (1
1:17:48.6015378 PM |£ calc exe 2072 ﬂHegOpenl{ey HEC LM Software Classes SUCCESS Desired Access: Madmum Alowe...
1:17:42.6015591 PM i_ calc.exe 2072 ﬁHegQueerey HEC L Software'\Classes SUCCESS Guery: Name

1:17:48 6015697 PM |_I calc.exe 2072 ﬁHegOpenI{E}r HKC U Software Classes CLSIDNVFAE3D3B0-FEAL-4 .. NAME NOT FOUND Desired Access: Read

1:17:4B 6015797 PM || calc exe 2072 @¥Reg0penkey  HKCRMCLSIDWFAEAD380-FEA4-4623-8C75C6B6111.. SUCCESS Desired Access: Read

1:17.48.6015337 PM || calc exe 2072 ﬁﬂegﬂuewl{e}r HKC L Software'Classes SUCCESS Guery: Mame

Showing 128,723 of 253,268 events (50%)

Backed by virtual memory




Process Monitor Toolbar

Default Filters

Start/Stop  Erase Filter Registry, File system, Network, Processes

Capture

Monitor -

=J Proces
File Edit r To Opticns  Help

FH ARE | A& B a5 BEEEZN
Time of Day Process Name FID Operation Path

1:17:48.5931833 PM | 5 BExplorer. EXE 3188 ﬂHegDpenl{E}r HELMSoftware \Microsoft \\Wir
1:17:48.5992018 PM | Explorer EXE 3188 #¥ ReqlloseKey  HKLM\SOFTWARE Microsoft
1:17:48.5998061 PM | o Bplorer EXE 3188 :ll:II:IEE!FhE £ ."'.n'lndrzuws wmm‘:t.E-E mu:n:u*

A e pm Mo PR PRE N 1 ] ey — .ﬁ-l—\. - - o - omL am e

ssinternale: wwnw.sysinternals.com




Filtering with Exclude

* One technique: hide normal activity before
launching malware

* Right-click each Process Name and click
Exclude

* Doesn't seem to work well with these samples



Filtering with Include

* Most useful filters: Process Name, Operation,
and Detail

# ° Process Monitor Filter

Display entries matching these conditions:

[Process Name v] \ is w | calc.exe

[ResetJ

Column Relation Value

VI e Process N... is Procmon .exe
VI Q Process N... is System

V] 0 Operation  begins with IRP_MJ_

VI Q Operation  begins with FASTIO_
VI ° Result begins with FAST 10

V] 68 Path ends with nanefile svs
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