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Introduction to Cryptography

m Cryptography is the science of protecting information by transforming it into a secure format
so that only authorized users can read or use it. It is widely used in computer networks,
banking systems, secure communications, and data storage.

m The main goal of cryptography is to ensure data security by protecting information from
unauthorized access, modification, or theft.




Data Security

m Data security refers to protecting digital information from unauthorized access,
corruption, or theft.

It ensures that data remains:

m Confidential - Only authorized users can access it.

m Integrity - Data cannot be altered without detection.

m Availability - Authorized users can access the data when needed.

m Example:
When you log into a banking website, encryption protects your username and password
from hackers.




Security Attacks

m A security attack is any attempt to violate the security of information or systems.
Security attacks try to:

m Steal information

m Modify data

m Interrupt communication

m Gain unauthorized access

Security attacks are generally divided into two main types:

m Passive attacks

m Active attacks




Security Services

m Security services are mechanisms that protect data and systems from attacks.
Common security services include:

m Confidentiality
Ensures that information is accessible only to authorized users.

m Integrity
Ensures that data is not modified or altered during transmission.

m Authentication
Verifies the identity of users or systems.

m Non-repudiation
Prevents someone from denying that they performed an action (such as sending a message).

m Access Control
Restricts unauthorized users from accessing resources.




Passive Attack

= A passive attack occurs when an attacker secretly monitors or listens to communication without
altering the data.

The goal is to steal information without being detected.

Examples of passive attacks:

1.Eavesdropping

Listening to private communication.

1.Traffic Analysis

Observing communication patterns to gather information.

Example:

A hacker intercepts network packets to read messages but does not modify them.

Passive attacks are difficult to detect because the attacker does not change the data.
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Active attack

It is a type of cybersecurity attack where the attacker actively interferes with a system, network, or communication.
Instead of just observing data, the attacker modifies, disrupts, or injects information into the system

Key Idea

*Active attack: The attacker changes or disrupts data or operations.
*This can damage systems, steal information, or stop services.
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Applications of cryptography
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Common Examples

1.Data modification

The attacker intercepts data and changes it before it reaches the receiver.
2.Man-in-the-Middle (MitM) attack

The attacker secretly sits between two parties and alters the messages being exchanged.
3.Denial-of-Service (DoS)

The attacker floods a server with traffic so legitimate users cannot access the service.
4.Masquerade attack

The attacker pretends to be an authorized user to gain access.

5.Replay attack

The attacker captures a valid data transmission and sends it again to trick the system.
Simple Example

Imagine you send a message:

"Transfer $100 to John"

In an active attack, a hacker intercepts it and changes it to:

*'Transfer $10,000 to John"

The attacker actively changes the data before it reaches the bank.



Active Attack vs Passive Attack

Type What Happens

Active attack Data is modified, injected, or disrupted

Passive attack Attacker only listens or monitors data




Basic Principles of Security

m The basic principles of information security are often called the CIA Triad:
1. Confidentiality

m Protecting information from unauthorized access.

m Example: Encryption of emails.

2. Integrity

m Ensuring that data is not changed or tampered with.

CONFIDENTIALITY

m Example: Hash functions used to verify file integrity.
3. Availability

m Ensuring systems and data are available when needed.

INTEGRITY AVAILABILITY

m Example: Backup systems and server redundancy.
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