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MALWARE ANALYSIS

Basic Dynamic Analysis
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Dynamic Analysis

* Dynamic analysis involves examining malware during its execution to observe its
actual behavior. This approach is highly effective because it reveals precisely how the
malware interacts with the system, modifies files or the registry, communicates over
the network, and performs other malicious actions.

* Dynamic analysis is generally conducted as the second step in malware analysis,
following static analysis. It is particularly necessary when static analysis cannot
provide sufficient information due to challenges such as:

* Obfuscation: Techniques used by malware authors to hide program logic.

* Packing: Compression or encryption of the executable code that prevents direct
Inspection.

* Limitations of static techniques: Inability to observe runtime behavior, system
interactions, or network communications.

* By executing malware in a controlled environment, analysts can overcome these
obstacles and gain a comprehensive understanding of the malware’s functionality.
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Sandbox

A sandbox is a safe, isolated environment used to run untrusted
programs (like malware) for basic dynamic analysis without
harming real systems.

e Sandboxes often simulate network services so malware can run
normally.

* Examples: Norman Sandbox, GFl Sandbox, Anubis, Joe Sandbox,
Joe Sandbox, ThreatExpert, BitBlaze, Comodo Instant Malware
Analysis.

* paid versions are in-house and expensive but easy to use.
* They produce a nice PDF report of results
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Using a Sandbox (Example: GFI Sandbox):

e Automates malware execution and

GF! SandBox Analysis # 2307
gene rates re PO rts. Sample: win32XYZ exe (56476e02029e5dbb928605(7h9e 70815)
* Key report sections: Table of Contents
 Analysis Summary: static analysis “":L‘;T;zlfgf:_;‘nﬁzy g
information and a high-level overview of the | i ehavior Traits S
dynamic analysis results File Activity Y
* File Activity: Created, opened, or deleted Stored Modified Files e 4
: reate uiexes
files Created Mut 5
] ) ] Created Mutexes s D
* Created Mutexes: Synchronization objects  |Registry Activity B
used by malware Set Values " B
. o e . . Network Activity e 1
* Registry Activity: Changes to the Windows Netuork Evente "
regi st ry Network Traffic . 8
* Network Activity: Connections, setting up a | DNSRequests nr 9
listening port, or performing a DNS request | VirusTotal Results 10

VirusTotal Results: Scan results for malware
detection
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Running Malware

* Running malware is a critical step in dynamic analysis.
Most EXE files can be run easily.

DLL files require special methods because Windows does not execute them directly.

e Before running, it’s important to identify exported functions (using tools like PEview or PE

Explorer, Dependency Walker) to know how to launch the DLL correctly.
Running EXE Files

* Normally, you can double-click the file or use the command line:
C:\> sample.exe

» Before execution, always start your monitoring tools (ProcMon, Wireshark, Regshot...) and take a

snapshot of the VM.

Running DLL Files using rundii32.exe
* rundll32.exe is built into Windows and allows executing an exported DLL function:
C:\> rundli32.exe DLLhname,ExportName arguments
* If the function is exported by ordinal number instead of names, use #:
C:\> rundli32.exe mydlIl.dlIl,#5
* rip.dll has these export functions: Install and Uninstall

C:\> rundli32.exe rip.dll, Install
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1% Windows Task Manager

= | G |

File Options View Help

Applications | Processes |Services | Performance I Metworking | Users |

Image Mame

mobsync.exe
Moe.exe *32

AWVSVC JEXE

OUTLOOK.EXE *32
pidgin.exe *32

PresentationFontCache.exe

FID User Name

5208
2304
3376

818
1480
5156
4396

geek
geek
geek
SYSTEM
geek
geek

LOCAL SERVI... 00

cry o=

00
00
o0
00
oo |F
00

trundll32,exe

1428

SYSTEM

]

rundll32.exe
SearchFilterHost exe
SearchIndexer.exe
SearchProtocolHost.exe
SecureCRT.exe *32
Services.exe

3268
6540
2228
4080
2944

a0s

geek
SYSTEM
SYSTEM
SYSTEM
geek
SYSTEM

00
ula]
uls]
00
uls]
00 -

End Process

: 92 CPU Usage: 9%

Physical Memory: 72%




Process Monitor (Procmon)

* An advanced Windows monitoring tool that captures registry,

file system, network, process/thread activity (combines
FileMon + RegMon features)

e Starts capturing immediately when you enable capture; it
buffers events in RAM until you stop.

* Because it can generate tens of thousands of events per
minute, it can exhaust memory and crash a VM if left running
too long.

* All recorded events are kept, but you can filter the display to
make it easier to focus on relevant items
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Process Monitor

Default Filters

Start/Stop  frase  Fiter Registry, File system, Network, Processes

Capture

r A (22 Process Monitor - Sysinternals; www.sysinternals.com = 0 X
& Proce\Monitur-\sintema : www.sysinternals.com o | ] 8 t .
q File Edit Event Filter Tools Options Help
Be gt Nyew iy Tooy s i SEXBE[TA0/E AN HBLLN
‘ & E "l BE < ﬁ @ g i ' . Tim... Process Name Operation Path ?
T r—— PID Operation Path Resul Detai , 1:14.... :ijsvchost.exe ﬂRegOpenKey HKLM\System\CurrentControISet\ControI\Cryptography\Providers
: . _-— R— - . 1:14.... Alsvchost.exe ﬂRegOpenKey HKLM\System\CurrentControlSet\Control\Cryptography\Providers
11748 5551893 PM | Explorer EXE a8 ﬁHegOpnenKe*,.r HKLM\Software'Microsoft\Windows'\CumentVersion'... SUCCESS Desired Access: Query Value sl d
. : . T , 1:14.... Elsvchost.exe ERegCloseKey HKLM\System\CurrentControlSet\Control\Cryptography\Providers
11748 5952018 PM | Explorer EXE a8 ﬁHeanseKey HKLM\SOF TWARE \Microsoft\Windows"\CumentVersi... SUCCESS 114 Tsveh #ReqOpenk HKLMS C ControlSetiContrallC A
117485998061 P SEplorer EXE 3188 BACloseFle  C:\Windows winss'xB6_microsoft windows.common-.. SUCCESS 1 Pgepeniey s i i Sl Bl
117486001092 P | Jealc e 2072 @ ReqOpenkey  HKLIN Software\Microsoft\Windows\Windows Eror . SUCCESS Desied Access: Query Value 1:14... Wsvchostexe BRegOpenkey HKLMiSystem| CurrentControlSet\Control Cryptography\Configuration
117486001273 PM |yeale ave 2072 @ RegQueryValue - HKLM\SOFTWARE \Microseft\Windows'\Windows ... SUCCESS Type: REG_DWORD, Lengih: 4, . 1:14... Wsvchostexe #RegCloseKey HKLM\System|CurrentControlSet\ControlCryptography\Configuration
117:48 6001350 PM | cale exe 2072 @8ReqClosekey  HKLMN\SOFTWARE\Microsoft\Windows \Windows Err.. SUCCESS 1:14.... Wlsvchost.exe ﬂRegQueryVaIue HKLM\System\CurrentControlSet\Services\BTHPORT\Parameters\Devices\!
TATABRO0TT22FM [ |calc axe 2072 Eg}HeadFile C:\Windows'\System32\calc axe SUCCESS Offset: 103,424, Length: 32 768, 1. 1:14.... Elsvchost.exe ERegQueryValue HKLM\System\CurrentControlSet\Services\BTHPORT\Parameters\Devices\!
TA7:48. 6011060 PM || cale exe 2072 :_:]\Createﬂle C:?-.‘Nindnws?-.System32:'-.‘.".|'indowsC0decs.dII SUCCESS Desired Access: Read Attrbutes, . 1:14:... Wlsvchost.exe ﬂRegOueryVaIue HKLM\System\CurrentControlSet\Services\BTHPORT\Parameters\Devices\
1:1343'5[‘]”2?5 PI g calc exe ZDEE ;]\OuewBasiclrdor...C:.:'-.:i"a'?ndnws:-_System32l:-.:.".|'?ndows(30decs.dII SUCCESS CreationTime: 7/13/2009 4:29:14 .. 1:14:.. Wsvchost exe ﬂRegQueryVaIue HKLM\System\CurrentControlSet\Services BTHPORT\Parameters\Devices!
HLEEE}.};; Em Igca:CﬂE igé %gZ:HILEI! Ei"?.":!njws‘?gwemgﬂngowsgojecs'j:: EHEEEEE Desited Access: Read Data/List 1:14.... Elsvchost.exe ﬂRegCIoseKey HKLM\System\CurrentControlSet\Services\BTHPORT\Parameters\Devices\!
P fjcac.axe E ere o neous JStEm o NOONS 008 e ,CBSS' a0 Ea 1:14.... Esvchost.exe BAWriteFile C:\Windows\System32\winevt\Logs\Microsoft-Windows-AppXDeployment%¢
TATAB 6012344 PM || cale exe 2072 slﬁ'eateHIeMapp...C.-.‘."a'mdnws-.System32-.‘."a'|ndowsCodecs.dII FILE LOCKED WI... SyncType: SyncTypeCreateSecti... 114 Tsvch BWiteFil CAWindows'S Aol oM oG Wi Urk Tel (
117486012801 PN | [calceve 2072 B\ CreateFleMzpp...C\Windows\System 32 WindowsCodecs.dl SLCCESS SyncType: SyneTypeOther s B BEEGLRND fiesle RTINS SR /. 0GR M RO T - YRR L SreTe
L1748 6013372 PN | calc eve 2072 Qloadlmage  C\Windows\System32\ WindowsCodecs dl SUCCESS Image Base: (73220000, Image .. 1:14:... Wsvchost.exe BwiteFile C:IWindows|System32iwinevtlLogs\Microsoft-Windows-PushNotification-Pla
1:17-49 5013795 PM |: cale e 2072 BhCloseFile C:\Windows\System32\WindowsCodecs d SUCCESS m 1:14.... Elsvchost.exe BAWriteFile C:\Windows!\System32\winevt\Logs\Microsoft-Windows-AppModel-Runtime?
1:17:48.6015378 PM |: calc exe 2072 @RegOpenKey  HKCU\Scftwars\Classes SUCCESS Desired Access: Madmum Alowe.. 1:14.... Elsvchost.exe BA\WriteFile C:\Windows\System32\winevt\Logs\Microsoft-Windows-Hyper-V-VmSwitch-(
TATABBISEI P [y |calc exe 2072 @ReqQuenykey  HKCU\Software'\Classes SUCCESS Query: Name 1:14.... Elsvchost.exe BhWriteFile C:\Windows!\System32\winevt\Logs\Microsoft-Windows-Codelntegrity %4 Ope
T17:48 6015637 PM || cale exe 2072 ﬁHegOpenKey HKCI.I:'-.Suﬂwafr?"-ﬂasses”-.cLSID"-.{FAEEDEBDFEAM... NAME NOT FOUND Des?red Access: Read 1:14:... Wlsvchost.exe B\WriteFile C:\Windows\System32\winevt\Logs\Microsoft-Windows-SettingSync-OneDri
H?Egggg? Em i@ ca:c.exe ig?i ggeggpenﬁr :EEE;‘-EE:'D"‘-{F‘SESD38““’:9'4“4523'%?5{5551H---gﬂggggg geswedNﬁccess: Read 1:14.... Wlsvchost.exe B\WriteFile C:\Windows\System32\winevt\Logs\Microsoft-Windows-WindowsUpdateClie
TTABEINNIETPM. (ke ee 12 Exfegluey Sotare Classes uery. Name 1:14... Wsvchost WteFil C:\Windows!System32winevtLogs\Applicaton.evt
TATBE0GINPN Jedeee 2072 tReqlpenKey  HKCU\Software\Classes\CLSIDVFAE3D38HFEALL... NAME NOT FOUND Desived Access: Read e B %Thr:'eeac;zreate B e
11748 6016130 P | calc e 2072 §EReqOpenkey  HKCR\CLSID\(FAE3D3B0FEAZ-4673-8C75-C6BA111.. NAME NOT FOUND Desired Access: Read - A i S Y
i L < >
Showing 128,723 of 253,268 events (30%) Backed by virtual memory Showing 1,209,018 of 2,139,796 events (56%) Backed by virtual memory
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Filtering in Process Monitor tool

* When Procmon (Process Monitor) is running, it records
thousands of events, making it hard to find relevant
information.

* Filtering helps reduce noise and focus only on suspicious or
important activities — especially during malware analysis.
* Go to Filter - Filter.
 Select a column (e.g., Process Name, Operation, or Detail).
* Choose a condition (e.g., Is, Contains).

e Decide to Include or Exclude the events.
* Click Add, then Apply.
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Filtering in Process Monitor tool

B Process Monitor Filter ot

* Filtering with Exclude

Display entries matching these conditions:

o hlde normal aCt|V|ty Process Mame v s v :E:-Elﬂgr.exe v | then Include
before launching
Reset Add Remove
malware
[ ) Right_click eaCh Process Cu:uln Relation Value Action
. |ﬂ #, :Process Name ' Procmon exe |
Name and ClICk EXCIUde ﬂ@ Process Name is Procexp exe Exclude
. . . I @ Process Name is Autoruns exe Exclude
* Filtering with Include 28— i
* MOSt userI fllterS: :35:::;4%6 ihsegins with ISH:II;t'_Ehn;J_ ZE:E::
Process Name, = e -
Operation, and Detail £l S Apply
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Viewing Processes with Process Explorer

* Process Explorer is a powerful task manager tool from Microsoft used
in dynamic malware analysis. It shows processes in a tree structure

* It provides real-time visibility into:

* Running processes

* Loaded DLLs

* System resource usage

* Network connections

* Process properties (threads, handles, etc.)
e Default columns:

* Process

 PID

e CPU

* Description

* Company Name
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Color coding

File Options View Process Find Users Help

d @ =0B =% ad | | e e NI

Process PID CPU Private Bytes  Working Set Description Company Name

e Pink
e Blue =

* Green = new processes
* Red = terminated processes.

* Helps track new or suspicious
processes created y malware.
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services

processes

[ B|System Idle Process
= 5] System
A Intermupts
# |smss.exe
¥ | csrss.exe
=) & wininit.exe
(= 5| services.exe
= (a7 svchost exe
[l [ explorer.exe
= ¥ ProcessExplorerPo...
= ¥ procexp exe
2 procexp64....
5 WmiPrvSE exe
[m7svchost exe
[#" MsMpEng .exe
= [ atiesnc.exe
' atiechoc.exe
= (a7 svchost exe
# |audiodg.exe
=l [m7svchost exe
5.1 WUDFHost exe
[m 7 dwm exe
[m7svchost exe
[=”7 Unsigned ThemesSvc exe
[m7svchost exe
[m7svchost exe
[m"spoolsv.exe
[m"svchost exe

[CJamsvec.exe
1Pl = Coankbo coen

0

4
n/a
404
552
624
680
828

7832
7984
7840

504
964
844
1512
980
43948
1060
2616
340
1104
1140
1252
1424
1588
1620
1740

1700

95.26
0.21
0.22

<0.01

0.03
<0.01

0.41

<0.01
0.05

001

0K
184K
0K

596 K
2472K
1,696 K
6.720K
5744 K
88424K
37.960 K
2404 K
15,292 K
3220K
5196 K
80,024 K
1,760 K
2768 K
21.372K
18,704 K
156,408 K
2372K
46228 K
30468 K
1816 K
10,648 K
18.384 K
6.628K
21.372K
1.232K

A7 QDK

24K
1,664 K
0 K Hardware Interrupts and DPCs
460K
2336K
360K
6076 K
5,516 K Host Process for Windows S...
85,188 K Windows Explorer
1,892 K Process Explorer Portable (P...
7,504 K Sysintemals Process Explorer
28,200 K Sysintemals Process Explorer
6592 K
5,332 K Host Process for Windows S..
64,300 K Antimalware Service Exectit...
684 K AMD Exemal Events Servic...
1,048 K
12,628 K Host Process for Windows S...
143%6 K

148,524 K Host Process for Windows S...

3744K
43,472 K Desktop Window Manager
25,480 K Host Process for Windows S...
544 K Unsigned Themes Service
11,592 K Host Process for Windows S...
10,264 K Host Process for Windows S...
3,748 K Spooler SubSystem App
11,648 K Host Process for Windows S...

500 K Adobe Acrobat Update Servi...

122 220 K Caokba S

Microsoft Corporation
Microsoft Corporation
Portable Apps.com
Sysintemals - www sysinter...
Sysintemals - www sysinter...

. Microsoft Corporation

Microsoft Corporation
AMD

Mi e .
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

The Within Network, LLC
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Adobe Systems Incomporated

Candusie Tankesl

CPU Usage: 4.74%  Commit Charge: 48.27% Processes: 75 Physical Usage: 71.66%




Inspecting Processes

* DLL View: Shows all DLLs loaded into a process.
* Handles View: Displays files, mutexes, events, and handles used.

-
| 2 Process Explorer - Sysinternals: www.sysinternals.com [Whstudent]
Eile QOptions [ Wiew ] Process Find DLL Users Help
'H | |£h| | E Systermn Infermation... Ctrl+I | | | | m__J | | |
Frocess Show Process Tree CtrleT 5=t Description Compary Mame
= cmd e . K WWindows Command Processor Microsoft Corporation
= & chrome " Show Processes From All Users 2 K Googls Chrome Google Inc.
& chrg + Show Fractional CPU 0 K Google Chrome Gioogle Inc.
| oefchire] F t /O B Col
L procesg SE AL st = s 2 K Sysintemals Process BExplorer Sysintemals - www sysinter. .
"~ |notepax Scroll to Mew Processes D K Motepad Microsoft Corporation
= esoﬂice.eme Show Unnamed Handles and Mappings 4 K OpenCffice.org 3.4.1 OpenCifice.org -
L1 soffice. 1 K OpenOffice . org 3.4.1 DOpenCifice.org |E|
O pacity 3
Mame - +  Show Lower Pane Ctrl+L Path I
advapi32.dl Lower Pane Wiew |+  DLLs Ctrl+ Dy 2.dlil
apisetschema dll Handl CirleH thema dil
chrome . dll Refresh Mow = =l L= s al"Google " Chrome " Applicati... =
chrome .exe Und < d CoUzers student " App Data . Local“Google ™ Chrome " Applicati...
chrome_100_perc (Esl = SRS L2 Cllsers student App Data*.Local“Google Chrome " Applicati. ..
comctl3Z.dll o h Col < CoWVindows wwinsxs xcB6_microsoft windows common-contro... TN
cnpt32.di - EOER R T S e CWVindows System 32 enypt 22 dlil
cryptbase dll Sawve Column Set... CoWindows . System 32 cryptbase dll
dbghelp dll CAWindows™ System 32 dbghelp dll
en-L5S pak LE=E erlimro S + {1 sers student* App Data™.Local™Google"Chrome " Applicati...
ffmpegsumo dll CUsers student " App Data*.Local“Google"Chrome " Applicati...
gdi32 il | select Columns... Cr\Windows\ System32'.gdi32.dll
icudt dll ICU Data DLL The ICLI Project {1 sers student* App Data*.Local*Google™"Chrome* Applicati...
imm32.dll Multi-User Windows IMM32Z API Cli... Microsoft Corporation CMindows™ System 32%imm 32 . dil
kemel 32 dil Windows NT BASE API Client DLL Microsoft Comporation CAWindows  System 32 Jcemel 32 dil
i KemelBase di Windows NT BASE AFI Client DLL Microsoft Corporation CoMWindows™ System 32 KemelBase dll
i llibpeerconnection dll  Google Chrome Google Inc. CuUdzers student» App Data*.Local“Google ™ Chrome " Applicati... -
CPLU Usage: 4.58% Commit Charge: 21.56%% Processes: 52 Physical Usage: 30.02%
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P ro p e rti e S & chrome.exe:2424 Properties o | E i

Image : Performance | Performance Graph ] Disk and Network |

* Threads tab: Active threads Cl i
 TCP/IP tab: Active network connections ., 0y

Version: 29.0.1547.57

O r pO r.tS E::I:I:ﬂme: Thu Aug 15 17:38:57 2013
. . C:\Users\student\AppDataiLocal\Google \Chrome \Application’ |Ex lore
* Image tab: File path on disk i e pkcnr, o

Command line:
* Displays DEP (Data Execution Prevention) and e
ASLR (Ad dress S pace Layout Ran domization ) | C:\Userslstudent|AppData\Local\Google\Chrome Application|\29.0. 154;
Sta t us. A:::start Location: —

* Verify button checks the digital Pt ool

Verify
User: Wlstudent

signature of the file on disk. T — Braora]

Cornment:

i

Kill Process

* Does not verify the in-memory image, so it cannot
detect process replacement.

Data Execution Prevention (DEP) Status: DEF (permanent)

Address Space Load Randomization: Enabled

| K J I Cancel |

DR. ZEYAD SAFAA YOUNUS | MALWARE ANALYSIS | Third Class | Cybersecurity Department | College of computer Science and Mathematics | University of Mosul



Properties

* Use the Strings tab to compare:
* Disk image strings vs. memory strings.
* A big difference may indicate process replacement (e.g., svchost.exe case).

(=] sppswoc.exwe2ETA Properties l. = I (=1 |$:|
Images I FPerformarnscs I Performarncs=s Graph I Drisk @&md rNeteeork I
SFL Sraph I Serwices I Thireads I TR I I Seciarity I Ermwirornmmernt I Stimngs

Prrmtable strimas fournd im the scanm:

okl .l .
msit  sppsrotificationsSoommon Sscheduleservicersstarrt I |
Soo MHNotificatiormn Mimnotes Lintill Restarte

m=sft - sppsrrotifications Soormmeon Sgueerymeesct roarrtirmee

HRESLILT

Mlicrosot S F P Swc

misit  sppsotifications JTaost Sfservice Ssto

mi=sit  sppsotificaetions SAoommonsSsystemhbhostservicestopeirg

FKeaep Runmimg Threshold fMims

==O0OF T YwwWARE-Microsoft - WWindosww=s PN T - ouamert Wersion ™ Softwwar= FProtecticomn Flal
Imnactiwvitysy Shutdowern Daelay

msit  sppsrotifications JTost Sservicoe Sstart

mncalmpo

SPPC Transport Ernvdpoairyt 000

SFFSwc

mi=sft ommmisSalgormthmsSplugimnmanifest Adata s 1 0
S=-1-5-F0-SOF T W AR E-Microsoft - Widindowe=s N T WD uameasrtWeaersiomn - Softevwar= Frot
Bile= 78 2-Fc 144 5d bhacd -Shbh Z2d 723 doc 4

HKeyw Wlanagesemert Service=e Paort

ey Mamnagemeaert Servicos HName L

— | DR R — |

s lmaag e O Mmooy [ _=_—— = ] [ il ]

—-— R B
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Detecting Malicious Documents

* Open suspicious PDFs or Word files while
Process Explorer runs.

* Watch Process Explorer to see if it launches a
process

*The Image tab of that process's Properties sheet
will show where the malware is located
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Regshot tool

: . Regshot 1.9.0 x64 Unic...  —

* Regshot is an open-source tool for taking and i BegEhot FE DA S ~
compa ring Windows registry SNa pshots. Compare logs save as: S

* |dentify changes made by malware to the ®)Plain TXT () HTML document —
registry, such as added or modified keys and ——
values. Scan dir 1[;dir 2;dir 3;. .. ;dir nn]: Compare

* Regshot for malware analysis: CIWINDOWS Clear

* Take the first snapshot before running the Output path: Quit
malware by clicking 1st Shot. C:\Temp\Regshot Test p—

* Run the malware and let it complete its
actions. Add comment into the log:

» Take the second snapshot by clicking 2nd Shot. English

* Click Compare to see all registry changes.
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Faking a Network

* let malware believe it has normal Internet connectivity so it will
perform network behavior (beacons, DNS lookups, C2 traffic) without
actually touching the real Internet.

* Collect network indicators (domains, IPs, request patterns, packet
signatures) safely for analysis and signature creation.

* tools

* FakeNet-NG — lightweight network simulator that intercepts and responds to
many protocols. Easy for quick sorting.

* INetSim — more full-featured Internet services simulator (DNS, HTTP, SMTP,
FTP, etc.).

* Network redirection/iptables and DNS spoofing (for custom responses).
* Proxy tools (mitmproxy) — for inspecting HTTP/HTTPS if you control certs.
Wireshark / tcpdump — capture traffic for offline analysis.
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I ApateDMNS = B |[ ==

Capture Window | DMNS Hex View
a e Time Domain Requested DMS Retumed
115:52:00 teredo ipvB microsoft .com FO LMD

16:31:40 teredo ipvB microsoft .com FO LMD
170500 teredo ipvB microsoft .com FO LMD

* ApateDNS is a lightweight DNS
responder/spoofer tool that . R,

[+] using IFP address 192.16E.56.1 for DM5 Reply.
[+=] DMNS set o 127.8.8.1 on Intel{R)} PROJ1888 MT Deskbtop Aadapter.

listens on UDP/53 and replies to ] S T
DNS queries with an IP address
H of MXEDOMAINS: o
yo u C h O O S e . Selected Interface: [Intel{R) PRO/1000 MT Desktop Adapter -
= . e

DMNS Reply IP {Default: Cument Gatway DMNS):

'™ ApateDMS

* quickly see which domain names =5 oo,

| Time Domain Requested OMS Retumed i

° 11:159:40 linkhelp _clients .google .com FO LMD

malware tries to resolve an s oeogl com
11:159:44 wawnww . google .com FO LMD =
o 11:15:46 zgwpmuzjow localdomain FO LMD ar

11:15:46 zgwpmuzjow localdomain FO LMD

direct those names to a local or Tt |l e

11:15:46 oijlsiiwzw localdomain FOLUMD

11:15:46 gzpagyjdoml localdomain FO LMD

m | 11:15.46 | gzpayidoml Jocaldorgin | FOUND |

a e S e rve r S O a Wa re 11:15:46 zgwpmuzjow localdomain FO LMD

11:15:46 zawpmuziov localdomain FO LMD S

[+] Aattempting to find DMNS by DHCP or Static DNS.
Using IF address 192.168.119.2 for DNS Reply.

continues execution without B TR LRI e o
touching the real Internet).

Hof NADOMAIMS: o

Stop Server

DMS Rephy IP (Default: Cument Gatway DMNS):
a erver

Selected Intedace: [Intel{R} PROAT000 MT Metwoards Connection v]
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Monitoring with Netcat

* Netcat (nc) is a lightweight, flexible TCP/UDP tool — “the  psT jcg/frae.hin HTTP/1.1
TCP/IP Swiss Army knife.” fost: . gotgle.con ©

* Two main modes: User-Agent: Mozdlla/s.0 (Windows; Windows NT 5.1; TWFsd2FyZUnabrRlcg==;

 Listen/server mode (-1) — waits for inbound connections. v 33)
* Connect/client mode — initiates outbound connections to a target. -

e Data read from stdin is sent over the network; data fecpt: text/htl, applicatio

received is written to stdout. Accept-Language: en-Us, enig-
* Run Netcat in listen mode on the expected port (e.g., Accept-Sncoting: gt eflate
port 80 for HTTP-based C2) (eep-Alive: 300

¢ C2 (Command and Control): The malware uses the C2 channel to send commands (from 'CE'ﬂtE'ﬂt'TyPE". appllcatiunfx-fmm-UIlencr:rde-d
the attacker) and receive results (from the victim). ntent |.E'|'|g'th

* SO you can capture whatever the malware sends:

nc-1-p 80 Microsoft Windows XP [Version 5.1.2600]

e Start the malware in the isolated guest VM. When the (C) Copyright 1085-2001 Kicrosoft Corp.
malware connects, Netcat will print the raw request
(HTTP headers, POST body, or shell input) to your
terminal. I:\Yalware @
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Packet Sniffing with Wireshark

! Vidware Accelerated AMD PCHet Adapter (Microsoft’s Packet Seheduler) - Wireshark

[d [} - [
) ereshark Is an O en_SOurCe acket Elb Edt 'ﬂﬂ'-"l' ﬁ:l Eﬂﬂb.lri: E’I'I-!Ih'?t SIHIEtIES Tdﬂ.:htll'li Iﬂdi H:":' - : : .
d I p I p Sedade EHdEZE LesdT Lk EEQAAQAE d0RE B
Ca ptu re and analysis tool. il . . a
e Captures network traffic, lets you inspect kT — el ;
p V4 y p 42 8, 256220 16¢,158,150,120 152,168,159, 2 DS Standard guery & waw, wireshark
. . 43 §,295439 162,188,159, 2 162.165,159,1286 ONS Standard guery response & &7, 2
paCket deta | |S fOl |OW sessions., a nd ana Iyze 44 9,296179  192,168.159,120  67.208.110.120 TCP dfn = mtﬁ [Safw] qu-l:] Win-642
’ ’ 45 3.335788 G67.228.110.120 152.1658.159.129 TCP http = dfn [, ACK] Seq=0 AcC
protocols. 8335841 lE' lEl 15 1 El E 114, l'.'.l IEF‘ dfl‘l h'ttp [k ] SEQ=1 Ack=1 'w
4B E 335535 6? EEE llD lEG 192 lEE 159 129 TCP http = dfn [AEH] SEQ=1 Ak=204
1. Filterb ter displav filt ( e s e s e
— 0 a 0 0 0 g 0 TCFR TCF Segment of 4 redzse a
e Hter Dox enter ISp ay lters egl 51 3.385263 192,168.159.120  67.228.110.120  TCP dfn » h?tp [acx] seq:E@d&k:E 2
° —_— —_— E2 A A7I0G7 AT 278 110 130 167 1AR 150 170G HTTD HTTES 1 2700 e Frast dhrml
http, ip.addr == 10.0.0.5, tcp.port == 80). ;

E Frame 47 (347 bytes on wire, 347 bytes captured)

2. Packet list — all packets that match the |« e 2, s vmare sesanias Conncizomsesiniaan, vees mvare Zeiomies (oossoisoiabrios

1 1 1 E Transmissian Comtrol Pratocol, Src Port: dfn (1133), Dst Port: http (800, Seq: 1, Ack: 1, Len:
dlsplay fllter (One Ilne per paCket)o = H}.Flerter[ Transfar protocol
. ® GET / HTTR/L. 1%
3. Packet detalls decoded protocol tree izEEE::_L:nggﬁsgg‘zlf;nirun:sfﬂpeq. imagespipeg, Imagepipeq, applicationsx-shockwave-flash, =%
User-sgent: Mozilla/Ms. 0 foompatioles MSIE B.0 winddws WT 5.1 Trident 4, 00wn
for the SeIECted paCket' accept-Encoding: gzip, deflate'n 9 W

4. Hex / bytes pane — raw packet bytes; ! |
linked to the decoded fields. st |

LO70 E

[alwl=dul

(™) H!.-ui:rtcrt Tr-:nchr F'rl:b:-:ol ihttpil 293 I:-!.-tﬁ F'a:H:I: 679 Dlsnlwv: 67 I'~'I-:rkn-:| EI Drupm:l 0 Frn:nfib: Dt
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' Follow TCP Stream

Stream Content
FET / HTTP/L1.1

FOI IOW a seSSion: Right_C| iCk a AcceH]t: image/gif, image/x-xhitmap, image/jpey, imagefpjpeg,ﬁappﬂ1'catinn;’x-shockwa\!e-ﬂash, applicationfund.ms- =

excel, application/vnd.ms-powerpoint, application/msword,
ACCEpT-Language: en-us

3 3 Accept-Encoding: gzip, deflate
TCP paCket FOI IOW TCP User-Agent : Mozﬂ%aﬂl.o (compatihle; WSIE 6.0; windows WT 5.1; Swl; .NET CLR 2.0.50727)
Host: www.wireshark.org

Stream to VieW the fu” Conversation Connaction: Keap-Alive

HTTR/L.1 200 oK
pate: sun, 04 Apr 2010 20:13:23 GMT

(colored per side). Great for reading | == s

ACCEp-Ranges: bytes

HTTP POST bodi mmand S
O I e S O r CO a n vaEy: A&ceptiEncudgng I '
Content-Encoding: gzip

Cha n nels ¥-510gan: Sm'ffmg the glue that holds the Internet together.
. . Eﬁﬁéeiﬁqtingﬂmeiﬂfﬁ max=100
Save PCAP: File —» Save/Export —

Connection: Keep-Alive
Content-Type: text/html

. 20 ol @ o= 3N ML &7 B8, L L o000y c #[? ®$, <2, ] T g 00 A=
CoML wl.
keep PCAPs for later analysis or i i S%N FV{Edl\thg%”}“glzmng%% ....... A
5 Ko™l 6MUE 4,..0 #.] nollaoolootraaall:

ﬂJM

evidence +@-2ufoc I o | 7 HQhu 580 Pac 1153 N
. yah 40 6SHAD6 KG ]u I UAG i x<}
o ol o 0l%0 0 0 005 ¢ o @k x h....x..Ou]..#.;...

Use with other tools: correlate Sl f‘"""“’"Q """ o v

| B

P CA P S Wl th P rocmon y N etCat | O g S y [Save g_s]‘gnnre conversation (4605 btes) v () ascn ) e8I O HexDurp ) Canays © Raw
and SyStem artifa CtS ] Fileer Out This Stream H

Close ‘

DR. ZEYAD SAFAA YOUNUS | MALWARE ANALYSIS | Third Class | Cybersecurity Department | College of computer Science and Mathematics | University of Mosul



INetSIim

INetSim is a free Linux-based suite that
simulates common Internet services

(HTTP, DNS, SMTP, FTP, IRC, etc.) for

malware analysis.

Run it on a Linux VM on the same
isolated virtual network as vyour
malware analysis VM.

Let malware believe it has Internet
access so it will perform network
actions (beacons, C2, downloads)
without touching the real Internet.

Collects network indicators (domains,
URIs, payloads) safely.

Emulates many services by default
(DNS 53, HTTP 80, HTTPS 443, SMTP

25, FTP 21, IRC 6667, TFTP 69, POP3
110, and many more).

HTTP/HTTPS: serves almost any

requested file (prevents 404s that
would stop malware).

Scan Tools Profile Help
Target: | fred.com

Command: | nmap -T4 -A -v fred.com

[:] Profile: | Intense scan

Hosts Services

fred.com (192.168.]

|

Mmap Qutput | PortsfHostsl Topologyl Haost Detailsl Scans|

nrap -T4 -A -v fred.com B DetailsI

Starting Nmap 5.61TESTS { http://nmap.org ) at 2013-88-25
12:52 Pacific Daylight Time

MNSE: Loaded 92 scripts for scanning.

MSE: Script Pre-scanning.

Initiating ARP Ping Scan at 12:52

Scanning fred.com (192.168.1.132) [1 port]

Completed ARP Ping Scan at 12:52, @.87s elapsed (1 total
hosts)

Initiating Parallel DNS resolution of 1 host. at 12:52
Completed Parallel DNS resolution of 1 host. at 12:52,
16.58s elapsed

Initiating SYN Stealth Scan at 12:52

Scanning fred.com (192.168.1.132) [1888 ports]
Discovered open port 21/tcp on 192.168.1.132
Discovered open port 53/tcp on 192.168.1.132
Discovered open port 113/tcp on 192.168.1.132
Discovered open port 8@8/tcp on 192.168.1.132
Dizcovered open port 443/tcp on 192.168.1.132
Discovered open port 25/tcp on 192.168.1.132
Discovered open port 118/tcp on 192.168.1.132
Discovered open port 995/tcp on 192.168.1.132
Discovered open port 998/tcp on 192.168.1.132
Discovered open port 1/tcp on 192.168.1.132

Discovered open port 9/tcp on 192.168.1.132

Discovered open port 66G7/tcp on 192.168.1.132
Discovered open port 17/tcp on 192.168.1.132
Discovered open port 13/tcp on 192.168.1.132
Discovered open port 79/tcp on 192.168.1.132
Discovered open port 465/tcp on 192.168.1.132
Discovered open port 19/tcp on 192.168.1.132
Discovered open port 37/tcp on 192.168.1.132
Discovered open port 7/tcp on 192.168.1.132

Completed SYN Stealth Scan at 12:52, 8.11s elapsed (l@@a
total ports)

FOE OF X K K K E OB O OB RO OE N OB KON OE N EEEEEEE R E

dns 53/udp/tcp - started (PID 9992)
http 80/tcp - started (PID 9993)
https 443/tcp - started (PID 9994)
smtp 25/tcp - started (PID 9995)

irc 6667/tcp - started (PID 10002)
smtps 465/tcp - started (PID 9996)
ntp 123/udp - started (PID 10003)
pop3 110/tcp - started (PID 9997)
finger 79/tcp - started (PID 10004)
syslog 514/udp - started (PID 10006)
tftp 69/udp - started (PID 10001)
pop3s 995/tcp - started (PID 9998)
time 37/tcp - started (PID 10007)
ftp 21/tcp - started (PID 9999)
ident 113/tcp - started (PID 10005)
time 37/udp - started (PID 10008)
ftps 990/tcp - started (PID 10000)
daytime 13/tcp - started (PID 10009)
daytime 13/udp - started (PID 10010)
echo 7/tcp - started (PID 10011)
echo 7/udp - started (PID 10012)

discard 9/udp - started (PID 10014)
discard 9/tcp - started (PID 10013)

quotd 17/tcp - started (PID 10015)
quotd 17/udp - started (PID 10016)
chargen 19/tcp - started (PID 10017)
dummy 1/udp - started (PID 10020)
chargen 19/udp - started (PID 10018)
dummy 1/tcp - started (PID 10019)
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Basic Dynamic Tools in Practice

e Start Procmon and clear display.

e Add a filter for the malware process name (e.g., msts.exe) so you only see its
events.

* Open Process Explorer to watch processes, DLLs, handles, network
connections.

* Take a registry snapshot with Regshot (click 1st Shot).

* Prepare the virtual network:
* Run INetSim on a Linux analysis VM (HTTP/HTTPS/DNS/etc.).
* Run ApateDNS on the Windows analysis host (redirect guest DNS to INetSim).

* Start packet capture with Wireshark on the internal/host-only
network interface.
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