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IDA Pro

 IDA Pro is one of the most powerful and widely used disassemblers in
cybersecurity. It is an essential tool for:
* malware analysts
* reverse engineers
* vulnerability researchers.

* How IDA Pro work

1. Disassembles Programs

* Converts executable files (EXE, DLL) into human-readable assembly code.
2. Analyzes Program Structure

* Shows functions, loops, variables, strings, API calls, and logic flow.

* Helps you understand the internal behavior of programs.
3. Helps When Source Code is Not Available

* Most malware does not include source code.

* |IDA Pro “reconstructs” how the program works using assembly.

* Bridges the gap between machine code and source code.
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IDA versions

* There are two commercial versions of IDA Pro:

e Standard Version
» Supports x86 (32-bit) executables.
* Limited architecture support.
* Advanced (Professional) Version

* Paid version with full feature set.
e Supports many processors including x64 (64-bit)
* Essential for modern malware analysis.

* IDA Pro uses a built-in signature recognition system called FLIRT.
* FLIRT stands for Fast Library Identification and Recognition Technology.
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Fast Library Identification and Recognition Technology (FLIRT)

e What does FLIRT do?

e Automatically identifies common library functions inside a program.

» Detects functions added by compilers.

* Helps analysts skip unimportant code (like C runtime functions).

* Saves time by labeling known functions instead of reversing them manually.

* Why is FLIRT important?

* Without FLIRT, analysts would spend hours analyzing compiler-generated
code that is not related to malware behavior.
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Disassembly Window Modes

* The disassembly window can be viewed in two modes:
* Graph Mode (Default View)
* Text Mode

* Switching Between Modes at any time by pressing the Spacebar.
* This instantly toggles between Graph Mode and Text Mode.
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—
I DA options — &5 —|

Disassembly | Analusiz | Cross-references | Strings | Browser | Graph kizsc
SAddress representation Dizplay disassembly line part=

Function offs=ts | Line prefizes
W | Include =segment addreszes Stack painter
* |IDA Pro shows the program as a Control Flow Graph. 1 tiss smament names i
Display dizaszsembly lines Aauto comments
* Each basic block (a sequence of instructions with no Bt beteen datascods g
branches) is shown as a node (box). =S e B
Instructions indention ]
* Arrows connect these blocks to show how the program e e m— Comments indention =
Lowe suspiciousness limit b Right margin
fIOWS High suspiciousness limit O=00405E 42 Spaces= far tabulation =
* Displaying More Information in Graph Mode C = o o

* By default, IDA hides some helpful details like opcode bytes.
* Toenable them:

* Goto Options. Conditional branch taken L o
. . . o0p*
Enable Line prefixes. Loc 73923230 /
* Set Number of Opcode Bytes to 6. Conditional branch not taken e hon o e
* This shows memory addresses and raw opcode bytes for (fall-through) 024 lock crpxchg [ebx], ecx
each instruction. @24 jnz short loc_7392322E
™1
* IDA Pro uses colored arrows to show program flow: ==
* Red - Conditional jump not taken
“ . . loc_ 7392322E:
* Green — Conditional jump taken 24 cmp  eax, esi
oy . B24 j=z short loc_ 73923261
e Blue — Unconditional jump -
I 1
° i i i i Y Y k J
Upward arrows - Usually indicate loops (jumping back) 2= 2T =T
. nghllghtlng in Graph Mode 028 a1l des imp_Slecr@r : Sleepiny loc_73923261: LA
824 xor esi, esi
If you highlight any text (variable name, offset, string), QAN e el st
all matching references are highlighted across the graph. B24 jmp  short loc 73923248
* Helps track variables, function names, or constants inside T I

across the code
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Text Mode

* Provides a traditional linear view of assembly code. Arrows Text Mode
* Similar to what you see in debuggers or classic disassemblers Pl S e
y &8 ' Dashed = Conditional Comment
« Required when analyzing data regions, not just code. Up = Loop Generated by
* Example display: IDA Pro
0040105B .text 83EC18 Section
« 0040105B = Memory address Address
* .text = Section name containing this instruction
e 83EC18 - Opcode bytes
This mode shows the exact layout of the binary as it appears in memory. v
o --" .text:e0481@15 jz short loc_uf162B
1 * text:ooue1017 push offset aSuccessInterne ; “Success: Internet Connectionyn”
. . |t .text:0046101C call  sub_46105F
e The left section, called the arrows window, represents | ¢ text:ogu81021 add  esp,
i . ' .text:88401024 mov eax, 1
nonllne.ar.contrOI fIOW . 1! _text:00481829 jmp short loc_u@ie3n
* Solid lines — Unconditional jumps ) | CEEEEESCRGIE § s e
. o ; ' | .text:00461028
* Dashed lines — Conditional jumps ! ,, -Lext: 00461025 Loc 491028 ; CODE XREF: sub_481008+151j
. _ TPt _text: 00481828 push offset aErrord_1MoInte ; “Error 1.1: Ho Internetin”
.Upward arrows — Loops * .text:08401038 call  sub_46105F
This helps you trace how the program branches and repeats. " .text:00401035 add  esp, 4
* .text:0Au61038 xor £ax, eax
.text: 00461030
. .text: 08461030 loc_4B163A: ; CODE XREF: sub_481008+291j
* |IDA also dISp|ayS: +* _text:00461030 Moy esp, ebp
* _tpyt:ARLATASL nnn ehn

* The stack layout of the function (local variables and arguments)

. Au;o-generated comments (starting with ;) to help understand the
code
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Useful Windows for Analysis in IDA Pro

* In addition to the main disassembly window, IDA Pro
provides several specialized windows that help analysts
focus on important parts of the executable code. These
windows make it easier to:

* Navigate large executables
* ldentify important elements (functions, strings, imports, or data)
* find suspicious areas quickly during malware analysis
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Functions Window

* Displays all functions found in the executable, along with the length of
each function.

* You can sort by function length, making it easy to:
* |dentify large and complex functions that may contain malicious logic.
* Ignore or skip small, trivial functions that are usually unimportant.

* The window also uses flags to classify functions:
e L - Library function (compiler-generated, can usually be skipped)
* F S, etc. > Other classifications

* The L flag is particularly helpful because skipping library functions saves analysis
time and lets you focus on custom or suspicious code.

.‘EI] Functions window | = || (=] ||ﬂ
*  Funchon name Seqgment Start Length R F L 5 B T =
."'['F_I]__Ehg!_:kWindnwsﬁ enuineStatuz(] et 010031F3 aoaoooyC R . . . B . . |
‘E ControlB ackgroundBrushlnfo:: “scalar deleting ... best 01032897 ao0ao00=9 R B, .|
1'|£|] CreatelDecoderFromB ezource(W I ClmagingF...  text MO FBS0 ao0ao009y A B T
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Names Window

* Lists every named address in the binary:
* Functions
* Named code blocks
* Named data
* Strings

e Useful for quickly locating specific functions or variables by name.

N Mames window ||| | ]
Mane Address P. o
F _rmain Q0401040

L start 00401090 =

L _ amszg_exit 04071 16F

L fast_eror_exit 00401194

L stbuf O04011E 8

L fthuf 00401245

L _wiite_char Q0401420

L _write_rult_char Q0401455 —
Line 197 of 233
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Strings Window

Displays all strings found in the binary.
By default:

* Shows only ASCII strings longer than 5 characters.

* You can customize the display:

. Right-glic):k in the window and select “Setup” to adjust string length or encoding (e.g.,
Unicode).

Why it matters:
 Strings often reveal valuable information such as:

. Il
P add.resses % Strings window = e =
* Domain names
i | ; h Address Length Type  Shing i
[ ]
le patns oo rdata. OOODOOOF  ©  GetShingTypew!
® Com Ma nds "M ordata:0.. 00000000 C SetstdHandle
b Debug messages " ordata:0..  0000000c C ClozeHandle
“.rdata0.. 00000000 C FERMELIZ I
" datz00.. 000000 S C Error 1.1: Mo Internethn
" datz:00.. 000000 E C Success Internet Connectionhs =
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Imports and Exports Window

* Imports Window B Imports o=@ ][=
e Lists all imported functions used by the executable. Address Ordinal ~ Name Libirary i
e Useful for identifying external APIs and system G GetStingTyped KERNEL32
functions the program relies on. iy 0406044 GietSting ypeh KERNELAZ
. Mal e ific API calls ( Bp 00406048 SettdHandle KERNEL32
alware orien uses specitic calls\e.g., 2 00408080 ntemetGelConnectedState WININET
CreateProcess, InternetOpen) to perform malicious _
actionS. LIHElDf-‘l-‘l
B Exports o || [B] ] £3
* Exports Window Name Addiess  Ordinl
* Lists all exported functions in the file. B star 00401090
* This window is especially valuable when analyzing DLL
files:
* Exported functions can show the interface provided by or

connected with malware.

* |t can detect the entry points that other processes might
call.
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Structures Window

* Displays the layout of data structures recognized by IDA Pro.

* You can also create your own custom structures to:
* Represent memory layouts
* Interpret raw data regions more meaningfully
e Simplify the tracking of pointer and variable during analysis

ﬂ Structures EI@
B G B x|

a@eeeeAd ; Ins/Del : createfdelete structure -

AAAABeAA ; DSfAF* : create structure member (datafasciifarray)}

aogBaeAa ; H : rename structure or structure member

aogBaeaa ; U : delete structure member

foofOogee ; [00A06618 BYTES. COLLAPSED STRUCT IID. PRESS KEYPAD "+ TO EXPAHD]

fB0fOAAA ; [AAA06G618 BYTES. COLLAPSED STRUCT CPPEH_RECORD. PRESS KEYPAD "'+ TO EXPAHD]

00660000 ; [0O0000G4 BYTES. COLLAPSED STRUCT PROPSHEESwesscau--&nsarrananransranruasinsrasnanasr  anrce urunen won 7o cvnewns 100

fBofogaa ; [O00@066864 BYTES. COLLAPSED STRUCT _PRI]PSHE[BBBBBBBB *

fBBfdgane ; [6608000804 BYTES. COLLAPSED STRUCT _PROPSHEE R . _

90060060 ; [DBBOB00% BYTES. COLLAPSED STRUCT _PRDPSHE[gggggggg EEEEEEREEDRD 35”3“ o e LA A LT BT RUFRE i)

fBBfdgan ; [66808834 BYTES. COLLAPSED STRUCT PRDPSHEE]BBBBBBB# exe tE dd ; - oFfset

fBBfdgan ; [O08068684 BYTES. COLLAPSED STRUCT —PRDPSHE[BBBBBBBS rE;per dd ; ’ oFfFset

fdBBfdgan ; [O08008684 BYTES. COLLAPSED STRUCT —PRDPSHE[BBBBBBBE Eandier dd ; ’ oFfFset

fBBfdgans ; [O66808838 BYTES. COLLAPSED STRUCT PRDPSHEE]BBBBBB1B msEH_ptr dd ; ’ ofFset

fdbo0dogee ; [600800818 BYTES. COLLAPSED STRUCT S?STEMTIIBBB“BB1h dicabled dd ; N

fbofggee ; [900006814 BYTES. COLLAPSED STRUCT tagDRAWTE )

d0odgeee ; (60000814 BYTES. COLLAPSED STRUCT DOCIHFOW oo —wcrrnw ro—CTT T

g0000gene ; [9080083C BYTES. COLLAPSED STRUCT tagTEXTHETRICW. PRES3S KEYPAD "+ TO0 EXPAHD]

fbodggee ; [900006818 BYTES. COLLAPSED STRUCT _SYSTEMTIME. PRESS KEYPAD "+ TO EXPAND] i

- L F

2. _PROPSHEETHEADERW::59C02E8D56AB20D7 CE2E40D31 BAGL BETT9:0000
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Cross-Reference Feature (XREF)

* One of the most powerful features of

these windows is their cross-reference ...

capability, which allows you to quickly
locate where a function, variable, or
string is used in the code.

* If you want to find where an imported
function is called,
* Open the Imports Window,
* Double-click the function name,

* Then use the cross-reference view to
navigate to the exact location in the
disassembly.

* This makes it much faster to trace

DA View-A, xrefs to sub 430138, xrefs to sub 430374

08 X

@ wrefs tosub 430138

push  dword ptr [eaxtldh)

mov  eax, dword 431000

push  offset alpcs ;" lpcs:
call  sub 43D13B

mov esi, eax

call  sub_458FD1

Xor  eax, eax

inc Eax

pop  esi
. pop  ebp
‘ retn 4

sub 428748 endp

100.00% (-34,21 (278, 3; 0002ABE Q042B7E (Synchr

E:

Direction Typ Address
sub 42876D+24

call  sub 430138

Text

p b 4267AB+16 al sub 430138
B up p o sub4287D7+1D all sub.43D138
Wup p o sub 428707450 all sub 430138
Hup p b 428707467 call sub 430138
bl Up p sub 42B7D7+%E call sub 430138
Line 2 of 3735

5 wrefs tosub_ 430374

Direction Typ Address

B Do. | sub43D500+6
b5 Do.. 0 data:0476048

Text

jmp  sub_43D374
dd offset sub 430374

program behavior and identify suspicious

code paths.
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Returning to the Default View in IDA Pro

 Reset the Interface

* Go to the top menu bar and select:
Windows — Reset Desktop

e This returns the interface to the original default view.

Saving Your Own Layout

* If you've customized the interface (for example, rearranged the
windows in a way that works best for your workflow), you don’t have
to lose your setup.

* To save your customized view:

* GotoWindows — Save Desktop.
* IDA will remember your current window arrangement.
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Navigating IDA Pro — Imports or Strings

* Many windows and text in IDA are clickable links.

* Double-clicking an item in Imports, Strings, or Names jumps you to that address in the

disassembly.

I

IDA View-A

I__:_'. text:B188A779

* _text:B180A77B
* .text:B188A77E
text:B188A77E
text:@188A77F

-text:81088A78A
-text:B188A78C
-text: 81880798
text:B188A79C
-text:@1088A79D

-text:B8188A7B9
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-text:@1088A780 aHeapalloc

aGetprocessheap

ftext:-g188A7008 aTfFileinformati

db 1, 47h, 65Sh
db "tFileInformationByHandle®,8
align 2

L LN
L bemb 07,

g
Q00003

1l

==
jb short near ptr loc_ 1@0A7DF+1
add gs:[eax], al -
retf "t Strings window E
dh 2 Address Length Twpe  Sting
gh éﬂ:ﬁpnlluc. -0 L bext 7. 00000Q0C C TextUricode
w .

; \ et OO00007 5 C ClozeserviceH andh
ggigﬁeﬁpr““ﬂ"“p = . tewt01... 00000014 C QuenServiceConfic
db BECh - 8 wLtemt01. 00000013 C GetldzerDefaultJIL.

C

Heapdlloo

GetProceszHeap
tFilelnformationBeH



Navigating IDA Pro — Using Links

* Double-click any address in the disassembly window to display that

location
IDA View-A [=

* .text:@18847A1 push 1 ; duType
* .text:e18847A3 push g ; Reserved
* .text:818847A5 push [ebp+1lpUalueHame] ; 1lpUalueHame
* .text:@10847A8 push [ebp+hKey] : hKey
* .text:810847AB call ds: ; RegietVUalueExUW{x,%,X,%,%,%)
* .text:818847B1 pop ebp
* .text:@18047B2 retn aCh

text:@10847B2 ReglriteStringE@12 endp
-text:018847B2

oot = B R T s e e e e e e e e e o o o o o o o o o o o e e e e e e e e e e e e e
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Navigating IDA Pro — History

 Forward and Backward buttons work like a Web browser

€ IDA - C:\Windows\System32\notepad.ex
File Edit Search View Debuc

N Gﬁ's i 84 |
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Navigating IDA Pro — Navigation Band

* A horizontal color bar at the top/bottom shows a linear map of the
binary’s address space.
 Light blue = FLIRT-identified library code.
* Red = compiler-generated code.
e Dark blue = user-written code (your best area to analyze).

rﬂ IDA - C:\Windows\System32\notepad.exe EETT)
File Edit Search View Debugger Options Windows Help
= E v - v | 8| 1 [[1en v | _imp_Regse v | BREmM| o=
5 @ | /B BEE N Y| @ T[] v = B
B En - -}~
B &
| - | I N B (NN
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Navigating IDA Pro — Jumping to addresses or symbols

* Press G in the disassembly window to go to:
 avirtual address (e.g., 0x401000) or
e a named symbol (sub_401730 or printf).

* To jump to a file offset (hex editor offset), use Jump - Jump to File

Offset. ’ \
Jump to address . [é
Jurnp addrezs 01100000 -
OE, ] I Cancel | I Help
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Navigating IDA Pro — Searching

Search View Debugger Options !

e Search menu offers: next code AltsC |
* Next Code — find next occurrence of an "N cri+D
. . next explored Ctrl+ A
instruction pattern. ! next unexplored CirleU
* Text — search for strings or identifiers in the #y immediate value.. Alt+]
disassemb|y. ﬁ next immediate value Ctrl+I |
iy text... Alt+T !
. Sequencg of Bytes — search for raw byte B nedted b |
patterns in the hex view (useful for e e Alt+B E
shellcode/opcodes). B next sequence of bytes  Ctrl+B \
] . “ 3 not function Alt+L
e Use search to locate strings (like “Bad L edvord —
key”) and then jump to their code ] error operand Ctrl+F |

all void operands |

references.

all error cperands

1 Search direction
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Cross-References

* Cross-References (Xrefs) are one of the most powerful features for
analyzing how functions and data are used inside a binary.

* A cross-reference tells you:
* From Where the function is called.
* Where a string or variable is used in the code.
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Code Cross-References

* Code XREFS show where a function is called or where a jump instruction
leads.

* This means you can use XREFS to trace exactly where a function is invoked.

 To view all XREFS for a function:

* Click on the function name.
* Press X on your keyboard.
* A window will appear listing all the locations where the function is referenced.

e This is very useful if a function is called many times throughout the binary.

IDA View-A
.text:0Bu01440 .
.text:@aeue1ayd ; (rrrrrrrrren i d gl wrefs to _main SHEECIE X __J§ TREEN
_text:-06401440
_text-0040144808 Dhirection Type Address Te:t

-text-8840814408 ; int _ cdecl md Lall
-text:-884081448 main
-text-884814408
-text-@8u81448 var_Li
-text:-@88u81448 var_hi
-text:-:@8u81448 var_3C
-text:-@audiu48 var_ 38
-text-@Buaiu48 var_34

-text:aeuB1448 var_ 30 oK Cancel Help Search
-text-ao4@1448 var_ 2C

-text:aBua1Lu48 var_ 28 Linel of1

-texXt-00L014408 var_24 e

-text-@8L81L4408 var_2Z0 = dword ptr -28h
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Data Cross-References

* Data XREFS track how data is accessed in the binary
(such as IP addresses or strings).

* |dentify where sensitive or suspicious data is used.

* Track IP addresses, credentials, or text strings
throughout the binary.
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Function Recognition in IDA Pro

* IDA Pro can automatically identify functions in a binary and provide a
clear structure for analyzing them, including:

e Name the Function
e Name the local variables

 This makes it easier to understand what a function does without
reading raw assembly instructions line by line.
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Using Graphing Options

* IDA Pro provides several graphing options that help visualize program
flow and function relationships.

* These graphs are displayed using WinGraph32, which is a legacy
application.

* Unlike the interactive graph in the disassembly window, these graphs cannot
be modified directly in IDA Pro.

* Toolbar buttons provide access to five different graphing options.
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Using Graphing Options

* These are "Legacy Graphs" and cannot be
manipulated with IDA

* Flow chart of current function

* build flow chart of the current function for quick
visualization.

* Function calls for entire program

* Displays the hierarchy of all function calls in the
program.

* Cross-references Xrefs to get to the selected Xref
* Shows all the paths that get to a function or variable.

* Cross-references Xrefs from the selected Xref

* Shows all the paths that exit from a function or
variable.

e User Xrefs Chart

* Allows creating a custom graph with depth, symbols,
and relationships.

View Debugger Options Windows Help

Open subviens ML el 108 | 4
TR 2 e
Toolbars b v Print flow chart labels
) Colaator, L % Function calls ~ Ctrl+F12

R, Print seqment registers  Ctrl+Space | W Xrefsto
] Printinternal flags F gk Yrefs from
= e Nurn - ,ﬁl.lt:er:-:refschart...
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Enhancing Disassembly

* Warning: IDA does NOT have an undo feature.

* Rename locations (Give Meaningful Names)
* Replace auto names like sub_401000 with descriptive names (e.g., ReverseBackdoorThread, DNSrequest).
* Rename once; IDA propagates the new name everywhere it’s referenced, resulting in huge time saver.

 Add comments
* Local comment: place cursor on a line and press colon (:) to add a single comment .
* Repeatable comment: press semicolon (;) shown wherever the address is referenced (useful for explaining a function

or data item). mov  edi, edi
push ebp
* Format operands & change Number display Eg: E';E :;gﬂ}
* Hexadecimal by default call _ chkstk | M Usestandard symbolic constant
mov eax, St
» Right-click an operand (e.g., 0x62) to change display: decimal, octal, binary, or ASCII. xor eax, ebp | ' 8% H
. mov [ebp+var ! ¥g 114400
* Using Standard Named Constants push  offset aSe %, 1001100100000k B

e Convert raw numeric flags to Windows constants to Makes Windows APl arguments clearer
* Redefine code vs data

* |IDA sometimes mislabels bytes. Fix it:
* U =undefine (turn code/data into raw bytes)
* C=define bytes as code (disassemble)
* D =define as data

* A =define as ASCII string
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Extending IDA Pro with Plug-ins and Scripts
* Using Scripts
* IDA Pro can be extended using IDC and IDA Python scripts to speed

up analysis and add new features. ._f,\ IDA - Cymalware\basic_ex
° IDC Scrlpts "| Flle ] Edit Jump Search
. . . . '} New instance
 Built-in scripting language, older than Python. N2 | open..
e Uses functions with static declarations; local variable. Load file
* Example use: set bookmarks, add comments, or markup _ Eroguce file
i \ I file...
disassembly. Y SR e
=y IDC command...

* Run via File = Script File or File - IDC Command. o e
* IDA Python Scripts = save

Save as...
* Fully integrated Python scripting for powerful automation.
* Operates primarily using Effective Address (EA) or symbol names.
 Example: color-code all call instructions for easier analysis.

Close
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Extending IDA Pro with Plug-ins and Scripts

* Using Commercial Plug-ins

* Hex-Rays Decompiler:
e Converts disassembly into C-like pseudocode
* faster understanding of malware.

* zynamics BinDiff:

 Compares two IDA Pro databases to find new functions or code
changes

e useful for analyzing malware variants
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