Computer networks

Level: Fourth Year

Lecturer: Asst. Prof. Dr. Awos Kh. Ali

Lab Software: Cisco Packet tracer

Lab assistant: L. Huda Basim Hamid

Computer networks
Asst. Prof. Dr. Awos Kh. Ali

Lab assistant: L. Huda Basim Hamid

Introduction to Computer
Networking

(Class 1)




What is Computer Network?

A network 1s a set of devices (often referred to as nodes)
connected by communication links. A node can be a computer,
printer, or any other device capable of sending and/or receiving
data generated by other nodes on the network. A link can be a
cable, air, optical fiber, or any medium which can transport a
signal carrying information.

Why we need Networking?

» Sharing information

» Sharing hardware or software.
* Centralize administration and support.
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Data flow (simplex, half-duplex, and full-duplex)
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[Physical Structures

* Type of Connection
— Point to Point - single transmitter and receiver
— Multipoint - multiple recipients of single transmission
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How many kinds of Networks?

» we can classify networks in different ways:

+ Based on network size: LAN and WAN (and MAN)

+ Based on management method: Peer-to-peer and Client/Server

+ Based on topology (connectivity): Bus, Star, Ring ..

+ Based on transmission media: Wired (UTP, coaxial cables, fiber-

optic cables) and Wireless




LAN and WAN

* Local Area Network (LAN)

* Small network, short distance
* Aroom, a floor, a building
* Limited by number of computers and distance covered
» Serve a department within an organization

+ Examples:
* Network inside the Student Computer Room
* Network inside your home

An isolated LAN connecting 12 computers to a hub in a closet

Hub
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« Wide Area Network (WAN)

* A network that uses long-range telecommunication links to connect
2 or more LANs/computers housed in different places far apart.
* Towns, states, countries

« Examples: Internet Your home
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Network Topology

* Network Models OSI

* |IP Addressing

» Classful Addressing

+ Classless Addressing

« Subnetting Addressing

* Network Address Translation NAT

Network Topology

(Class 2)




" JEE
Peer-to-Peer Networks

* No hierarchy among computers = all are equal.
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* No administrator responsible for the network.
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* Host in a P2P network Provide and Consume
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Peer-to-peer

* Advantages of peer-to-peer networks:
+ Low cost AL 4
« Simple to configure Jsa b 4 sgu
- User has full accessibility of the computer Jals!l J ga sl (padidiuiall (Saa

S gsll
* Disadvantages of peer-to-peer networks:
+ Difficult to uphold security policy L\l sy jgi asc
- Difficult to handle uneven loading 5 =S <l e 3 jhul) a2e
+ Not Scalable: g sill Ji& &
« Difficult to control, e 4313 32y g8 axiicea JS (N 30N B Ay ga
because every user is a network admjnistrator. .
* Where peer-to-peer network is appropriate:
+ 10 or less users (ediica 10 Ge JB1 2l ¢3S Ladie
+ Security is not an issue dage & LY oS Lasic




Clients and Servers

* Network Clients (Workstation)

+ Computers that request network resources or services
o )5 o) Glasd qullat AN B ¢aY)

* Network Servers
+ Computers that manage and provide network resources and
services to clients (ediiaall o) gall g clasddl 4935 Al 3 3¢

* Usually have more processing power, memory and hard disk
space than clientss =S ¢ daw gl 59135 458 clallas dla Lale

* Run Network Operating System that can manage not only
data, but also users, groups, security, and applications on
the network (Linux or Windows server) 4 Jauds daiil o Jaxs
Crpaddiiacall 303 5 AdaY) ,d g8 o 5 a8 () 6<il Apalal) B 3gaY) oo Adlida 5 Bagad)
&alaall g

» Advantages of client/server networks

+ Facilitate resource sharing — itaall 4 jLia 3 4 sg
Facilitate system backupaUaill hlia) feud ¢pali (b A ggu
Enhance security — only administrator can have access to Server
Al aSatll Jgda 3ol g pade 392 g G — Alle Aial
Support more users — difficult to achieve with peer-to-peer
Networks (paddiual) (ja s 2o 2o

» Disadvantages of client/server networks

+ High cost for Servers 4 4k
* Need expert to configure the network €l le Adlually Jaall ¢} jd Zlias
)

Clienk
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Specialized Servers

m Type of specialized servers
Application Servers (Facebook)
Communication Servers
Fax Servers

Mail Servers
Web Servers
File & Print Servers

*etwork Topology
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Bus Topology Ring Topology Star Topology
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Extended Star Mesh
Topology Topology
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Peer-to-Peer (P2P) vs. Client-Server Networks

1.Architecture:
1. P2P: Decentralized; all devices (peers) act as both clients and servers,
sharing resources directly.
2. Client-Server: Centralized; dedicated servers manage resources, and
clients request services from these servers.
2.Resource Management:
1. P2P: Resources (files, processing power) are distributed across peers.
2. Client-Server: Resources are stored and managed centrally on the
server.
3.Scalability:
1. P2P: Limited scalability for large networks due to direct peer
dependencies.
2. Client-Server: Highly scalable, as servers can handle increased client
demands.

"
5. Security:
1. P2P: Less secure (peer-dependent, no centralized control).
2. Client-Server: More secure (centralized authentication,
access controls).
6.Cost:
1. P2P: Lower cost (no dedicated server infrastructure).
2. Client-Server: Higher cost (server setup, maintenance).
7.Reliability:
1. P2P: Resilient (no single point of failure).
2. Client-Server: Server failure disrupts the entire network.
8.Use Cases:
1. P2P: File sharing (e.g., BitTorrent), small networks.
2. Client-Server: Enterprise systems, web services (e.g., email,
databases).
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* Bus Topology

+ Simple and low-cost 4l 4ils 53 g Jasews
« Asingle cable called a trunk (& a1 JuS Ao (5 giad
+ Only one computer can send messages at a time &) (Sas 3l g jlg ki

53l gl 8 pall B Ji s
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 Star Topology

» Each computer has a cable connected to a single point 4l 3 jlga Js
IS all Ay Juaiia

+ More cabling, hence higher cost 4lle 448 331 3 i€ cdluagi M gliay

« All signals transmission through the hub; if down, entire network
down dulS 48,4l Jid ) (g9 o ga AT A B L () — S pal) A o e i) JS
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Ring Topology

» Aring topology is a type of network topology in which each device (or
node) is connected to exactly two other devices, forming a closed loop or
"ring" structure. The data travels in one or both directions around the ring,
passing through each node until it reaches its destination. This topology
is used in various local area networks (LANs) and wide area networks
(WANS).

Key Characteristics of Ring Topology:

Circular Layout: Each node in the network is connected to exactly two other
nodes, creating a closed loop. The last node connects back to the first node,
forming a ring.

Data Transmission: Data is sent in a specific direction, either clockwise or
counterclockwise, around the ring. In a bidirectional ring (known as a "dual
ring"), data can travel in both directions, which provides redundancy( & J sl
<l Jws ) in case of a failure.

Token Passing: A common protocol used in ring topology is token passing.
A "token" is a special data packet that circulates around the network. Only the
node holding the token can send data, reducing the chances of data
collisions. Once the data is transmitted, the token is passed to the next node.

23

N
Ring Topology

Reliability and Fault Tolerance:
Unidirectional Ring: If a link or node in the ring fails, the entire network can
be disrupted because there is no alternate path for the data to travel.
Bidirectional Ring: In a dual-ring topology, if a failure occurs, the network can
continue operating because data can flow in the opposite direction.

Advantages of Ring Topology:

« Equal Access: All nodes have equal opportunity to send data because of the
token-passing mechanism.

+ Predictable Performance: Data collisions are minimized since only one node
can transmit at a time.

« Simpler Cabling: Only two connections per device are needed (one to each
adjacent node).

; Flow of &
message
i _
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Disadvantages of Ring Topology:

Single Point of Failure (for Unidirectional Rings): A break in the ring can
disable the entire network unless it's a dual ring topology.

Latency Increases with Distance: Since data must pass through each node to
reach its destination, the time it takes for data to travel increases as more nodes
are added.

Complex Troubleshooting: Identifying the point of failure can be more complex
compared to other topologies like star.

Ring Topology

1 Star & Tree Topology

= The star topology is the most
commonly used architecture in
Ethernet LANs. Lolxiial A€¥) g daadl) 44,
laal) i) B Al cdgl B

= Larger networks use the extended

star topology also called tree
topology. When used with network
devices that filter frames or packets,
like bridges, switches, and routers,
this topology significantly reduces
the traffic on the wires by sending
packets only to the wires of the
destination host. dewd 5uSl)  cilSid
Laalll Sl (e ds gana (o oJL:s Y DML.:
33 836 Bk (8 Lguany ae Al
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' Mesh Topology

m  Mesh topology is a type of network
configuration where each node (or
device) is connected to every other
node in the network. This setup ensures
that there are multiple pathways for data
to travel between nodes, which
increases the reliability and redundancy
of the network. Mesh topology can be
classified into two types:

Full Mesh: Every node is directly connected to Fu" Me$h Topology
every other node, providing the highest level of

redundancy but requiring a large number of

connections as the network grows.

Partial Mesh: Only some nodes are connected

to multiple others, reducing the number of

connections but still offering improved

redundancy compared to other topologies like

star or bus.

" JEE
Advantages of Mesh Topology

m  High Fault Tolerance:

In a full mesh topology, every device is connected to every other
device. This means that if one connection or node fails, the data can
still find alternate paths to reach its destination.

Even in a partial mesh, multiple redundant paths exist, improving
reliability.
m Data is Reliable and Secure:

Mesh topology can provide more secure communication, as data travels through multiple
routes, and it's harder for attackers to intercept.

Data packets can be sent through different paths simultaneously, enhancing data reliability.
m  No Traffic Congestion:

Since multiple routes are available for data transmission, network congestion is minimized.
Each node has a dedicated connection to other nodes, so bottlenecks are less likely.

14
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Advantages of Mesh Topology

m  Scalability:
Adding new devices or nodes does not disrupt existing connections,
making mesh topology scalable. New nodes can be added without
affecting the overall network performance.

m  Supports Load Balancing:
With multiple paths available, the load can be distributed across the
network. This helps in balancing traffic and preventing any one path
from becoming overwhelmed with data.

m  Works Well for Wireless Networks:
Mesh topology is widely used in wireless networks (especially wireless
mesh networks) for extending coverage without the need for extensive
cabling.
In wireless mesh networks, each device can act as a repeater to
propagate signals to other devices, improving coverage in larger areas.

" JEE
Disadvantages of Mesh Topology

m  High Cost:
Full mesh topology requires a large number of cables and network
interface cards (NICs), which increases the cost. The complexity of
installation and cabling is high, especially in a wired full mesh topology.
Even in wireless mesh networks, costs can rise due to the number of
devices required to create multiple paths.

m Difficult to Set Up and Maintain:
Configuring and managing a mesh network can be complex due to the
large number of connections. The network administrator must manage
and configure all the different routes between devices, which requires a
higher level of expertise.
Troubleshooting can also be challenging because of the multiple
potential paths.
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Disadvantages of Mesh Topology

= Redundancy:

A full mesh topology can lead to unnecessary redundancy, especially
when not all of the connections are needed at all times. This
redundancy increases the cost and complexity without always providing
significant benefits.

m  Power Consumption (for Wireless Mesh):

In wireless mesh networks, each device in the mesh consumes more
power, as it not only communicates directly but also acts as a repeater
for other nodes. This can be a concern for battery-powered devices.

m Hardware Requirements:

Mesh topology requires more hardware (such as cables, switches, and
NICs) compared to other topologies like star or bus. This can make the
initial setup more expensive and harder to manage.

m Limited Scalability for Full Mesh:
In a full mesh topology, scalability can become problematic. For n devices in the
network, you need n(n - 1) / 2 connections, which grows very quickly as more

nodes are added. This creates exponential growth in the number of connections,
making full mesh impractical for large networks.

N
Summary

Mesh topology is often used in mission-critical applications where reliability
and fault tolerance are key, such as in military communication systems, smart
cities, and wireless sensor networks. However, it is less commonly used in
smaller or budget-sensitive networks due to its complexity and cost.

Advantages Disadvantages

High fault tolerance High cost (especially full mesh)
Reliable and secure Difficult to set up and maintain

No traffic congestion Excessive redundancy in full mesh
Scalable Requires more hardware

Supports load balancing Power consumption in wireless mesh
Works well in wireless networks Limited scalability for full mesh
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Network Models OSI

(Class 3)

THE OSI MODEL

The OSI (Open Systems Interconnection) model is a conceptual
framework used to understand and implement computer networking by
dividing it into 7 layers. Each layer has a specific function in the process of
data communication:. It was first introduced in the late 1970s.

Seven layers of the OS/ mode/

7 Application

6 Presentation

w

Session

3 Network

2 Data link

4 ‘ Transport

1 Physical
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From data link layer

1.2 data

Physical

=

[10101000000010

layer

To data link layer
| 1.2 dala |
! I
—ft
i 10101000000010 ] f:;ﬁical

Transmission medium

0 " )

Physical Layer (Layer 1). This is the lowest layer, responsible for the transmission of
raw bitstreams over a physical medium, like cables, radio waves, or optical fibers. It
deals with the physical connection between devices and the electrical, mechanical,
and procedural characteristics required for communication.

An exchange using the OSI mode/

Network

LLC Sublayer
Data Link

MAC Sublayer
Physical

Data Link Layer (Layer 2). The Data Link Layer in the OSI model is
divided into two sublayers: MAC (Media Access Control) and LLC
(Logical Link Control). Each sub-layer has specific roles that
contribute to data transmission over a network. Here's how they work:.
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Wireless—AC 8265

Command prompt->
ipconfig/all

—6A—6U—EU-UF—AB

A. MAC (Media Access Control) Sublayer

Function: The MAC sublayer is responsible for controlling how devices on a
network access and transmit data over the physical medium. It ensures that data
frames are placed onto the transmission media in an orderly way, avoiding
collisions when multiple devices try to communicate at the same time.

Key Tasks:

* Addressing: MAC uses unique hardware addresses (MAC addresses) to
identify devices on a local network. Each network interface card (NIC) has
a unique MAC address used for communication.

» Access Control: It determines when a device is allowed to send data and
when to wait, using protocols like CSMA/CD (Carrier Sense Multiple
Access with Collision Detection) in wired Ethernet or CSMA/CA (Collision
Avoidance) in wireless networks.

* Frame Handling: The MAC sublayer takes data from the LLC sublayer,
encapsulates it into data frames, and sends it to the Physical Layer for
transmission.

* Ensuring Hop-by-Hop Data Delivery: MAC handles hop-by-hop delivery by
controlling how data frames are transmitted between directly connected
devices on the same network segment, using MAC addresses to ensure that
each frame reaches its next immediate destination. It ensures orderly
communication and collision avoidance, guiding data from one network node to
another within the local network before passing it up to higher layers for further
processing.

19



B. LLC (Logical Link Control) Sublayer

Function: The LLC sublayer acts as an interface between the network layer
above it and the MAC sublayer below it. It manages data flow and error-checking
functions to ensure reliable data communication.
Key Tasks:
Error Detection and Correction: LLC provides error-checking mechanisms
to detect any data transmission errors and take corrective actions. While it
doesn't correct the errors directly, it detects them so the data can be
retransmitted.
Flow Control: The LLC sublayer manages the rate of data transmission to
prevent a fast sender from overwhelming a slow receiver, ensuring a smooth
communication process.
Multiplexing: It supports the handling of multiple network protocols over the
same network medium, allowing higher-layer protocols to communicate
through different logical paths.

Together, these two sublayers allow reliable and orderly communication
between devices in a network, with the LLC focusing on error handling and
flow control, while the MAC controls how data is actually transmitted onto the
physical medium.

Network layer:

Network Layer (Layer 3): This layer is responsible for data routing,
switching, and determining the best path for data transmission. It uses
logical addressing (IP addresses) to direct data packets from the
source to destination across multiple networks.

Layer 3 (Network) transmits
packets between networks and
determines the best paths.

Network A Network B
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Transport Layer (Layer 4): The transport layer ensures the reliable
transmission of data between devices. It manages end-to-end
communication, error correction, and data flow control, using protocols like
TCP (Transmission Control Protocol) and UDP (User Datagram Protocol).

From Session Layer To Session Layer

:._

Session Layer (Layer 5): This layer establishes, manages, and terminates
communication sessions between two devices. It coordinates the dialogue
between the systems and keeps the data separate from other sessions.

Authentication

Session Established -
{Respond
—

SERVER's
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Presentation Layer (Layer 6): The presentation layer translates data into a

format that the application layer can understand. It handles data encryption,

decryption, compression, and conversion to ensure that data is presented in
a readable form.

The Presentation Layer
s — P — %
Encryption Compression Translation

:._

Application Layer (Layer 7): The topmost layer interacts directly with the
user and provides network services to applications. It includes protocols like
HTTP, FTP, SMTP, and DNS, facilitating user access to network resources
and data exchange.
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Summary of layers

To translate, encrypt, and
compress data

Application

To allow access to network
resources

Presentation

To establish, manage, and

To translate, encrypt, and
compress data

Session 4 i
- ) terminate sessions
To provide reliable process-to-
process message delivery and Transport
error recovery To move packets from source
Network to destination; to provide
. internetworking
To organize bits into frames; X
: : Data link
to provide hop-to-hop delivery T -
To transmit bits over a medium;
Physical to provide mechanical and
electrical specifications
-
Summary of layers
= To allow access to network
Application
resources

Presentation

To establish, manage, and
terminate sessions

To move packets from source
to destination; to provide
internetworking

Session

To provide reliable process-to-
process message delivery and Transport
error recovery

Network
To organize bits into frames; X
to provide hop-to-hop delivery Lol

Physical

To transmit bits over a medium;
to provide mechanical and
electrical specifications
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Presentation and
Session layers are

" JEE
Application layer protocol

m https or https for web browsing

m File Transport Protocol (FTP) for file
downloading and transferring

m Simple Mail Transfer Protocol(SMTP) for
email

48 Dr .Awos
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Presentation layer

(binary system)
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t Data C
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nonooo 10100110

1010010
Encryption 1 a. ﬂ \ rel:eiueri Decryption, 4 4 4%

n
1010010 i
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NAC Address: physical numbers

" 4bit
12 Digit
s 00-80-D0-63-C2-26

hexadecimal \ ~ /

system 48 bit
N|c (NETWORK INTERFACE CARD)

framing
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Data Link Layer

Error Detection & Correction

- 5> - ;,f R
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Network Addressing

(Class 4)
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TCFP/IP Model

The TCP/IP model is a fundamental framework for computer networking. It stands
for Transmission Control Protocol/Internet Protocol, which are the core protocols
of the Internet. This model defines how data is transmitted over networks,
ensuring reliable communication between devices. It consists of four layers:

* Network access Layer (Data link and Physical),

* Network Layer.

* Transport Layer.

* Application Layer.

Each layer has specific functions that help manage different aspects of network
communication, making it essential for understanding and working with modern
networks.

" JE
TCP/IP Model

Feature OSI Model TCP/IP Model
Number of Layers 7 4 (or 5)
Physical, Data Link,
Lavers Included Network, Transport, Network Access, Network,
4 Session, Presentation, Transport, Application
Application
Conceptual and general Protocol-driven model

Development Focus

Layer Separation

Real-World Use

Creator

networking model

Strict

Rare, mostly for teaching

ISO

(TCP, IP)
More flexible

Widely used, standard for
internet

U.S. Department of
Defense
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TCFP/IP Model

In practice, the TCP/IP model is more commonly used, but the OSI model
remains useful as a framework for understanding how different networking
protocols relate to one another.

TCFP/IP Layers

Application layer Processes — af,zf;zgs
Transport layer adg:)er:ses
Network| Logical
etwork layer other protocols addresses
Data link layer
Underlying i
: Physical
— physical > add};esses
networks
Physical layer
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Four levels of addresses are used in an internet employing the TCF/IP
protocols: physical, logical, port, and specific.

Addresses

Physical Logical Port Specific
addresses addresses addresses addresses

Physical Address

*Physical address or (hardware Address), or Media Address Control MAC
address.

*Each node has a unique MAC Address: Globally identifier that burned
into your RAM of your network interface card. &l Jlsic o 55 jlga S
ALl diLhy 5 4815 Ao Jase 2y 8 Sy i yeo

*MAC Address assigned by manufacturer , each factory has a block of

address assigned by IEEE. 4 giac S8 Sl dricadl) 48 il S (10 2030 ol ) gic
IEEE Ao i o b jsanall Sysliedl (o duals

*No two networks in the world have the same Address.

e/ocal-area networks use a 48-bit (6-byfe) physical address written as 12
hexadecimal digits, every byte (2 hexadecimal digits) is separated by a
colon, as shown below:

07:01:02:01:2C:4B
A 6-byte (12 hexadecimal digits) physical address.
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Note that in most data link protocols, the destination address 87 in this case,
comes before the source address (10 in this case). The frame is propagated
through the LAN. Each station with a physical address other than 87 drops the
frame because the destination address in the frame does not match its own
physical address. The intended destination computer, however, finds a match
between the destination address in the frame and its own physical address. The
frame is checked, the header and trailer are dropped, and the data part is
decapsulated and delivered to the upper layer.

Unicast, Multicast, and Broadcast Physical Addresses

Physical addresses can be either unicast (one single recipient), multicast (a group of
recipients), or broadcast (to be received by all systems in the network). Some
networks support all three addresses.

A source address is always a unicast address—the frame comes from only one
station. The destination address, however, can be unicast, multicast, or broadcast.
The least significant bit of the first byte defines the type of address.

(uni{‘ast: 0 multicast: 1 j

|
LTI T T I | == | |

Byte 1 Byte 2 Byte 6

Q: Define the type of the following destination addresses:

1. 4A:30:10:21:10:1A 4A =01001010
2.47:20:1B:2E:08:EE 47=01000111
3. FF:FF:FF:FF:FF:FF FF = 11111111
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Network Layer:
Logical Addressing

An IP address (Internet Protocol Address) or (logical Address)
iS a unique address that devices use it in order to
communicate with each other. g ol sie JS& (58 Sihidl ) siall
s AY) 83 aa Juai¥l (i Al jlea JS

IP addresses are managed and created by the Internet
Assigned Numbers Authority (IANA). (naste JSIPs )l 5 o Jdi
IANA dosnye J8 (e

IP have two versions: 1. IPv4 is 32bits

2. IPv6 is 128bits

The network layer is responsible for the delivery of individual
packets from the source host to the destination host.
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An IPv4 address is 32 bits long, are unique and universal.

A protocol IPv4 has an address space. An is the
total number of addresses used by the protocol. If a protocol uses
N bits to define an address, the address space is 2V.

Gl 22all e (g ging eliadll 138 | o gliall (e JalS glizad e (g gisalPV4 J) o) sic
=il Nbits  addiun JsSsisodl 13 JsSsisoill 1 d8 e dediual Goslall (4
Crsbndl go 28N L) ) sSa (3 (g slanl)

IPv4 uses 32-bit addresses, which means that the address space is
232 or 4,294,967,296 (more than 4 billion). This means that,
theoretically, if there were no restrictions, more than 4 billion
devices could be connected to the Internet. (nsic pws Cwiiul
Al J s lea el 4 aas o) e 308 il 3 g ) g DalS il Il

There are two prevalent notations to show an IPv4 address:
binary notation and dotted-decimal notation.
s dall pUail ol L QUaill 48 ey Ll [P (o) sie Jiial (Saa

In binary notation, the IPv4 address is displayed as 32 bits.
Each octet is often referred to as a byte. So it is common to
hear an IPv4 address referred to as a 32-bit address or a 4-
byte address. Example: 01110101 00011101

4-bytes & Jiae 5| 32-bits (e O sSh (A allail)
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o _
Dotted-Decimal Notation

To make the IPv4 address more compact and easier to read,

Internet addresses are usually written in decimal form with a

decimal point (dot) separating the bytes. Example:

ke Al Sy iy Y sl Jews 5 st I IP olsie o5 S
Ay Al jro aludl day ) o andia

10000000 00001011 00000011 00011111
T

Note that because each byte (octet) is 8 bits, each number in
dotted-decimal notation is a value ranging from 0 to 255.

37



= 0.0.1.0..>0.0.1.1...>0.0.1.2...>0.0.1.255
m 0.0.2.0--> 0.0.2.255

m 0.0.3.0

m 0.0.255.255

m 0.1.0.0 ---> 255.255.255.255

"
Example 1

Change the following IPv4 addresses from binary notation fo dotted-decimal
notation.

a. 10000001 00001011 00001011 11101111
b. 11000001 10000011 00011011 I1111111

Solution

We replace each group of 8 bits with its equivalent decimal number and add
dots for separation.

a. 129.11.11.239
b. 193.131.27.255
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Example 2

Change the following IPv4 addresses from dotted-decimal notation to binary

notation.
a. 111.56.45.78
b. 221.34.7.82
Solution

We replace each decimal number with its binary equivalent.

a. 01101111 00111000 00101101 01001110
b. 11011101 00100010 00000111 01010010

Example 3

Find the error, if any; in the following IPv4 addresses.

a. 111.56.045.78
b. 221.34.7.8.20
c. 75.45.301.14
d. 11100010.23.14.67

Solution

a. There must be no leading zero (045). A< s3] Guw ) jsas ¥

b. There can be no more than four numbers. >3, 4 5 iS58 o) oS Y

c. Each number needs to be less than or equal to 255. 255 J Jslai ¥ ad s/

d. A mixture of binary notation and dotted-decimal notation is not allowed. ¥

aaly Ol A cpallii o S G LIS (e
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Port Address

m A port address is a 16-bit address represented by one decimal number>

m  The following Figure shows two computers communicating via the Internet. The
sending computer is running three processes at this time with port addresses a, b,
and c. The receiving computer is running two processes at this time with port
addresses j and k. Process a in the sending computer needs to communicate with
process j in the receiving computer. Note that although both computers are using
the same application, FTP, for example, the port addresses are different because
one is a client program and the other is a server program.

b

Q ™ B N QDK

Receiver

Internet

ICANN Ranges (Internet Corporation for Assigned Names and Numbers)

m ICANN has divided the port numbers into three ranges: well-known, registered, and
dynamic (or private)

m  Well-known ports: The ports ranging from 0 to 1,023 are assigned and controlled by
ICANN

m  Registered ports: The ports ranging from 1,024 to 49,151 are not assigned or controlled

by ICANN. They can only be registered with ICANN to prevent duplication.

m  Dynamic ports: The ports ranging from 49,152 to 65,535 are neither controlled nor
registered. They can be used as temporary or private port numbers. The original
recommendation was that the ephemeral port numbers for clients be chosen from this
range. However, most systems do not follow this recommendation.

Registered

o 1.023 ‘ 49,152 65.535
' 1k 1
1.024 49,151 t
Well-known Dynamic or private
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Specific Addresses

m Some applications have user-friendly addresses that are
designed for that specific application. Examples include the e-
mail address (for example, co_sci@yahoo.com) and the
Universal Resource Locator (URL) (for example,
www.mhhe.com). The first defines the recipient of an e-mail;
the second is used to find a document on the World Wide
Web. These addresses, however, get changed to the
corresponding port and logical addresses by the sending
computer.

Classful Addressing

(Class 5)
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Classful Addressing

m An IP address is an address that has information about
how to reach a specific host, especially outside the LAN.
An |IP address is a 32-bit unique address having an
address space of 232,

m Classful IP addressing is a way of organizing and
managing |IP addresses, which are used to identify
devices on a network. Think of IP addresses like street
addresses for houses; each device on a network needs
its unique address to communicate with other devices.

F—
Need For Classful Addressing

m Initially in 1980’s IP address was divided into
two fixed part i.e.,, NID(Network |ID) = 8bit, and
HID(Host ID) = 24bit. So there are 28 that is 256
total network are created and 224 that is 16M
Host per network.

m There are one 256 Networks and even a small
organization must buy 16M computer(Host) to
purchase one network. That's why we need
classfull addressing.
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Classful Addressing

In classful addressing, the address
space is divided into five classes:
A, B, C,D, and E.

First Second  Third Fourth First Second  Third Fourth

byte byte byte byte byte byte byte byte
Class A | 0 || || || | CIassA| 0-127 || || || I
ClassB [10 || || I | Class B [128-191] || || |
ClassC [110 | I I | Class C [192-223] | I I |
ClassD [1110 || I I | Class D [224-239] I[ I |
ClassE [1111 || Il | | Class € [240-255] I I |

a. Binary notation b. Dotted-decimal notation

Finding the classes in binary and dotted-decimal notation

IP addresses are globally managed by Internet
Assigned Numbers Authority(IANA) and Regional
Internet Registries(RIR).

While finding the total number of host IP addresses, 2
IP addresses are not counted and are therefore,
decreased from the total count because the first IP
address of any network is the network number and

whereas the last IP address is reserved for broadcast IP.

Occupation of The Address Space In Classful Addressing

Total IP Address is 232 >

A
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* The IP address consists of two components:

. is the network portion of the address,
consisting of the network bits.

. is the host portion of the address,
consisting of the host bits. They consist of the remaining
bits not included with the network bits. The part of an IP
address that identifies a host.

I 32-bit IP Address

Metwork Bits or Netid Host Bits or Hostid

:‘ Byte 1 ‘:‘ Byte 2 ‘:‘ Byte 3 ‘:‘ Byte 4 :

[ 1 | |
Class A | Netid Hostid |
Class B | Netid Hostid |
Class C | Netid Hostid |
Class D | Multicast address ‘
Class E ‘ Reserved for future use |

* |P addresses are globally managed by Internet Assigned Numbers
Authority(IANA) and Regional Internet Registries(RIR).

*  While finding the total number of host IP addresses, 2 IP addresses
are not counted and are therefore, decreased from the total count
because the first IP address of any network is the network number
and whereas the last IP address is reserved for broadcast IP.
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Class A

0 8 16 24

32

ClassA  f057 =128 224= 16 777 216

*2A24 -2 =16,777,214 host ID (DEVICES)

Leading| Size of Network | Size of Rest  Number Addresses

0l Stataddress| End add
" B MumberBitfeld Bitfeld | ofNeworks | perfistwork o o
Class A 0 8 bl 1282 16,777,215 (2 0.0.0.0 127 255 255 255
[ |
Class B
0 8 16 24 32
ClassB |10 2446 384 216 5 536

*2A14 = 16384 network address
*2A16 - 2 = 65534 host address (DEVICES)

Leading| Size of Network | Size of Rest  Number Addresses

0l
= Bits NumberBitfild Bitfield | of Networks | per Network

Start address| End address

Class B 10 16 16 153802 | 6529 128000

191.255.255.245
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Class C
0 8 16 24 32
ClassC  [t10 =227 152 28 = 256
*2A21 = 2097152 network address
*2A8 — 2 = 254 host address
Leading| Size of Network | Size of Rest  Number Addresses
Cl Start address| End add
0 Bis NumberBitfield Bitfield | offletworks | perMetwork oo QU
Class C "M | 4 B 2007152 (24) 286 (2% 192000  |223.265 266 265
]
Class D
0 8 16 24 32
Class D 1110 Multicast Address
Leading| Size of Network | Size of Rest  Number Addresses
(l Start address| End add
0 Bis NumberBitfield Bitfield  ofNetworks | perMetwork o oo e
Class D (muticast) 1110 | not defined notdefined| notdefined | not defined 224000 239.255.235.255
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Class E

IP addresses belonging to class E are reserved for experimental
and research purposes. IP addresses of class E range from
240.0.0.0 — 255.255.255.255. This class doesn’t have any subnet
mask. The higher-order bits of the first octet of class E are always
setto 1111.

Summary

crass [ Veire” [T orts | xnowor s [ Ressrs oF® |START ADDRESS| END ADDRESS
CLiSS o 8 14 |2 sy [ aermae|  0.0.0.0 127.255.255.255
CL]‘;‘SS 10 16 16 214 (16,384) 216 (65,536) 128.0.0.0 191.255.255.255
CL?SS 110 24 8 221(2‘097‘152)18 (256) 192.0.0.0 223.255.255.255
CLSSS 1110 DI:\i-'CI);leD D];F?I-\['ED DE-\-FOI,EED Dli\f?EED 224.0.0.0 239.255.255.255
| | R o vhen | ohemen | 240000 | 2ssossossoss
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Example

Find the class of each address?

a. 00000001 00001011 00001011 11101111
b. 11000001 10000011 00011011 11111111
c. 14.23.120.8

d. 252.5.15.111

e. 192.168.0.0

f. 172.16.0.1

Solution

a. The first bit is 0. This is a c/lass A address.

b. The first 2 bits are 1; the third bit is 0. This is a class C
address.

c. The first byte is 14, the class is A.

d. The first byte is 252; the class is E.

" JE
Problems with Classful Addressing

m The problem with this classful addressing method is that millions of
class A addresses are wasted.

m Many of the class B addresses are wasted.

m The number of addresses available in class C is so small that it
cannot cater to the needs of organizations.

m Class D addresses are used for multicast routing and are therefore
available as a single block only.

m Class E addresses are reserved.

Since there are these problems, Classful networking was replaced by
Classless Inter-Domain Routing (CIDR) in 1993. We will be discussing
Classless addressing in the next lecture
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Subnetting Addressing

(Class 8)

By
Asst. prof. Dr. Awos Kh. Ali

More Levels of Hierarchy

Large Block ->Divide into ->Small Blocks > Divide into> Sub Blocks - Customers

National ISP = Regional ISP - Local ISP - Organization - Several Sub nets.

Address Allocation

How are the blocks allocated? The ultimate responsibility of address
allocation is given to a global authority called the /nfernet Corporation for
Assigned Names and Numbers (ICANN). However, ICANN does not
normally allocate addresses to individual organizations. It assigns a large
block of addresses to an ISP. Each ISP, in turn, divides its assigned block
into smaller sub blocks and grants the sub blocks to its customers.

ICANN >National ISP - Regional ISP = Local ISP = Organization - Several Sub nets
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Example

An ISP is granted a block of addresses starting with 190.100.0.0/16 (65,536
addresses). The ISP needs to distribute
these addresses to three groups of customers as follows:

a. The first group has 64 customers; each needs 256

addresses.
b. The second group has 128 customers; each needs 128
addresses.
¢. The third group has 128 customers; each needs 64
addresses.

Design the sub blocks and find out how many addresses are still available after
these allocations?

=
Solution
Figure below shows the situation.

Group 1

For this group, each customer needs 256 addresses. This means that 8 (log,
256) bits are needed to define each host. The prefix length is then 32 — 8 = 24.

The addresses are

1st Customer: 190.100.0.0/24  190.100.0.255/24
2nd Customer: 190.100.1.0/24  190.100.1.255/24
64th Customer: 190.100.63.0/24  190.100.63.255/24
Total = 64 % 256 = 16,384
111111=63
190.100.00000000.0000000 customers -1

190.100.00111111.00000000 -->190.100.63.0

; last address =190.100.63.255
24 bits(mask) Last value= (0) +

No. of addresses
(256) -1 = 255
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Group 2

For this group, each customer needs 128 addresses. This means that 7 (log,
128) bits are needed to define each host. The prefix length is then 32 — 7 =

25. The addresses are

Ist Customer:  190.100.64.0/25 190.100.64.127/25
2nd Customer:  190.100.64.128/25  190.100.64.255/25

128th Customer: 190.100.127.128/25 190.100.127.255/25

Total = 128 x 128 = 16,384

190.100.01000000.000000 customers -1

190.100.01111111.10000000
25 bits(mask)

1111111=127

-->190.100.127.128

last address = 190.100.127.255

Last value = (128) +
No. of addresses
(128) -1 = 255

Group 3
For this group, each customer needs 64

addresses. This means that 6

(log,64) bits are needed to each host. The prefix length is then 32 — 6 = 26.

The addresses are

Ist Customer: 190.100.128.0/26 190.100.128.63/26
2nd Customer: 190.100.128.64/26 190.100.128.127/26

128th Customer: 190.100.159.192/26  190.100.159.255/26

Total = 128 X 64 = 8192

190.100.10000000.00000
190.100.10011111.11000000

26 bits(mask)

1111111=127

customers -1
-->190.100.159.192

last address = 190.100.159.255

Last value = (192) + No. of
addresses (64) -1 = 255
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An example of address allocation and distribution by an ISP

Number of granted addresses to the ISP: 65,536
Number of allocated addresses by the ISP: 40,960
Number of available addresses: 24,576

ISP
Group 1 [—— Customer 001: 190.100.0.0/24
190.100.0.0t0190.100.63.255 | * _ stomer 064: 190.100.63.0/24
4 " Group 2: —— Customer 001: 190.100.64.0/25
§o @ 190100640t0190100.127.255 | *  c\stomer 128:190.100.127.128/25
To and from 3 S ° &
the Internet o= 3
Lo S .
== s Group 3: : Customer 001: 190.100.128.0/26
() 190.100.128.0 to 190.100.159.255 | * Customer 128: 190.100.159.192/26
Available
190.100.160.0 to 190.100.255.255

" J
m H.W.: An ISP is granted a block of addresses starting with
187.97.0.0/16 (65,536 addresses). The ISP needs to
distribute

these addresses to three groups of customers as follows:

m The first group has 128 customers; each needs 64
addresses.

m The second group has 128 customers; each needs 128
addresses

m The third group has 64 customers; each needs 256
addresses.
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