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Information Metrics
Second Year - Module One: Theoretical Foundation
Shannon’s Information Theory

Claude Shannon is regarded as the founding father of information measurement, thanks to his pioneering 1948 paper
titled A Mathematical Theory of Communication.

1.1 The Basic Concept of Information in Shannon’s Theory

In Shannon's theory, information is not measured by its meaning or semantic content, but rather by the degree of
surprise or uncertainty it eliminates. The less likely a message is to occur (i.e., the more surprising it is), the more
information it carries.

e Basic Unit: The bit (Binary Digit) is the fundamental unit of measurement in Shannon’s theory. A single bit
represents a choice between two equally probable states (e.g., Yes/No, 1/0, On/Off).

1.2 Shannon’s Information Metrics

A. Self-Information
The information content of an event x is measured based on its probability P(x) using the formula:
[1(x) =-\log_2 P(x) ]

e The smaller P(x) (i.e., the lower the probability of occurrence), the larger I(x) (i.e., the more information the
event conveys).

e Example:

o Coin toss: The probability of getting “Heads” is 0.5 =
[ I(\text{Heads}) = - \log_2(0.5) = 1 \text{ bit} ]

o Rolling a six-sided die: The probability of gettinga "1"is 1/6 -
[ (1) =-\log_2(1/6) \approx 2.58 \text{ bits} ]

o Since rolling a “1” is less likely than getting “Heads,” it conveys more information.

B. Entropy

Entropy measures the average amount of information (or uncertainty) in an information source or message. The higher
the entropy, the greater the uncertainty before receiving the message, and thus the more information the message
carries upon reception. It is calculated using:

[ H(X) = - \sum_{i=1}*{n} P(x_i) \log_2 P(x_i) ]
Where:

e H(X) is the entropy of the source
e P(x_i)is the probability of occurrence of symbol x_i
e nis the total number of possible symbols

Example:
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e A source transmitting "0" or "1" with equal probability (0.5 each) has maximum uncertainty, resulting in an
entropy of 1 bit.

e If a source transmits "0" with probability 1 and "1" with probability O (i.e., no uncertainty), its entropy is zero.

C. Mutual Information
Mutual information measures how much information about one random variable can be obtained by observing another
random variable, indicating the degree of dependency between the two.

1.3 Applications of Shannon’s Theory

e Data Compression: Shannon’s theory establishes the theoretical maximum for data compression (Shannon limit)
and serves as the foundation for compression algorithms such as Huffman coding.

e Error Correction: Shannon’s theory underlies error correction codes that enable the detection and correction of
transmission errors in noisy channels.

e Cryptography: Understanding entropy and noise aids in designing robust encryption systems.

e Networking & Communications: Shannon’s theory informs the design of efficient communication protocols that
maximize information transmission over limited-capacity channels.

Module Two: Quantitative Information Measures
2.1 Units of Data Measurement
Commonly used measures include:
e Bit (b): Fundamental unit of digital information.
e Byte (B): Group of 8 bits, often representing a single character.
e Kilobyte (KB): 1024 bytes.
e Megabyte (MB): 1024 KB.
e Gigabyte (GB): 1024 MB.
e Terabyte (TB): 1024 GB.
e Petabyte (PB): 1024 TB.
e Exabyte (EB): 1024 PB.
e Zettabyte (ZB): 1024 EB.
e Yottabyte (YB): 1024 ZB.
2.2 Data Transfer Rate Metrics
e Bits per second (bps): Base unit for measuring data transfer speed.
e Kilobits per second (Kbps): 1000 bps.

e Maegabits per second (Mbps): 1000 Kbps.
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e Gigabits per second (Gbps): 1000 Mbps.

Note: People often confuse MB (Megabyte) and Mb (Megabit). Since 1 MB = 8 Mb, an internet speed of 100 Mbps
allows approximately 12.5 MB of data download per second.

Module Three: Qualitative and Semantic Information Measures
3.1 Semantic Content Measures
These measures go beyond the physical quantity of information to assess its meaning, value, and relevance.

e Relevance: The degree to which information meets a user’s needs or query. This is partially subjective and
partially objective.

e Accuracy: The extent to which information matches reality or the truth.

e Completeness: The extent to which information contains all necessary data for decision-making or
understanding a subject.

¢ Timeliness/Currency: The degree to which information is up-to-date. Outdated information may lose its value.
o Reliability/Credibility: The level of trust one can place in the source of the information.
e Clarity: The ease with which information can be understood.
e Coherence: The logical flow and interconnection of different parts of information.
e Conciseness: Delivering information in as few words as possible without losing meaning.
e Value: The positive impact information has on decision-making or problem-solving.
3.2 Information Quality (1Q) Metrics
Multiple dimensions are used to assess the quality of information in information systems and databases:

e Intrinsic 1Q Dimensions: Relate to the information itself, regardless of context (e.g., accuracy, objectivity,
reputation).

e Contextual IQ Dimensions: Relate to how suitable information is for a specific task (e.g., relevance, timeliness,
value, appropriate quantity).

e Representational 1Q Dimensions: Concern the way information is presented (e.g., clarity, readability,
consistency).

e Accessibility 1Q Dimensions: Measure the ease of accessing information (e.g., ease of retrieval, security of
access).

3.3 Information Complexity Metrics

e Kolmogorov Complexity: The theoretical measure of the shortest computer program capable of generating a
given sequence of data. The shorter the program, the less complex the sequence (more regularity). This is
difficult to compute practically.
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Syntactic Complexity Metrics: Measures such as word count, sentence length, and grammatical structure

COMplexity.

Semantic Complexity Metrics: Measures that assess the number of concepts, relationships between concepts,
and depth of meaning.

Module Four: Measuring the Value and Impact of Information

4.1 The Economic Value of Information

Direct Value: The amount of money that can be earned or saved due to information.
o Example: Market share gained by understanding customer preferences.
Indirect Value: Long-term benefits that may not be immediately financial.
o Example: Enhancing brand reputation, increasing customer loyalty, gaining a competitive advantage.

Return on Information (ROI): Comparing the financial benefits derived from using information with the costs
spent on collecting, storing, and analyzing it.

4.2 Information Metrics in Decision-Making

Value of Perfect Information (VPI): The maximum increase in utility that could be achieved if perfect information
about an uncertain outcome were available. This is a theoretical metric.

Uncertainty Reduction: Valuable information reduces uncertainty about an outcome, enabling better decision-
making. This relates to entropy.

Improving Decision Quality: Information contributes to better decisions that lead to higher profits, fewer losses,
and greater efficiency.

Risk and Opportunity Discovery: Valuable information helps identify potential risks or untapped opportunities.

4.3 Information Metrics in Data Science and Machine Learning

Feature Importance: Measures how much each feature (variable) contributes to predictions in machine learning
models.

Information Gain: Used in decision trees to determine the best feature to split data on, reducing entropy
(uncertainty).

Information Ratio: Used in finance to measure the efficiency of an investment strategy relative to a benchmark.

Predictive Analytics Information Value: Measured by the accuracy of model predictions (e.g., classification
accuracy, prediction error).

Module Five: Challenges in Information Measurement and Future Trends

5.1 Challenges in Information Measurement
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e Subjectivity vs. Objectivity: Many quality and value metrics (such as relevance and reliability) are subjective and

dependon Individuat judgment.

e Cost: Measuring and determining the value of information can be expensive (data analysis, model building).

e Complexity: Information is rarely isolated; it is interconnected and multifaceted, making measurement difficult.
e Context Dependence: The value and quality of information vary greatly based on its application.

e Unstructured Data: Measuring information from text, images, and videos is far more difficult than structured
data analysis.

e Bias: Information measurement processes may be biased if the data used is biased.
5.2 Future Trends and Outlook
e Artificial Intelligence & Machine Learning:

o Automatic quality measurement: Developing algorithms to evaluate accuracy, completeness, and
consistency of data automatically.

o Feature importance analysis: Advanced ML models identifying which parts of data are most impactful in
predictions or decisions.

o Improving semantic information: Designing systems that better understand contextual meanings.
¢ Information Measurement in Big Data Environments:

o Creating new metrics to deal with data speed (Velocity), diversity (Variety), and massive volume
(Volume).

o Focusing on measuring the "value" of data aggregated from multiple heterogeneous sources.
¢ Human-Centered Value Metrics:

o Developing measurement approaches focused on information’s impact on human well-being, happiness,
and cognitive development—not just its economic utility.

o Assessing how people "absorb" and "understand" information.
e Decentralized Information Measurement:

o With the rise of blockchain and decentralized systems, new challenges and metrics will emerge for
evaluating information in trustless environments.

e Multimodal Information Measurement:

o Standardized metrics for evaluating information across different media formats (text, images, audio,
video) in integrated contexts.

Conclusion & Recommendations: Information is Power, and Measurement is the Key

We have come a long way in understanding that information is not merely data we collect—it is a dynamic entity that
can be measured across multiple dimensions:
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Physical Size (Bits): Fundamental units.

2. Complexity and Semantics: Evaluating meaning and interconnectivity.

3.

Economic and Cognitive Value: Assessing impact on decisions and understanding.

Applying these insights can help:

Enhance communication systems for greater efficiency and reliability.
Improve data management to ensure quality and relevance.
Make smarter decisions by focusing on the most valuable information.

Design better Al systems by understanding the significance of data.

Key Recommendations:

1.

2.

Beyond Volume: More data does not necessarily mean more value. Focus on quality and relevance.

Context Matters: Information metrics only make sense within a defined context (efficiency, content quality,
decision value).

Combine Metrics: Use both quantitative (size, entropy) and qualitative (accuracy, relevance, timeliness)
measures for a full understanding.

Focus on Value: In business, measuring information should always be tied to its economic or operational impact.

Ethical Considerations: Be mindful when measuring sensitive information that impacts individuals or groups.

Leverage Emerging Technologies: Al and big data analytics can automate and improve information
measurement.

Practice Critical Thinking: Do not take metrics at face value—question their meaning and limitations.




