Giving an introduction to the attacks and their types that can
occur during the transmission process between two parties
and methods of data protection, either by traditional
encryption methods, block encryption, encryption using the
public key, how to choose the appropriate protection method,
describing the attacks, and studying protection mechanisms,
as required

The application of different encryption algorithms, with an
explanation of the characteristics of each algorithm and its
difference from other methods, and how to achieve the
reliability and integrity of the data transmitted between two
parties.
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Introduction of data type and how to
use matlab to prggr:'amed it Introduction to matlab language Jo¥)
Introduction data security and librar ok
in matlab to progrgmed it y Introduction to matlab language ‘_fu\
Write program to encrypt in this | ENcryptand decrypt using Casear -
method cipher a—
Eliminate spaces from text and convert | ©'ePare function for encrypt using "
one dimension to two dimension column transposition cipher &
Prepare function for encrypt using
convert character to number column transposition Cipher st
Write program to encrypt text in Encrypt using column transposition w
: 3
column transposition method cipher e
Write program to decrypt text in decrypt using column transposition i
column transposition method cipher &
Write program to encrypt text in Encrypt using polyalphabetic -
polyalphabetic method cipher -+
Write program to decrypt text in decrypt using polyalphabetic al
polyalphabetic method cipher &
Prepare to construct matrix for
Eliminate double character of text playfair cipher ealad)
Construct matrix for playfair
Write program to construct matrix cipher wae galad)
Write program to encrypt using Encrypt using playfair cipher e
playfair cipher =
Write program to encrypt using RSA Encryptin RSA e &Y

Write program to decrypt using RSA

Decrypt in RSA

s
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Differences between Steganog raphy
steganography and another techniques JgY!
methods
Steganography
Cover types communication ~ul
Hide data in image and image
g g Image steganography Sl
types
Lest Significant bit
Embed and extract method (LSB) @\)j\
Pseudo random
Embed and extract method permutation elal)
Embed and extract method Image downgrading sealiad)
Embed and extract method Cover regions ol
Steganography in
Hide in frequency domain DCT domain el
Intruder techniques and Intruders-partl al
detection &
Statistical anomaly detection and Intruders-part2 ;
: alad)
rule based detection
Protection and selection Password .
strategies management e galaldl
Protect message from Message .
modification authentication e SU
Uses and characteristics of hash Hash function s el
function I
Activation of viruses, causes, Computer Viruses .
e )

types




Teaching students to protect data with different concealment
methods or how to choose the appropriate concealment
method, giving a description of intruders, studying
protection mechanisms from intrusion, methods for choosing
passwords, and how to achieve reliability and integrity of
data when sending, in addition to giving computer viruses
their types and methods of protection from them

In this course, methods of concealment are taught in the
spatial domain and frequency domain, types of intrusion,
methods for choosing passwords, in addition to achieving
data integrity when transmitting, as well as viruses, their
types, and methods of protection against them.
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How read images ¥
Attack on images P
Differences between images S
How open files in MATLAB
&L
Steganography in LSB method .
e i)
Extract in LSB method
UAJM\
Steganography in image
downgrading &l
Extract in image downgrading .
(i)
Split the image to block 2ol
Split the image to block dlald)
Steganography in cover region Sae galall
Steganography in cover region e A
Extract in cover region TR

Extract in cover region
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Defining Software Reliability
Failure Occurrences

Causes of Failures

Reliability Measures

Hardware and Software
Reliability Defining Software
Reliability

Jd¥!

Software Reliability Engineering Models
The basic features of an SRE model
How to use a SRE model

SRE Model Types

Software Reliability Engineering
(SRE)

Basics of System Reliability Analysis

¢ Reliability Block Diagrams (RBDs)

System Reliability Analysis

Series Systems

Component Configurations

Parallel Systems
Combination of Series and Parallel

Component Configurations

System Mean Time To Failure (MTTF)
Mean Time To Repair (MTTR)
Mean Time Between Failures (MTBF)

Basic Reliability Metrics

Rate Of oCcurrence Of Failure (ROCOF)
Probability Of Failure On Demand (POFOD)
Availability (AVAIL)

Maintainability

Basic Reliability Metrics

slamd (il

Cralil)

Product Metrics

Project Management Metrics
Process Metrics

Fault and Failure Metrics

Software Metrics related to
Reliability

&ut'd\

CASRE (Computer-Aided Software Reliability
Estimation)

SMERFS (Statistical Modeling & Estimation of
Reliability Functions For SW)

SoftRel

Software Reliability Tools

SRMP (Statistical Modeling and Reliability
Program)

MEADEP (Measure and Dependability)
SOREL (SW Reliability Analysis & Prediction)
SREPT (Software Reliability Estimation and
Prediction Tool)

Software Reliability Tools

s gaal)

A Good FMEA
The Four Types of FMEAs are
The Process of Conducting an FMEA

Failure Mode and Effect Analysis
(FMEA)

Software Reliability Growth Model Data

Software Reliability Models

Sde &Y

Improvement Techniques

Software Reliability
Improvement Techniques

e 2
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s B Image and signal processingl Balal) aul
CMSE21 413 salal) 3y
Getting acquainted with dealing with images and signals, in addition to using
techniques and methods for processing images and signals, from converting
images from one field to another, improving methods of transformations for
images and signals, studying the properties of transformations used in the Ry

study, as well as the process of improving images and signals to improve
their quality and illumination. In addition to identifying methods for defining
edges, and also, ways to improve and configure data for image and signal.

The course dealt with continuous and discontinuous Fourier transform in
time, in addition to all its characteristics that characterize this
transformation, the fast Fourier transform and its inverse and its
characteristics possessed by this transformation, the process of
enhancement the image in the spatial domain, dealing with image data
directly, and improving the intensity of illumination of all types of images. In
addition to the methods of improving images by defining their edges, as well
as smoothing the image in the spatial and frequency domains.

Balall dalul) Jualiit)

Digital image processing , introduction to digital image, computer vision,
introduction to signal processing.

dagiall gl

Researches, letters and theses related to image processing and reference
available in libraries and on the Internet
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Digital Image Processing, image
processing application, computer imaging Introduction of Image & signal Jdso¥)
systems, digital image representation, processing 2022-10-2
Sampling and Quantization,
Binary images, gray Scale images, color At
images, multispectral, image file formats, Images Types i
sound file formats. 2022-10-9
Equations of Continuous Fourier The Continuous Fourier AL
Transform and examples of them Transform 2022-10-16
Equations of Discrete Fourier Transform . . &L
and examples of applying these equations The Discrete Fourier Transform 2022-10-23
properties of the two- Cualdl)
Separability, Translation, Periodicity, dimensional Fourier transform
2022-10-30
Rotation, Distributive Property, Scaling, properties of the two- bl
Average Value dimensional Fourier transform 2022-11-6
Convolution: graphically Convolution of Continuos sl
Convolution : mathematically functions 2022-11-13
Discret convolution: graphically cyalil
Discret convolution: Convolution of Discret functions
mathematically 2022-11-20
Correlation graphically Correlation of Continuos and &l
and mathematically Discret functions 2022-11-27
. _ dlal)
FFT and inverse of FFT The Fast Fourier transform
2022-12-4
. o e gl
Histogram Equalization Enhancement methods -
2022-12-11
. . . s .L:M
Neighborhood Ave_raglng (spatial Smoothing method, K
domain) 2022-12-18
Lowpass Filtering: LPF in frequency
domain . e GG
Ideal Filter, Butterworth Filter, Smoothing method, 2022-12-25
Exponential Filter, Trapezoidal Filter
A sharpening by differentiation, )
High pass filtering in frequency domain: Sharoenina method A gl
Ideal Filter, Butterworth Filter, pening 2023-1-1

Exponential Filter, Trapezoidal Filter
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Getting acquainted with the handling of images and signals, in addition to
the use of techniques and methods for image and signal processing to
enhaneced images and signals to improve their quality and illumination, in
addition to identifying both types of compression methods and quality )
standards for the method used by pressing, also study methods for defining dalal) alaa)

edges and other ways of improving and preparing data for the image and
signal. In addition to how to use clustering algorithms to cluster data. It also
dealt with the work and types of filters for signal, as well as how to
determine whether the system is linear or not.

The course dealt with methods of data compression, whether with or
without loss of data, as well as the process of improving the image, dealing
with image data, improving the intensity of illumination of all types of
images, as well as improving the image in the frequency field, in addition to
methods for determining image edges and segmented images, as well as
data clustering. In addition to studying the installation of filters for signal
processing.

Balall dalud) Jualiit)

Digital image processing , introduction to digital image, computer vision,
introduction to signal processing.

Joagial) i)

Researches, letters and theses related to image processing and reference
available in libraries and on the Internet
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et Enhancement based on an Jds¥!
homomorphic filtering process )
image model 2023-2-19
N _ Sl
Density Slicing color transformation -
2023-2-26
. ] LA ]
Gray level to Color transformation color transformation
2023-3-5
i Introduction of Compression
General compression system, the &
: . process
benefit of compression 2023-3-12
The encoding process, Huffman coding
algor_lthm, _advantages of huffman Lossless Compression el
encoding, disadvantages of huffman
encoding, real-life applications of 2023-3-19
huffman encoding
. . . . i Leal)
Arithmetic Coding and decoding Lossless Compression o
2023-3-26
. Lossless Compression aled)
LZW Coding P &
2023-4-2
. : : il
Discrete Cosine Transform Lossly Compression
2023-4-9
iecti )
Sgbje_ctlve gnd_ Fidelity criteria &
Objective criteria 2023-4-16
. : . el
K-means clustering Algorithm Clustering Method
2023-4-23
. . . . e gl
Minimum Distance Algorithm Clustering Method *
2023-4-30
Signal input-single filter, Single input- Structure of special digital e Al
multiple filters signal processors 2023-5-7
. Mult_|p|e mpufc-sm_gle filter : Structure of special digital e &Iu
configuration, Multiple input-multiple sianal Drocessors
filter configuration ghalp 2023-5-14
i i - i e aalyll
Requirements for Linearity , Linear Signals and Systems He gl
system 2023-5-21
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Predictability Scheduling algorithms and applications, 3rd Edition,
Springer, 2011.
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Introduction to labview lang. Real Time systems Concepts 20\9\2023 Js¥
Sensors & indicators Limits Of Current Real Time Systems
27\9\2023 ‘_,al.ﬁ\
Control indicator types
Function in Labview Desirable Features of Real-Time Systems
4\10\2023 &aa
( numeric and Boolean)
Function in Labview Achieving Predictability/ /DMA 11\10\2023 a1
Timings measuring execution | Achieving Predictability/ Cache —
time Interrupts 18\10\2023 (ualil)
Waiting functions
For loop Achieving Predictability
System Calls - Semaphore
Y i 25\1012023 gl
Memory Management
Programming Languages
Auto indexing Task Classes
Precedence Constraints
1\11\2023 pubusl)
Classical Uniprocessor Scheduling
algorithms
While loop First Exam 8\11\2023 ¢l
While loop Earliest Deadline First Algorithm (EDF) 15\11\2023 @u\.‘.’d\
Quiz 1 Fixed Priority Serverl 22\12\2023 siad)

Case structure

Resource Access Protocols

29\11\2023 e gl

Dialogs Second Exam 6\12\2023 L&e AU
Formula node Priority Inheritance Protocol 13\12\2023 s &Gl
Quize2 Priority Inheritance nested critical section

20\1\2023 e gl M)

Transitive priority inheritance

Sequence Structure

Priority Ceiling Protocol

27\1\2023 e ualdl)
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Cluster structure Review of First Course 31\1\2024J ¥
Solve questions in Sequence Earliest Deadline First Algorithm .
7\2\2024 A4
structure -
Graphics in labview Using primary and alternative ,
P g primary 14\2\20246)
schedule
Solve questions in Graphics in Initializing valid schedule
. 21\2\20248 A
labview
Array one dimension Scheduling with precedence
y g with p 281212024 ualAl
constraints
Solve questions in array one IRIS tasks
oved Y 61312024 sl
dimension
Quizel First Exam 13\3\2024 gl
Array two dimension Task Assignment
Next — fit algorithm for RM 201312024450
Scheduling
Solve questions in Array two A Bin — Packing Assignment
oved Y . BRI 27\3\2024 gkl
dimension algorithm
String Eid holiday 3\4\2024 séiad)

Solve questions in string

Myopic offline Scheduling

10\4\2024 s skl

Local and global variable

Assignment with precedence

" 17\4\2024 ye AL

condition
Sub VIS Second Exam 24\4\2024 yis A
Quize2 Focused addressing and bidding 1\5\2024 < a0 )

Review of Second Course

Review of Second Course

8\5\2024 sée (ualdd)
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Introduction to Open Source Software is for anyone who uses a computer and is
tired of paying licensing fees for software, but concerned about downloading
nasties from the Internet. In a friendly, step-by-step environment, the course
takes you through essentials such as protecting your computer, evaluating salal) alaad
software for your needs, and locating what you want — fast. At the end of the
course, you'll be equipped to do your day-to-day computing tasks without ever
needing to pay for software again.

Explain the history of open source development, the definition of open source ,the

business models and the Community driven development. dalall :\:MWY‘ i)
Producing Open Source Software How to Run a Successful Free Software Project.
-~ - -
Free and open software.- gl asd)
internet La Al bl
"ub.ﬁ\ Jeadl) ‘;.11.3_1' :\QJA ‘fub.ﬂ\ Jadl) (P :\QJJ
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A brief history about open source Ja
) s gite lina ) f )l e 4eie | development
The evolution of the open source Ll
iadl da gide Ciliae il gl (e dadia | MOVEMENt -
FLOSS - Free, libre, open source software A
FLOSS Jl a8
The Open Source Definition Sl
Dl s gite Clna ) Al '
o) . i
pen source Vvs. proprietary software el
4y i el oy
dad) s gidall lias pall 3l Open source business models el
calladl) a5 5 oy o Freeware and shareware.
bl
.Freeware and shareware
Intellectual property, copyright and oyl
copyright , Licensed! &, licensing.
History of open source licensing .
. , e
Licensed Jl g5
alhadl a5 iy Copyright and copyleft
kel
Copyright and copyleft
Cusliall Gand il Ll Choosing the right license e gaal
Community and Community driven e

Community and Community driven
development.

development.




Developers' group and Builders' group

Developers' group and Builders' g < e A
group
Testers' group, Packaging g Testers' group, Packaging And Release
management group e @l
And Release management group
Installation and verification === | Installation , verification and validation
Validation e ualal)
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Introduction to Open Source Software is for anyone who uses a computer and is
tired of paying licensing fees for software, but concerned about downloading
nasties from the Internet. In a friendly, step-by-step environment, the course
takes you through essentials such as protecting your computer, evaluating
software for your needs, and locating what you want — fast. At the end of the
course, you'll be equipped to do your day-to-day computing tasks without ever
needing to pay for software again.

salal) Calaad

Explain the history of open source development, the definition of open source ,the
business models and the Community driven development.

Salall pbdl) Jancalitl

Producing Open Source Software How to Run a Successful Free Software Project.

Free and open software.-
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Define Version Control System and describe

Sall
VCS and Github <=5 | GitHub
install the VScode IDE and connect it to G
GitHub e b)) Aersivnd) Llll i | GjitHub.
. | state the main steps to generate Repo. &y
&;,w \Q..,\)SS«L‘\)LAC)& P 9 P
Explain how download files from Repo. and
Ll 5 &9 siusall e ldlall 355 dae A4S a5 . )
. | upload files from local computer to repo. o
plaain) 050 &3 shuall Cosulall e lgnd ) 448 p _ _ _ P P
GitHub J! ialall ¢l sayy) | Without GitHub instructions
el o il &0 gisall 4nd )5 e & 558 (s | Push project to GitHub to update it with el
sl 3ol ol yals dhest | oo cted tasks.
Ul o sal eladl e s siny jal g 5 e s | Project pushed to GitHub with errors to be o
4xd )5 48 83 g sall oL a5 aliesis | made repaired by students
iaidle
el
e
AR ICA PN Exam.
Explain more GitHub Instructions for more =
. . . &~
GitHub J' <= 54 | functionality.
. . . WAl
_).A.H
) Gk Apply the GitHub instructions.
daiall e Lgad ) 5 Ul Jd (e g )l diea3 | Students push projects to GitHub with e gilal

explanations of what it does.




Test projects on the repo.

Preparing some report about some open
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The software development techniques course aims to teach the
student about old and modern software development techniques, the
benefits and harms of each of these technologies, and teach him how _
salal) calaal

to choose the appropriate technology for the project and compare
them from several aspects, so that the student can choose the
appropriate technology depending on the size and nature of the
project and its development team, and the rapid response to changes
. in the project
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Software engineering , Pressman

dagiall sl
6th and 8th edition e
Rod stephens, (2015), Beginning software engineering , John Wiley
& Sons, Inc .
Lo il abaall

lan Sommerville, (2015), Software engineering, Pearson
10th edition
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Introduction on software product and Introduction
why we need techniques to develop a Jda¥
product with characteristics of good
software
SDT advantages and dis advantages Traditional Models - waterfall .
model ]
waterfall model phases, advantages and
dis advantages
Incremental model phases, advantages Tradltlonal Models - LA
. incremental model
and dis advantages
Prototyping phases, advantages and dis Traditional Models : prototyping &L
advantages
Spiral model phases, advantages and dis ;’;ﬁgﬂonal Models - spiral oaldd)
advantages
Exam Ua.\l.ud\
Agile models )
Introduction to Agile models
Agile models yaldl)
Agility Principles and characteristics
Agile models: Extreme il
Extreme programming model Activities | yrogramming model
Extreme programming model Agile mode_ls: Ext;erlne sl
advantages and dis advantages programming mode
Scrum model Activities, advantages and Agile models: scrum model yas gaad)
dis advantages
Feature Driven Development model ggllelmodelst: Feature Driven e it
Activities, advantages and dis evelopmen i
advantages
Difference between traditional and agile lefere_nce between traditional By ki
and agile models
models
Exam B
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Software engineering , Pressman
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Software engineering, lan Sommerville )
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Basic definitions and describe the S_oftw:re Quallty Assurance I
between SQA and relationship (introduction)
Software Engineering.
Testing Objectives, Testing Software Testing Techniques ]
Principles
The design of tests for software by Test case design Gl
different ways
Describe the steps for Deriving Basic path Testing &L
Test Cases
o _ White box testing Cwalil)
Definitions and Differences Black box testing
Fault avoidance, Verification and bl
Definitions and Differences Validation Testing
Generic characteristics Loop testing . ) aalad)
Software testing Strategies i
Software testing types
Unit Test Considerations Unit testing Cralll)
Unit Test Procedures
Top — down integration Integration Testing 2l
Bottom-up integration
Validation Testing sl
Alpha and beta testing Acceptance testing
Exam e gaal)
Formal and Informal Technical | SO' | WARE REVIEWS e S
Reviews
_ _ Software Testing tools e Gl
Overview of tools available
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