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Computer Architecture 

Lab 5 (Users, Groups, and Security) 

Overview 

This chapter covers the most common commands related to users, groups, 

and security. It will also discuss topics like account creation/deletion, file 

and directory permissions, and other user/security related commands. 

 

Commands covered in this lesson: 
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Types of Accounts 

There are several types of user accounts used on Unix, Linux, and BSD 

systems. The graphic below illustrates the user security model used on 

most systems. 

 

By default, normal users and the programs they execute are given the 

least amount of privileges on the system. System accounts have slightly 

elevated privileges and are used to run system services (like a web server 

or FTP server). The root account has unrestricted administrative access to 

the entire system. 

 

Groups 

Groups are used to simplify the management of system security. Users 

can be a member of one or more groups. All users are part of at least one 

group by default; this group is known as the user's primary group. 

 

File and Directory Permissions 

File and directory permissions are managed using a set of nine "flags". 

The following example describes permissions found on a typical file. 
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Within these nine flags, three sets of permissions are specified: 

 User (AKA owner) permissions 

 Group permissions 

 Other (i.e. everyone else) 

 

There are four types of permissions that can be used to control access to a 

file or directory. The following table describes each permission. 

 

In most cases, the owner of a file will always have full read/write access 

to that file. Execute permission is a special flag used for programs, 

scripts, and directories to indicate they are executable. 

The example below displays basic file permissions. 
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The next example demonstrates directory permissions. Directory 

permissions work the same as file permissions except they are used to 

control access to directories. 

 

Each file and directory has its own set of permissions. Permissions are 

not inherited from the parent directory. Additionally, directories require 

execute permission in order to be accessible, as shown in the previous 

example. 

 

chmod 

Purpose: Change file and directory permissions. 

 

The chmod command sets permissions on files and directories. By 

default, permissions are specified in numerical (octal) format such as 664 

as shown in the above example. In octal form, three digits are used to 

represent owner, group, and everyone else's permissions. The first 

number represents the owner's permissions, the second number is the 

group's permissions, and the third number is for everyone else. 
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The table below provides a cross reference of symbolic and octal 

permissions. 

 

The sum of the octal permissions becomes what is known as the mode. 

The valid modes are described in the following table. 

 

The combination of 3 modes determines the permissions for the file. A 

mode of 664 would create rw-rw-r-- permissions giving read/write access 

to the user and group, and read only to everyone else. 

The concept of permissions on Unix, Linux, and BSD systems can be 

hard to grasp as first. Several additional examples are provided below to 

help clarify this topic. 
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Example 1: A mode of 660 would provide read/write access to the owner 

and group and no access to everyone else. 

 

Example 2: A mode of 755 would provide full access to the owner and 

read/execute access for the group and everyone else. 

 

Example 3: A mode of 600 would provide read/write access to the owner 

and no access to everyone else. 

 

Example 4: A mode of 775 applied to a directory would provide 

read/write/execute access to the owner and group and read only access to 

everyone else. 
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su 

Purpose: Switch user accounts. 

Usage syntax: su [OPTIONS] [USER] 

 

The su command (short for Switch User) allows you to login as another 

user without having to first log out of the system. In the above example 

su is used by a normal user to switch to the root user account. Notice that 

when you become the root user your shell prompt changes from $ to #. 

As the root user you can now run commands that require elevated 

privileges. 

By default, executing su with no arguments switches to the root user 

account. A user name can be specified with su to become a different user 

as shown in the next example. 
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sudo 

Purpose: Run a single command as a different user. 

Usage syntax: sudo [OPTIONS] [COMMAND] 

 

The sudo command allows you to run a single command as another user. 

It is most commonly used to execute commands that require root 

privileges. In this example whoami is executed as root via the sudo 

command.  

Using the sudo command is the recommended way to run commands that 

require elevated privileges as it limits the amount of time spent with root 

privileges. This greatly helps prevent disasters such as accidental deletion 

of important system files. 
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chown 

Purpose: Change the owner of a file or directory. 

Usage syntax: chown [OPTIONS] [USER:GROUP][DIRECTORY/FILE] 

 

The chown command changes the owner of a file or directory. In the 

above example, the owner of the ShoppingList.txt file is changed from 

nick to root. 

The next example demonstrates changing both the owner and group of a 

file using the chown command. 

 

After executing the chown nick:sales ShoppingList.txt command, the 

ShoppingList.txt file is updated with the owner of nick and the group of 

sales. 

 

 



10 
 

chgrp 

Purpose: Change the group of files and directories. 

Usage syntax: chgrp [OPTIONS] [GROUP] [DIRECTORY/FILE] 

 

The chgrp command changes the group of a file or directory. In the above 

example the chgrp command is used to change the group from root to 

sales on the ShoppingList.txt file. 

 

umask 

Purpose: Display/set a user's default file creation mask. 

Usage syntax: umask [OPTIONS] [MODE] 

 

umask controls a user's default file creation mask. This determines the 

permissions that will be assigned to newly created files and directories. 

To determine the file/directory creation mode the umask value is 

subtracted from 777 for directories and 666 for files. For example, a 

umask of 022 would create effective permissions of 644 (rw-r--r--) for 

files and 755 (rwxr-xr-x) for directories. 
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On some systems the -S option can be used to display a more user 

friendly symbolic output of the umask value, as shown in the next 

example. 

 

The umask command can also be used to change the umask value as 

displayed in the next example. 

 

In this example, a umask value of 077 would create effective permissions 

of 600 (rw-------) for files and 700 (rwx------) for directories. 

 

id 

Purpose: Display information about a user's identity. 

Usage syntax: id [OPTIONS] [USER] 

 

The id command displays user and group information for the specified 

user. Executing id with no options displays the current user's information 

as displayed in the above example. The next example demonstrates using 

the id command to display information about a specific user. 
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groups 

Purpose: Display which groups a user belongs to. 

Usage syntax: groups [OPTIONS] [USER] 

 

The groups command displays a user's group membership. Executing 

groups with no options displays the current user's groups, as shown in the 

above example. A user name can be used with the groups command to 

display the specified user's group membership as shown in the next 

example. 
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who / whoami 

Purpose: Display who is logged into the system. 

 

The who command displays information about users currently logged in 

to the system. The default output of the who command displays the 

username, terminal ID, and date/time the user logged in as shown in the 

above example. 

The whoami command displays the username of the current user. This is 

helpful to verify which user's environment and security privileges are 

available when switching between different accounts.  

Usage syntax: whoami 
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w 

Purpose: Display detailed information about users logged in to the 

system. 

Usage syntax: w [OPTIONS] [USER] 

 

The w command shows detailed information about users logged into the 

system. It is similar to the previously discussed who command except it 

provides additional information such as the user's last login time, how 

long they have been idle, and what program they are currently running. 

The w command also displays a system summary line that shows the 

host's uptime, number of connected users, and samples of system load 

averages for the past 1, 5, and 15 minutes. 
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last / lastb 

Purpose: Display the last successful/failed user logins. 

Usage syntax: last [OPTIONS] [USER] 

 

The last command displays the login and logout times for each user on 

the system. It also shows information about system shutdowns and 

restarts as shown in the above example. 

The lastb command displays failed login attempts and shown in the next 

example. 
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lastlog 

Purpose: Display the most recent user login information. 

Usage syntax: lastlog [OPTIONS] 

 

 

The lastlog command displays the most recent user login time and dates 

for every user on the system. Executing lastlog with no options displays 

the last login information for all users, as shown in the above example. 

This output is similar to the last command except lastlog only displays the 

most current login activity where last displays all available login events. 

The -u option can be used to display the last login for a specific user as 

demonstrated in the next example. 
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finger 

Purpose: Display information about a user account. 

Usage syntax: finger [OPTIONS] [USER] 

 

The finger command displays information about user accounts. It shows 

details about the user's shell, home directory, and other helpful 

information. The example above demonstrates the typical user 

information displayed when using the finger command. 

 

passwd 

Purpose: Change passwords. 

Usage syntax: passwd [OPTIONS] [USER] 

 

The passwd command changes a user's password. Executing passwd with 

no arguments changes the password for the current user as shown in the 

above example. 

The root user can change other user's passwords by specifying a 

username as demonstrated in the next example. 
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useradd / userdel 

Purpose: Create/delete user accounts. 

Usage syntax: useradd [OPTIONS] [USER] 

 

The useradd command creates new user accounts. In the above example, 

executing useradd -m steve creates a basic login account for a user. The -

m option is used to automatically create a home directory for the 

specified user (recommended). The password is then set for the new user 

using the previously discussed passwd command. 
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The userdel command deletes user accounts from the system. The next 

example demonstrates using userdel to remove an account. The optional -

r option is used to have the system automatically delete the specified 

user's home directory after removing their account. 

 

 

 

adduser / deluser 

Purpose: Create/delete user accounts on Linux systems. 

Usage syntax: adduser [OPTIONS] [USER] 
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The adduser command is a user-friendly frontend for the previously 

discussed useradd command. It simplifies the creation of user accounts on 

Linux systems by prompting for necessary information when creating 

accounts (rather than having to specify a number of command line 

options). The above example demonstrates the typical usage of the 

adduser command. 

The deluser command deletes user accounts as shown in the next 

example. 

Usage syntax: deluser [OPTIONS] [USER] 

 

 

  

groupadd / groupdel 

Purpose: Add/remove a group. 

Usage syntax: groupadd [GROUP] 

 

The groupadd command creates new group accounts. Groups are helpful 

in managing access to files and directories in a multiuser environment. In 
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the above example a new group called accounting is created. The 

resulting group entry in the /etc/group file is displayed below. 

 

The groupdel command deletes groups from the system. The next 

example demonstrates using the groupdel command to remove the 

previously created accounting group from the system. 

 

 

 

usermod / groupmod 

Purpose: Modify user and group account settings. 

Usage syntax: usermod [OPTIONS] [USER] 

 

The usermod command modifies user account settings. In the above 

example, the -aG option is used to add the user nick to the sales group. 

You can also use the usermod command to change a user's home 

directory location using the -d option or default shell using -s. 
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The groupmod command modifies groups. Its primary purpose is to 

rename a group. In the next example the accounting group is renamed to 

finance using groupmod -n. 

Usage syntax: groupmod [OPTIONS] [GROUP] 

 

 

 

wall 

Purpose: Broadcast a message to all users on the system. 

Usage syntax: wall [FILE] 

 

The wall command sends a message to all users currently logged into the 

system. The text entered in the above example will display on all local 

terminals and remote sessions currently logged into the system. 
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The next example displays a sample of the wall message output as seen 

by other users on the system. 

 

In place of manually entering a message, a text file with a prewritten 

message can be used with the wall command, as shown in the next 

example. 
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ulimit 

Purpose: Display/set system resource limits. 

Usage syntax: ulimit [OPTIONS] [LIMIT] 

 

Displaying defined resource limits using the ulimit command 

 

The ulimit command displays and sets system resource limits. These 

limits control the maximum amount of system resources available to 

programs. It can be used to control the maximum amount of memory, 

CPU time, and file sizes available to each program launched by a user. 

 

 


