Republic of Iraq - Ministry of Higher Education and Scientific Research ‘_,d.r.ll Caxdlyg Jal padaidl 8yly9 - Blyal L) 940>
University of Mosul Jo 9l daol>
Bachelor's degree in Cyber Security (First cycle) (J9Y1 8y91) Blamud! ya¥I ‘; RPN
Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 25 hr ol YO = duygl B9 JS - Aoygl Bug Y€+ - (duwlyd Jguad diled) Ol g &)i
Program Curriculum (2023 - 2024) Y YE-Y.YY alald L?“b'”‘ Tled!
Level Semester No. Module Code Module Name in English A ya) Balalf ) Language CL (hriw) Lect (h,-/w)sva::,- ((I:':ww)) Pr (hriw) Tut (hriw) Semn (hriw) Exam hr/sem ::::; :3:::: hfl‘;ve; ECTS Module Type Prerequisite Module(s) Code
1 CYBS-101 Programming (1) (1) &x0,  English 2 2 1 3 78 122 200 8.00 (e}
2 CYBS-102 Discrete Structures (1) (1) dalaiio JSUa  English 2 1 3 48 52 100 4.00 B
3 CYBS-103 Logic Design Fundamentals Gl euasadll Olwslud  English 2 2 3 63 87 150 6.00 C
One 4 CYBS-104 Information Security Principles ) Ologlasl! ‘}ai ale  English 2 2 3 63 62 125 5.00 B
5 CYBS-105 Calculus wlusly  English 2 1 3 48 27 75 3.00 S
6 UOM1021 English Language (1) (1) &9 % English 2 2 32 18 50  2.00 s
7 UOM1040 Democracy and Human Rights Ss¥) Gsin s Akl il Arabic 2 2 32 18 50 2.00 S
Total 14 0 4 0 5 0 19 364 386 750  30.00
. . . . SSWL (hr/w, SSWL USSWL SWL N
vel Semester No. Module Code Module Name in English Aﬁ....-u.\l\~ Balall e-sj-\ Language CL (hriw) Lect (hriw) Lab (hriw) (Pr (h:lw) Tut (hriw) Semn (hriw) Exam hr/sem hrisem  hrisem | hrisem ECTS Module Type Prerequisite Module(s) Code
1 CYBS-107 Advanced Programming douiiall dxa,Jdl  English 2 2 1 3 78 97 175 7.00 C
2 CYBS-108 Computer Organization O guoll (azdms English 2 2 1 3 78 72 150 6.00 (e}
3 CYBS-109 Cyber Security Fundamentals Gld! oI §d.die  English 2 2 3 63 62 125 5.00 B
4 CYBS-110 Discrete Structures (2) (2) dakaiio JSL&  English 2 1 3 48 52 100  4.00 B
Two 5 CYBS-111 Probabilities & statistics sba>Ylg Vlax>Yl English 2 1 3 48 27 75 3.00 S
6 uUom1011 Arabic Language (1) (1) %= 3 Arabic 2 2 32 18 50 2.00 S
7 UOM1031 Computer <sls English 2 1 3 48 18 75 3.00 S
Total 14 0 4 0 6 0 20 395 346 750  30.00
Level Semester No. Module Code Module Name in English L) jal) Balal) ) Language SSWL (hriw) Exam hr/sem SSWEJIUSSWERSWE ECTS Module Type Prerequisite Module(s) Code
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w) hr/sem hr/sem hr/sem
1 CYBS-201 Object-Oriented Programming (1) (1) 4Ll Aol English 2 2 1 3 78 122 200 8.00 C
2 CYBS-202 Data Structures obld! JSka  English 2 2 3 63 62 125 5.00 B
3 CYBS-203 Computational Theory dolua>Yl 4,1 English 2 1 3 48 27 75 3.00 S
Three 4 CYBS-204 Database Basics Lkl aelgd Glwlul  English 2 2 3 63 37 100  4.00 B
5 CYBS-205 Cryptography (1) (1) &l English 2 2 1 3 78 122 200 8.00 c
6 UOM2022 English Language (2) (2)LxK¥1 Gl English 2 2 32 18 50  2.00 s
Total 12 0 8 0 3 0 17 362 388 750  30.00
Semester No. Module Code Module Name in English L) jal) Balal) ) Language SSWL (hriw) Exam hr/sem SSWEJIUSSWERSWE ECTS Module Type Prerequisite Module(s) Code
uaGli CL (hriw) Lect (hr/w) Lab (hr/w) Pr (hriw) Tut (hr/w) Semn (hr/w) hr/sem hr/sem hr/sem
1 CYBS-207 Object-Oriented Programming (2) (2) 4Ll Aol English 2 2 1 3 78 97 175  7.00 C
2 CYBS-208 Cyber Security tools Gl 591 Sl English 2 2 3 48 77 125  5.00 c
3 CYBS-209 Distributed Databases dcjgall WUl aclgd  English 2 2 3 63 37 100 4.00 B
Four 4 CYBS-210 Software Security [GESPA ‘}J English 2 1 3 48 7 125 5.00 B
5 CYBS-211 Cryptography (2) (2) ss2ia)l  English 2 2 3 48 77 125  5.00 C
6 UOM2050 Ba'ath crimes in Iraq Gl Gl Gl a - Arabic 2 2 32 18 50 2.00 S
7 UOM2012 Arabic Language (2) (2) 4= 3 Arabic 2 2 32 18 50 2.00 S
Total 14 0 8 0 2 0 19 317 401 750  30.00
: . . . SSWL (hr/w) Exam hr/sem SSWL USSWL SWL -
Level Semester No. Module Code Module Name in English Al ) Salall anal Language ECTS Module Type Prerequisite Module(s) Code
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hriw) hr/sem hr/sem hr/sem
1 CYBS-301 Coding and information Theory Slaslaall 5055 5e 30 English 2 1 3 48 102 150 6.00 C
2 CYBS-302 Cloud Computing principles sl L all s English 2 2 3 63 62 125 5.00 B
3 CYBS-303 Computer Networks Gsulall Gl English 2 2 3 63 62 125 5.00 B
Five 4 CYBS-304 Malicious Codes analysis Aall @l il a3 English 2 2 3 63 87 150 6.00 C
5 CYBS-305 Artificial Intelligence bkl 83 English 2 2 3 63 37 100 4.00 B
6 CYBS-306 Computer Architecture sulall 4 e English 2 1 3 48 52 100 4.00 B
Total 12 0 8 0 2 0 18 348 402 750  30.00
. . . . SSWL (hr/w) SSWL USSWL SWL -
UGIIl Semester No. Module Code Module Name in English Al ) Salall anal Language Exam hr/sem ECTS Module Type Prerequisite Module(s) Code
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hriw) hr/sem hr/sem hr/sem
1 CYBS-307 Compiler Design Slaa jidll anaai English 2 2 3 63 62 125 5.00 C
2 CYBS-308 Network Security il oal - English 2 2 3 63 62 125 5.00 (e}
3 CYBS-309 Database Security <l sl oal - English 2 1 3 48 7 125 5.00 C
Six 4 CYBS-310 Awareness and Training for Security ) bl e sl English 2 1 3 48 77 125 5.00 C
5 CYBS-311 Secure Communication Protocols Al eVl oY S5 2 English 2 1 3 48 7 125 5.00 C
6 CYBS-312 Ethical Hacking 4y e @l English 2 2 3 63 62 125 5.00 (e}
Total 12 0 6 0 3 0 18 333 417 750  30.00
: . . . SSWL (hr/w) SSWL USSWL SWL .
Level Semester No. Module Code Module Name in English Al ) Salall anal Language Exam hr/sem ECTS Module Type Prerequisite Module(s) Code
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hriw) hr/sem hr/sem hr/sem
1 CYBS-401 Operating Systems dadill i English 2 2 3 63 62 125 5.00 C
2 CYBS-402 Internet of Things Security ( 10T) i) @il ool English 2 1 3 48 52 100 4.00 (e}
3 CYBS-403 Web applications Programming ull Qankiise . English 2 2 3 63 62 125  5.00 C
Seven 4 CYBS-404 Electronic Governance Security 4y i) &S sall el English 2 1 3 48 52 100  4.00 C
5 CYBS-405 Cloud Computing Security Alandl sall ol English 2 2 3 63 62 125 5.00 C
6 CYBS-406 Project | (1) g3 &g soie  English 2 1 2 47 128 175 7.00 c
Total 10 0 6 2 2 1 17 332 418 750 30.0
UGIV . : & . SSWL (hr/w) SSWL USSWL SWL L.
Semester No. Module Code Module Name in English Al ) Salall anal Language Exam hr/sem ECTS Module Type Prerequisite Module(s) Code
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hriw) hr/sem hr/sem hr/sem
1 CYBS-407 Operating Systems Security Jsutill olai el English 2 2 3 63 62 125 5.00 C
2 CYBS-408 Web applications Security sl clindi ol English 2 2 3 63 62 125 5.00 (e}
3 CYBS-409 Digital Forensics Gl sl YY) English 2 2 3 63 62 125 5.00 C
Eight 4 CYBS-410 Intelligent Analysis of Security Threats Aa¥) Glaagill SN Qdsdll - English 2 1 3 48 52 100  4.00 C
5 CYBS-411 Information Risk Management Glaslaall jllises ol English 2 1 3 48 52 100  4.00 C
6 CYBS-412 Project Il (2) g3 &g ssie  English 2 1 2 47 128 175 7.00 c
Total 10 0 6 2 2 1 17 332 418 750 30.0
Total 98 0 50 4 25 2 145 2783 3176 6000 240.0 | Must be 240 ECTS
Note: The student should complete 4 weeks of Summer Internships to fullfil the requirements of the Bachelor's degree
CL Class Lecture B Basic learning activities SWL: Student Workload
Lab Laboratory C Core learning activity SSWL: Structured SWL
X o Module type X .
Structured SWL  Pr  Practical Training S Support or related learning activity USSWL: Unstructured SWL
(hr/w) type Tyt Tutorial E Elective learning activity
Lect Online lecture
Semn Seminar Note: Columns O, Q and R are progrmaed, protected and should not be edited




