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I/0 system

The control of devices connected to the computer is a major concern of operating-
system designers. Because /O devices vary so widely in them function and speed
(consider a mouse, a hard disk, and a tape robot), varied methods are needed to
control them. These methods form the I/O subsystem of the kernel, which separates
the rest of the kernel from the complexities of managing I/O devices.

I/O-device technology exhibits two conflicting trends. On the one hand, we see
increasing standardization of software and hardware interfaces. This trend helps us
to incorporate improved device generations into existing computers and operating
systems. On the other hand, we see an increasingly broad variety of I/O devices.
Some new devices are so unlike previous devices that it is a challenge to incorporate
them into our computers and operating systems. This challenge is met by a
combination of hardware and software techniques. The basic I/O hardware elements,
such as ports, buses, and device controllers, accommodate a wide variety of I/O
devices. To encapsulate the details and oddities of different devices, the kernel of an
operating system is structured to use device-driver modules. The device drivers
present a uniform device access interface to the I/0 subsystem, much as system calls
provide a standard interface between the application and the operating system.

I/O Hardware

Computers operate a great many kinds of devices. Most fit into the general categories
of storage devices (disks, tapes), transmission devices (network connections,
Bluetooth), and human-interface devices (screen, keyboard, mouse, audio in and
out). Other devices are more specialized, such as those involved in the steering of a
jet. In these aircraft, a human gives input to the flight computer via a joystick and
foot pedals, and the computer sends output commands that cause motors to move
rudders and flaps and fuels to the engines. Despite the incredible variety of I/0
devices, though, we need only a few concepts to understand how the devices are
attached and how the software can control the hardware.

A device communicates with a computer system by sending signals over a cable or
even through the air. The device communicates with the machine via a connection
point, or port—for example, a serial port. If devices share a common set of wires,
the connection is called a bus. A bus is a set of wires and a rigidly defined protocol
that specifies a set of messages that can be sent on the wires. In terms of the
electronics, the messages are conveyed by patterns of electrical voltages applied to
the wires with defined timings. When device 4 has a cable that plugs into device B,
and device B has a cable that plugs into device C, and device C plugs into a port on
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the computer, this arrangement is called a daisy chain. A daisy chain usually
operates as a bus.

Buses are used widely in computer architecture and vary in their signaling methods,
speed, throughput, and connection methods. A typical PC bus structure appears in
Figure 13.1. In the figure, a PCI bus (the common PC system bus) connects the
processor—memory subsystem to fast devices, and an expansion bus connects
relatively slow devices, such as the keyboard and serial and USB ports. In the upper-
right portion of the figure, four disks are connected together on a Small Computer
System Interface (SCSI) bus plugged into a SCSI controller. Other common buses
used to interconnect main parts of a computer include PCI Express (PCle), with
throughput of up to 16 GB per second, and Hyper Transport, with throughput of
up to 25 GB per second.
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Figure 13.1 A typical PC bus structure.

A controller is a collection of electronics that can operate a port, a bus, or a device.
A serial-port controller is a simple device controller.

The processor communicates with the controller by reading and writing bit patterns
in these registers. One way in which this communication can occur is through the
use of special 1/O instructions that specify the transfer of a byte or word to an I/O
port address. The I/O instruction triggers bus lines to select the proper device and to
move bits into or out of a device register. Alternatively, the device controller can
support memory-mapped 1/O. In this case, the device-control registers are mapped
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into the address space of the processor. The CPU executes I/O requests using the
standard data-transfer instructions to read and write the device-control registers at
their mapped locations in physical memory.

Figure 13.2 shows the usual I/O port addresses for PCs.

1/0 address range (hexadecimal) device
000-00F DMA controller
020-021 interrupt controller
040-043 timer
200—20F game controller
2F8—2FF serial port (secondary)
320-32F hard-disk controller
378-37F parallel port
3D0o-3DF graphics controller
3F0-3F7 diskette-drive controller
3F8-3FF serial port (primary)

Figure 13.2 Device I/O port locations on PCs (partial).

An I/O port typically consists of four registers, called the status, control, data-in, and
data-out registers.

* The data-in register is read by the host to get input.

 The data-out register is written by the host to send output.

* The status register contains bits that can be read by the host.

These bits indicate states, such as whether the current command has completed,
whether a byte is available to be read from the data-in register, and whether a device
error has occurred.

* The control register can be written by the host to start a command or to change the
mode of a device.

Polling

The complete protocol for interaction between the host and a controller can be
intricate, but the basic handshaking notion is simple. We explain handshaking with
an example. Assume that 2 bits are used to coordinate the producer—consumer
relationship between the controller and the host. The controller indicates its state
through the busy bit in the status register. (Recall that to set a bit means to write a 1
into the bit and to clear a bit means to write a 0 into it.) The controller sets the busy
bit when it is busy working and clears the busy bit when it is ready to accept the next
command. The host signals its wishes via the command-ready bit in the command
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register. The host sets the command-ready bit when a command is available for the
controller to execute.

For this example, the host writes output through a port, coordinating with the
controller by handshaking as follows.

1. The host repeatedly reads the busy bit until that bit becomes clear.

2. The host sets the write bit in the command register and writes a byte into the data-
out register.

3. The host sets the command-ready bit.

4. When the controller notices that the command-ready bit is set, it sets the busy bit.
5. The controller reads the command register and sees the write command. It reads
the data-out register to get the byte and does the 1/O to the device.

6. The controller clears the command-ready bit, clears the error bit in the status
register to indicate that the device I/O succeeded, and clears the busy bit to indicate
that it is finished.

This loop is repeated for each byte.

In step 1, the host is busy-waiting or polling: it is in a loop, reading the status register
over and over until the busy bit becomes clear. If the controller and device are fast,
this method is a reasonable one. But if the wait may be long, the host should probably
switch to another task. How, then, does the host know when the controller has
become idle? For some devices, the host must service the device quickly, or data
will be lost. For instance, when data are streaming in on a serial port or from a
keyboard, the small buffer on the controller will overflow and data will be lost if the
host waits too long before returning to read the bytes.

In many computer architectures, three CPU-instruction cycles are sufficient to poll
a device: read a device register, logical--and to extract a status bit, and branch if not
zero. Clearly, the basic polling operation is efficient. But polling becomes inefficient
when it is attempted repeatedly yet rarely finds a device ready for service, while
other useful CPU processing remains undone. In such instances, it may be more
efficient to arrange for the hardware controller to notify the CPU when the device
becomes ready for service, rather than to require the CPU to poll repeatedly for an
I/O completion. The hardware mechanism that enables a device to notify the CPU is
called an interrupt
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Figure 13.3 Interrupt-driven I/O cycle.

Interrupts

The basic interrupt mechanism works as follows. The CPU hardware has a wire
called the interrupt-request line that the CPU senses after executing every
instruction. When the CPU detects that a controller has asserted a signal on the
interrupt-request line, the CPU performs a state save and jumps to the interrupt-
handler routine at a fixed address in memory. The interrupt handler determines the
cause of the interrupt, performs the necessary processing, performs a state restore,
and executes a return from interrupt instruction to return the CPU to the execution
state prior to the interrupt. We say that the device controller raises an interrupt by
asserting a signal on the interrupt request line, the CPU catches the interrupt and
dispatches it to the interrupt handler, and the handler clears the interrupt by servicing
the device. Figure 13.3 summarizes the interrupt-driven I/O cycle. We stress
interrupt management in this chapter because even single-user modern systems
manage hundreds of interrupts per second and servers hundreds of thousands per
second.

The basic interrupt mechanism just described enables the CPU to respond to an
asynchronous event, as when a device controller becomes ready for service. In a
modern operating system, however, we need more sophisticated interrupt-handling
features
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1. We need the ability to defer interrupt handling during critical processing.

2. We need an efficient way to dispatch to the proper interrupt handler for a device
without first polling all the devices to see which one raised the interrupt.

3. We need multilevel interrupts, so that the operating system can distinguish
between high- and low-priority interrupts and can respond with the appropriate
degree of urgency.

In modern computer hardware, these three features are provided by the CPU and by
the interrupt-controller hardware.

Most CPUs have two interrupt request lines. One is the nonmaskable interrupt,
which is reserved for events such as unrecoverable memory errors.

The second interrupt line is maskable: it can be turned off by the CPU before the
execution of critical instruction sequences that must not be interrupted. The
maskable interrupt is used by device controllers to request service.

The interrupt mechanism accepts an address—a number that selects a specific
interrupt-handling routine from a small set. In most architectures, this address is an
offset in a table called the interrupt vector. This vector contains the memory
addresses of specialized interrupt handlers. The purpose of a vectored interrupt
mechanism is to reduce the need for a single interrupt handler to search all possible
sources of interrupts to determine which one needs service. In practice, however,
computers have more devices (and, hence, interrupt handlers) than they have address
elements in the interrupt vector.

A common way to solve this problem is to use interrupt chaining, in which each
element in the interrupt vector points to the head of a list of interrupt handlers. When
an interrupt is raised, the handlers on the corresponding list are called one by one,
until one is found that can service the request. This structure is a compromise
between the overhead of a huge interrupt table and the inefficiency of dispatching to
a single interrupt handler.

Figure 13.4 illustrates the design of the interrupt vector for the Intel Pentium
processor. The events from 0 to 31, which are nonmaskable, are used to signal
various error conditions. The events from 32 to 255, which are maskable, are used
for purposes such as device-generated interrupts.

The interrupt mechanism also implements a system of interrupt priority levels. These
levels enable the CPU to defer the handling of low-priority interrupts without
masking all interrupts and makes it possible for a high priority interrupt to preempt
the execution of a low-priority interrupt.

A modern operating system interacts with the interrupt mechanism in several ways.
At boot time, the operating system probes the hardware buses to determine what
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devices are present and installs the corresponding interrupt handlers into the
interrupt vector. During I/O, the various device controllers raise interrupts when they
are ready for service. These interrupts signify that output has completed, or that input
data are available, or that a failure has been detected. The interrupt mechanism is
also used to handle a wide variety of exceptions, such as dividing by 0, accessing a
protected or nonexistent memory address, or attempting to execute a privileged
instruction from user mode. The events that trigger interrupts have a common
property: they are occurrences that induce the operating system to execute an urgent,
self-contained routine.

vector number description

o

divide error
debug exception
null interrupt
breakpoint
INTO-detected overflow
bound range exception
invalid opcode
device not available
double fault

9 coprocessor segment overrun (reserved)
10 invalid task state segment
11 segment not present
12 stack fault
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13 general protection
14 page fault
15 (Intel reserved, do not use)
16 floating-point error
17 alignment check
18 machine check
19-31 (Intel reserved, do not use)
32-255 maskable interrupts

Figure 13.4 Intel Pentlum processor event-vector table.

An operating system has other good uses for an efficient hardware and software
mechanism that saves a small amount of processor state and then calls a privileged
routine in the kernel. For example, many operating systems use the interrupt
mechanism for virtual memory paging. A page fault is an exception that raises an
interrupt. The interrupt suspends the current process and jumps to the page-fault
handler in the kernel. This handler saves the state of the process, moves the process
to the wait queue, performs page-cache management, schedules an I/O operation to
fetch the page, schedules another process to resume execution, and then returns from
the interrupt.

Another example is found in the implementation of system calls. Usually, a program
uses library calls to issue system calls. The library routines check the arguments
given by the application, build a data structure to convey the arguments to the kernel,
and then execute a special instruction called a software interrupt, or trap. This
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instruction has an operand that identifies the desired kernel service. When a process
executes the trap instruction, the interrupt hardware saves the state of the user code,
switches to kernel mode, and dispatches to the kernel routine that implements the
requested service. The trap is given a relatively low interrupt priority compared with
those assigned to device interrupts—executing a system call on behalf of an
application is less urgent than servicing a device controller before its FIFO queue
overflows and loses data.

In summary, interrupts are used throughout modern operating systems to handle
asynchronous events and to trap to supervisor-mode routines in the kernel. To enable
the most urgent work to be done first, modern computers use a system of interrupt
priorities. Device controllers, hardware faults, and system calls all raise interrupts to
trigger kernel routines. Because interrupts are used so heavily for time-sensitive
processing, efficient interrupt handling is required for good system performance.



