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Superintelligence and Global Governance: The Crisis of Power and
Sovereignty in the Age of Technology

Prof. Dr. Hamdan Ramadan Mohammed Al-Khalidi
University of Mosul/College of Arts/Department of Sociology

Abstract

The contemporary world has witnessed rapid advances in superintelligent technology,
raising critical questions about the future of authority and sovereignty at both national and
international levels. This study stems from the central problem: how does superintelligent
technology affect governance structures and power balances in modern societies, and what
are its implications for national sovereignty? The study aims to analyze the relationship
between superintelligence and traditional political systems, explore potential risks to
democracy, political stability, and international equilibrium, and provide scientific insights
on how public policies and governance can adapt to ensure sustainable authority and
societal resilience amidst deep technological transformations.

The study’s significance lies in addressing a novel and vital topic linking advanced
technology with political science, highlighting the urgent need to understand the
impact of superintelligence on governance practices, decision-making processes, and
potential international conflicts.The research employs a multidisciplinary analytical
methodology, combining political, social, and technological analyses, supported by a
review of recent scientific literature, comparative case studies of countries facing
superintelligence, and analysis of possible future scenarios.

Preliminary findings suggest that superintelligent technology can reshape power
dynamics, limit traditional governments’ control, and heighten challenges to national
sovereignty, particularly in economic, security, and political domains. The study
recommends developing international regulatory and governance frameworks, along
with strategies for political and social adaptation, to enhance societies’ capacity to
manage future crises and preserve a balance of authority and social cohesion.

Keywords: Super intelligent technology, global governance, national sovereignty,
political power, digital governance.
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Abstract:

The international community faces new types of risks and challenges associated
with artificial intelligence (Al) technologies. These are numerous and varied (bias,
misinformation, job losses, etc.) and have been a focus of attention for many countries
and governmental and non-governmental organizations. To address these situations,
many international documents have been issued regarding the ethics, principles,
guidelines, and directives for Al. Among the most important are: the OECD Principles
on Atrtificial Intelligence, the UNESCO document on Al Ethics, the WHO Guidelines
on the subject, the G20 Non-Binding Principles on Al, and the EU Guidelines on Al
Ethics. These documents contain many shared values (fairness and impartiality, respect
for privacy, transparency and accountability, social benefit, etc.), but they also include
significant differences due to varying perspectives on Al, differing priorities, or
cultural factors. Since the international community has been unable to agree on
international legal rules governing the lifecycle of artificial intelligence (Al), the
ethical principles and guidelines contained in international documents have acquired
paramount importance. These principles contribute to shaping a mature collective
awareness and influencing policies related to the operation and development of Al
products, etc. One of the most important findings is the potential to utilize the values
contained in Al-related documents as a starting point for broad international
consensus, paving the way for the drafting of a binding international

Keywords: Al risks, Al ethics, artificial intelligence
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Abstract:

Al is considered a quantum leap in the digital age, it has become one of the most
important tool used in international relations, managing international affairs, and protecting
international security. It is not just a subordinate tool anymore, it is now considered a
strategic power that has the ability to affect political, economic, and security decisions. For
political and security science, Al imposes the necessity of developing new analytical tools
that are more suitable to understanding the fact movements and sophisticated challenges that
face the modern state. Countries who support Al development are concerned about their
future national security for the opportunities and hazards it holds. In the past, human
interactions was the main drive for politics, but in the 21* century, the technological data and
Al have become key factors in managing geopolitics power and affecting the national
security. In Iraqg, after 2014 course of events, and what has the country faced of an
Unprecedented security challenges that embodied the expansion of the terrorist
organizations, Al presents new opportunities to reinforce the national security system,
whether by developing early sensing capabilities, enhance the processes pf security decision
making, or enhance cyber space control. This research highlights the importance of utilizing
Al to reinforce Iragi national security, and explore its future aspects in an unstable
international and regional environment.
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Abstract

This study examines the qualitative transformation in political governance driven by
the strategic deployment of artificial intelligence, moving beyond its technical function
toward reshaping public decision-making processes. The research is based on the
hypothesis that artificial intelligence has evolved from a supportive planning tool into
a strategic actor enabling the transition from strategic vision to algorithmic execution.
Using an analytical-foresight approach, the study explores the implications of this shift
for core principles of political governance, particularly transparency, accountability,
efficiency, and legitimacy. The study concludes that integrating artificial intelligence
within well-defined strategic frameworks can enhance governance effectiveness,
provided it is regulated through legal and ethical mechanisms to prevent new forms of
power imbalance.

Keywords: (Artificial Intelligence, Strategy, Algorithmic Execution, Political
Governance, Decision-Making)
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Abstract

Artificial Intelligence (Al) is one of the most significant technological innovations
of the 21st century, with the potential to support the achievement of the Sustainable
Development Goals (SDGs). Al enhances service quality, increases productivity, and
manages resources efficiently, contributing to progress in areas such as education,
healthcare, energy, and agriculture. Al technologies offer significant opportunities,
including big data analysis for better decision-making, promoting innovation in clean
energy, improving healthcare systems, and supporting smart agriculture. However, the
adoption of Al also presents challenges and risks, such as algorithmic bias, job
displacement due to automation, ethical concerns, and lack of transparency in decision-
making. Unregulated use may also exacerbate the digital divide between countries and
communities. This study aims to examine the opportunities and challenges of Al in
achieving the SDGs, and to provide practical recommendations to maximize benefits
while minimizing potential risks.

Keywords: Artificial Intelligence, Sustainable Development, Opportunities,
Challenges, Technology, Ethical Policies
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Abstract:

the digital age: exploring the mechanisms for This study addresses a pivotal issue in
employing artificial intelligence technologies in developing effective educational
programs to combat extremism in its various forms. The study stems from a central
th its analytical and adaptive capabilities, question: How can artificial intelligence, wi
contribute to designing preventative and remedial educational systems capable of
immunizing individuals and societies against extremist ideology? Based on the
ng artificial intelligence (Al) in following hypothesis: It can be assumed that employi
developing customized educational programs tailored to learners' needs will increase
the effectiveness of these programs in combating extremism. This is achieved through
d providing customized educational analyzing learners' personal and behavioral data an
content that promotes critical thinking and tolerance, thus reducing individuals'
susceptibility to extremist ideologies. The study aims to analyze the complex
nd Al as a promising relationship between extremism as a multifaceted phenomenon a
technological tool, while also presenting a vision for developing intelligent educational
.programs that combine technical precision with pedagogical depth

The study concludes that employing Al in developing educational programs to
bat extremism represents a promising qualitative leap, provided that it is done com
within a comprehensive strategy that integrates technological innovation, pedagogical
depth, and cultural and ethical awareness. The study recommends building the capacity
takeholders in the field of Al, developing advanced Arabic language models that of s
respect cultural specificities, and strengthening cooperation among researchers in
educational, social, and technological sciences to ensure the effectiveness and

.y of these programssustainabilit
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Abstract:

Digital governance is one of the main pillars that contribute to achieving the goals
of sustainable development by improving the effectiveness and efficiency of providing
public services and enhancing transparency and accountability in government
institutions. The effectiveness of digital governance depends on the existence of a solid
institutional and legal framework that supports balancing technological progress with
the environment in accordance with social and developmental requirements. In the
Iragi case, applying digital governance faces several challenges related to digital and
technical infrastructure, in addition to weak legal and regulatory institutions and weak
capabilities of functional cadres that enable sustaining these technologies effectively.
The transition process requires developing integrated systems focused on data
protection and cybersecurity, as well as improving the performance of official
institutions more efficiently and transparently to support developmental goals and
enhance resource sustainability.
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Abstract

This study examines the fundamental shifts in the structure of political power
and its sources of legitimacy amidst the rise of digital governance. The research
problem stems from the hypothesis that technology is no longer merely an
administrative tool but has become a structural actor challenging the classical
foundations of the social contract (consent, representation, and sovereignty). The study
aims to root the concept of "Digital Legitimacy" and analyze the transition of political
gravity from "procedural legitimacy" to "algorithmic performance-based legitimacy."

The study employs an integrated methodology combining philosophical-
foundational, descriptive-analytical, and New Institutionalism approaches, alongside a
prospective view of emerging challenges. The research is structured into three main
sections: the first discusses the philosophical origins of legitimacy; the second
analyzes the impact of digital governance as an independent variable on power
structures; and the third explores the future of the digital social contract amidst the
sovereignty conflict between the state and Big Tech, and the dilemma of balancing
cybersecurity with individual privacy.

Keywords: Digital Governance, Political Legitimacy, Digital Social Contract,

Sovereignty, Algorithms.

\Ae






PYRV{

) gala ohS) yaa (e 68l Jiad Y thpalaal) alaill ) 8 Ayl _);;ml.u}\ daeydll 3
Lo zegypmall D) (IS ¢ sl S 58053 B mead) Jang) b Ligilhy UDIAT 2 pia 2l
Sl Y ) Gl G G e g_,Pn sk a8y $e gyt Al Lo Al (e Jma (53
A LY Ysat cngd 1Al a8l hae Apsie) il I Ll (e ¢ e laiaY]
g Glia o Al el 43}_)\ e Bygaaie ala) axi Al Y cadld Jhudl 138 dapla
adal ) Aalay dad )l RSl ciliaias e lilhaal) oS cila i ) il

SISO P O IR - K RPN PR 1| VSN PR 5 IVORPS | ¥ P AP
ASall G Lailetl) AN aaa (e gy alall s Liaill dudia 2t sy Jeld ) cilgas
asall ey bl Jiailly & V) GBalia G lgie il A i€l A5, o 5Saally
oAl den ey $Ledldl Allad el Baad )l AaSpal) Calas cAen (et g 2a5 oLl
ey abudl sliadll e leudld paall sple duad) (58 2045 dgalse

S AAS e el ot (DA (e ) ) 5 5ol 2 Y il o3 n
sya L sl e Laal) aiall el 3 Rals ciibalgally s3ad) anlie b dudd ) S sal
il Gl B ) 13 Taaal ey Aplady) Al § Al dslalull ' e Bas Lol
blsally Asl (o aad Jage sl iy Apa) Jsally el 5yl Aleal il il
WERIP PN

(Aaball LYY 3abpasd) L) e pll LSS ) (o deliaiall gl 3 ASEY) ead
(Al Clisgally 3508l 5l A SN Aaldl' o Unad (s (620 4ad ) AeS gl a8ly i
Ainld Aaanl) Adaddl) Aaf) el daSeal) collind s3a (o M Lppon Yl i 3 LY
$0a¥lg BsliSily clibally duagadll dailia Lo ash o) Sy \gllaguly o LaiaY)
il g 3

Gl pasdati ) Jadh (615 Anad)l AaSoal) gad Joadl) ") Laslie Apaf (ga Ayl (3llan
bl ') (el Loan] aaliti i ¢Lgald Aabud) dug piia jban (o s i cpSal)
Tl Adanl) b i) A i dyon o Lain) ] Gucnds Laa byl Loy
rilaai gadly dudd ) claial) L) Auilagl cladall (e Lijs Salsadd) 4d JEikg cAsulad)
el duingis

2ial) s eyl Aealll) i) meiall Cpm pens oagie JWlS o Al adies

ALYl (Jfie 5ieS L)l Al 2y el Adadl) duagl meiall 5 ¢ o laaY)
(ol e ladll 8 Al dall) ac ) LSS sale) 4 agdl S.u.\;l\ A 3al) 81
Agea guadlly alpudly Aileid) Alisl il Qs 800 meial) laiinl we

Ayl ddsd
Zoe il Landil) Joua) J5V) allaall mlla Lingio Aladiia Calllae D0 3 Canll ol
eyl LeSsall ) 3G Callaall Jitgg ¢ g ytaill ) dbiagy o laial) sall cilylia
Coyfind B ) L ol 8 gl Jsaill Gaaadll Jiiwal) el Ledias
cb )l e laiay) diall ada IS il Jsail) 1aa e
YAY



Jo% el
o oY1 il Oy g s el )l J g ¥

il oygda M 3a5al) e Y cApsbaad) Lo p5) aseie & Lia bl Vel agdl Taeas
) lagiad G0 Aabud) Ay 3 Ayl AaSsal) atiaal 3l COEN) @l oS YY)
e G alhaal 138 x5 Gas (58 e asedall 1 (K il ) SIS dgual
Ll g diaal) e laia¥) adlaill cilyla Y Youms alisl) Wysda (e e yill Lo
Aadll Jh A Geat Al @D clpall oag tdglie JS A AR pal bl e g gl

Sy DAY el Lhias auldll jSal) Sleel 8 Al Gue i) i (g
A gyl Jaad) culads 0 Allad) a5 cAailal) 55dlly ) el Aalidl o ey 3
S g pdady el i) (Sl (L Cua g s Gl (B TSI ) gl
b orsall dsatll (el way . asgiall gl sl 3 Alsally bV Joliiad) Gl
S el Gl e Aalull dsag yyee i) Cum (Bl jad 550 e s daepdll Cayyel
e A deyall o) L pelanV) sl Aphy Cine L e "Ryl a1 ) dsdal) 354
Ry cledaly aam Al aluluadly @il 3iae 4 By cluwgall daw dyae Gl Gl
() e sSaall alal L guss 2 g gyl Al lima sy iy Unlil a5

9as oo Apal gl Alls g Magdal) Al Aum g o o laal) bl Ak cals
&\)...al\ )L\A.a \)@b?@dﬂ‘uhz\}w}m}@w.@u J...u.d\ u\ﬁ&.\;ca_a}&\
ISV Ganasal) ¢ GBLADN g il alee ¢ agn (ulagh (5aSEY) Saall aahy L e alanily
dcire JSI i JSI Copat Ll Aaglall Alla jhaa Cus ciaall peaal) 3 Sl 13
cornall 138 ez yally 1) 3ha s Andlyg Bppal Lo Blal) Jaa Lae Al A8l daplally
&Léb@@a@%}?@j}h@&&m}mdjbmscﬁaﬁcGéa)éiy\d';m
‘u—*‘ﬁj\é-’““&?sg\ DMQ.AML}AMQ)J\ ew\j U.AY\ ).:S}.: d..iLu (uhhsm)
’ Dol e e Line Udlie Laliill delall oy

Cu;c"‘siw\ ?S;“GAUUM'GQYJIL ).:S\ 4_1&1) J}Suptg)ﬂs.u\ )SSAS\ eqs cd.\\.ul\‘ss
ua{,s.\yzd_\ Mh&)u&ddjlmecun‘i\qsd\ @A\d};ub)ﬂ\@d.\amq;m
M\WW} cmﬁdbuﬂbahﬂ\@wﬁ\ a@ﬁjsud)ﬁ\ﬁ\mg_\;‘kj)m
UM).S;AS\ La.a‘).w\_a}égf d;.lmwhd\ 4_1::)_.»3\ “JSA_:J d}.s;l\ VY A\_I\AAL?‘G
baliuly wj\&dés\uwuuum\my\yM\ Jaa Aalod) aSgi) La 13l ¢ painndl)
u\b.wu\“_iw\ dmﬁ}d)uﬂ\m.’a)smﬂ\ W‘M.)M\ OMLDAL)AJ}SL;M}‘)\ASS M.Jl.bu:
CA.\;AS\ od‘))g_ﬁa.\\.@_\\)f w‘i\@mﬂ\ ALl

(1) Ying Gao and Jialei Cao, ""Social Contract Theory and Legitimacy: From History to Modern
Times," Educational Innovation Research 3, no. 3 (2025),p 86.
Gyl ABLEN da of Ak 1 ) Y coma (Gpdug ua Ll tdaai (LA «Guga (ulagi (Y)
) ) NEY=V e o (Vo)) (bl Jlag o(4als)
(3) Quynh Lien Le, Jing Tang, and Navneet Natt, "The Social Contract Model in the Digital Era: Revisiting
Rousseau and Locke," Interdisciplinary Studies in Society, Law, and Politics 2, no. 3 (2023), p 19.
YAA



O el Al utsdaﬂ 5 aal a8 gy dlla pla iyl HSad) Ul
zloxi) 58 s casSang aSla g Bl Ll 26l o (g0 Gua Cdalall 5aLY1 2 sgie DDA
b8 Y Cipa go ) BN zigaill 138 A (Galed) elen syins OLS 2 LN
an Ol alat Ladie JaSh (38aT guig) die dueydll mésw@lmﬁ! g capaall
aal) JSE) o 5palad) Alahianl) Jeay Lo sty el il Caagius ) Aalad) 531
ialad) 5abY1' 5 (Aalad) Aladl & sane) "JSU 5ol e Sopall () caSall g gy il
O palaall 4y sganll alaill b A pill agh 8 Ayl yan iy (4S54 dalad))

O Diinn sl pmsgus Bbomg By o (o) b poSle L) el e Bn Aoyl pgpia sk
tdae il aliae A b dda Aina §) Al 48 0 Lial et M el ga eyl Uil
OladY) A lal-ADlalls ¢(me)l ) Cliay Glal) alalSlly ((<abel) ) slaul) )
PBYSTPRENGIEN ‘6_3)3\33\—6_\)3&\ q,u!\ 3 daepdll o cCunal) peanll 8 (Qilwgally cpilgdl) ae gy
s GS.UA‘)’\ Saal) ks ey L (iale 40 5308 7 oala g Ay giaesd il Y L@Jtﬁ.q\ DA e 358l A jlaa
(YAVY) "dlaal) & dgylat 4 4 - ) 6 pealadd) e pll) L B o) Aeudd) Laad) 31,
il b8 Jgms G (gl b ald e e laia) aka) toalae o (il L)
Al el ey IV zgiane La) pa gl 138 e aiyg Auadll aad)lsag delinY
il dalims 8 Cost (e o ALl Ao L) i) Sand 5 «gpenll 4yl
lgiasy Aaall LU Sl ) BN e Lyl asgas gy Jiiny iy (wun \m) s OBV
Ol 0 e el Sy AL DUl L Ll ol Lo 36 Aoyl f 150 lasm Dlona
(LS aal sland Lo 55 tdiaio agyis Jla b cpedlic

) 2yl ol N1 il Ty ) Sl ol St () Sk

Laaddl) duyaal) ‘ dagdal) s

. . —dlaad | Jaldy llaa JoUS T N
9 ulagi ol g A3 all Al sl pag (aY) pdg
Y A D dlla | Agleal Jag pdia (lanshl CpasSaal) L
s Alaa alil daalal) (3 gia) dsiall plialy
e s o Auady Al S zla) Lalal) dalaadl) (e )
FHa) = 08 paiaal) slud Lalal) 3Ly & il il
b ole dpcah e By i s das s )
o Aol 4 ) il pally el |5l
b Cila A pagl | ke o Gl Aidal) Jag y s
U o Jead) i Cilaiyly 4l Gl o cilaiyl

Ay alaill (golain dwiba 13ALEN) i) Jale dani (e laidy/ tdef ¢ gugy dla Gla (V)
AN=00a (YA Y
Slahall Gl 35 a1k (Bgipe Il dan i ¢ ddaldll ) gbilics 48 guypa ¢ dalanal) duepll) (Y)
Ea (VoYY dadadilly
Y phili 4 guga o laiay) il Bualaal) Clyliall’ dlE Osag usld A sibugdla ad (T)
A Y (YA AaSs Al i) Uiy a2 daagi Ll g sl (Yo old dS) déaddlt
VA4



G Bpcinnn Al Alee o b el Al Cad Koyl (o ey il Jaalil 1
Latie LSpalipall o3 i (i fanila S5l oLl Linaay Lo sap ¢ DNnll Jpailly (im gl
? bl o liadl) ) AuSsall Jii

gl Joa yaaiall depdll sl =gl 1aa ol 2] ) Jser ualeal) Sil
Gk S Uy Vs oy S Ay Ll gell 8 A cliand dalyy Al
N e S 58 ADe o (Sl ey (50 3 gl 30al) )la Aoy osede
Ly Lo shs cAsanll agilafine G (pa il AU LedY by e g 80 () gias el
Jsnasll' s Agil) 56 LS Cmpoaf ) Upame iy () ladinall Ladll e shaially e 520
aedl Glall 3 g Laa ¢ maibandl Syl (ulad 0S8 il 3a0nl) clafinal) (e ilaslaal
) ) aatled Lo sag (Ve ) AeS pal slay cnt Alald) Ay 3 ciYail

(1) David Beetham, The Legitimation of Power, 2nd ed. (Basingstoke: Palgrave Macmillan, 2013),p 11.
(2) Grimme likhuijsen, Stephan, and Albert Meijer. ""Legitimacy of Algorithmic Decision-Making:
Six Threats and the Need for a Calibrated Institutional Response." Perspectives on Public

Management and Governance 5, no. 3 (2022), p 232.
‘4.



) ullat)
Aald) A b Jg2ulllg e 1 Aamgnl

O asSaally oSIal (s A1 ilae Lghom s eyl Aiadil) RY1 J1 ol o 13
e Alaal) o8 Aajld sy Lndyl) A al) Lgy canlef ) Al Gand ) iy (llad) 13
A sale) o o eclehadll Cant ff coleaall 2aa dyae ol Al S salls, b sha
O el (A Gl Sliall o LA 3She Leaasar Jsati cddalud) (shaial 4Ll
Al steall Balud) ) A8y Babandl ey egpaiil) Jidadl) ) Aol A gladll

Gilaxall wadi el el Clbalially cilaill ala Ll bl AaSsall Coyad
il RN Saa 55l inal) agn (oay AplaY) Slleal) B pilalsall @)yl dalal
JaaaS Laygr oy 28O cindly A05al) o o58l) (jlga d2lasale) 3 el 5l
@Y Jasll AailSas 4l el 108 Creaddind Cum candyll aSall 33l sl
Ca CAalud) 4y Lpasa 1ad 4l (A ey (a8l Jsatl) 1 0l celld aas L alaadlly
"Aplasbaall Apatl) i ) Al Al g ) Slnall e sl S S
(oS B8 I8 GlaT) e LIS A Ly ) il sl

T Lo gs B3 e il AaSsall' 3 Capes Lo sl eculial sl e ddaluad) s jlas )
e b e o Al aysfi (e Lgiepd aaidY (Al oalyl) dealall Al (e
Lag a1 ol Lo & aSa ") el Compnal SN o2 o) i 5 "R peall ailic!
Ll gl Fsglen e A1oa 538 (e Comaay Jnl) 138 alad) (G allae 20555 4l gransy
sale) Gy Lae a5aa S AGaS A0 pe (V) 858 (300 Cum ¢ Ahrall Y e A

sl ) by Lt ¢ 3y boad o "auaill 5ead’ 8 L due il A0S e
ul.ﬁ 6d}.lj‘ U}f}‘:‘ ‘53 t} ).M J )..:.G d;..\.ﬂ\ k_iL.u:X. "Badaa AJ::\A R_GA.HJ ":%_).'l" Qg Lgd..:h.d |
030 JalS el AV casbaaadl o sl QS e 38 g0l 7 l& dyyaall il )il
G i) 138 L Je il 3ol JRY) ! sl el dyaay oy cAanial 58 e il dga s

Bal)) Cal€ 1318 ¢ g gy aie A alad) ALY o Tidlie laaagd e "dsile slaall diasgll

Lesle asiy ) "AaIsal 8 ¢ o lilaal) ¢ M) il s e 468 Legunsi iy (pidalsall
ailaiae 5 il i e Lial) dial

dzals — :\_yh\;\ dsaiill @}d\ dalaial) :25)51.'61\) Slwlagy audlio syl MM‘@J&\ K73 ch (\)
XYY o (Y Y dual) Sl
(2) Swati Srivastava, "Algorithmic Governance and the International Politics of Big Tech,"
Perspectives on Politics 21, no. 3 (September 2023),p 989-990.
(3) Ali Shoker, "Digital Sovereignty Strategies for Every Nation,”" Applied Cybersecurity &
Internet Governance 1, no. 1 (2022),p 2-4.
(Y2 Y sadsd) Yo aaal) o5 deadliad) clafull il oY) oS dpaland) Al (Lol 28 (&)
ATN=NTY e

Y4



Adhall' o alila 508 Al Aadaly) el oS0 mia ey e 50le
Bpainny Agize ot LB 5S5 Con "0 S slll’ G AL gy e sa "Ll
s (A Bhedly conlill g gmge () aciaall Jyags bl dpall’ o el Lea
ol sill iy s oty e ¢! ) JUaY Y Al e lidaial) 1S aadind o Jgall
Slosylaall Calanaly somil) dpa 20 ) (g5 Lae diajlaall Y1 aiil e laial)
i Aol ) Adabienll doygaiy aagy addinall a5l aaill 138 L4 k] aenl)
Ogallad s 2oV angiy a8 oS "8y

Lliigd 4suad Lo () diay o bl Alhall asaa i (8 sl gl Jsadll 1aa
Aaasl) Blad) Jealds cpe (Sslud) (il zhacid iy Cua "ABall Adland)’ & "digag)
o JE L eadlic Sae e Yoy gbad) duaad ) Goags At cilatie ) alisas
03581 a8y ()5S sily (A camad) iy oAl alall Al ey (g3ISSY) SR ()5S gl
38 sl bl e sall sabY) g liadly aaiaa) daal ) Giagd Al Al
5ol Aan gl sl i) el G AR e DY s e (S Le LSy &8
sde 15 Lagi o€ (e JUieY s anlbind) s Vsl 2 seho At lim apny Lae c2l) 4Dy (el
i pne sy Byaiand’ (IS Basag dngd Clleal dns LoghsS I gy oo Linl

Aed o)) Ay Aol Akl (0 Aylie (2): g

Aok 99 | AL bl | 3 plaeandly laiadl Al | lolgd! 20 A3 Balid! Ao
Al | chblBgnd) | cOsaed) cglall Gl | e abian Jal Al Aadd) Sab
Rl | sl oolsl | sl A sl Ay Bisine
Al | cbai el | st Aaad A8LaY | e s Joli | Alasles il
doadyl) | dadal)l cbily) caal) ¢ Soludl (User-Centric)cibaiall| agaall Bule dugaing

alaadl :g...nw\ JUiY) Al gd g:.us.m\z\ syl pladiad ¢ paallae 435\4.,93 diad 3.,5 QJG udl) (\)
https:/trendsresearch.org/ar/insight/ : ¥ « Y& L)Y 4 (&)L &iuN)g &igmanll Ja35 3$ha ¢ "aydlly
(YR PY ) DU GG/ pnnbeal)— YR A8l yam o Lo o\SH- aladiad

ot 4,88 Bilidy (Adguulid g (S lala) (ul dalle c:\E\S:UAi 4.0\S :(Zuboff Shoshana) Cigig) Ulagd *
AN puae b ilgia lalall (ra duand) Lgly cdaadyl) ddjpall sl 8 duanadie cyljla dasls
¢(¥+19) Ldlyall Adlan) puasg (Yo Y) acall aluably (Y 4AA) (A
human ON Joanna Kavenna, "Shoshana Zuboff: Surveillance capitalism is an assault : j—Jal H,)Aﬂ
/10/2025).( https://h1.nu/1iVDP Date of access 20:The Guardian, 4 Oct 2019 "<autonomy

Ladgai (igagy — 558 — AUE) L) juce (B A Bhall Ao gl 10y gSugilll calS Judly it (¥)
AV Ga (Y Y0) £ a ot dpubidl aghll S (Cu S draly cdaubiad) aghll cu S dlaa

\4Y



https://trendsresearch.org/ar/insight/%20استخدام-الذكاء-الاصطناعي-في-مراقبة-الامتثال-السياسي/
https://trendsresearch.org/ar/insight/%20استخدام-الذكاء-الاصطناعي-في-مراقبة-الامتثال-السياسي/
https://h1.nu/1iVDP

Adaia Glua o "l i€l Sgmia ) Loadl g Al Ay 6 Jsaill )
Uglaall (e Yoy dypull e Ialy il 5all e 5y el AAsl 2y Gus il
o Lyl 5ol 468 Joa Yilast 7y ke "alall 53000 Jobaatll 138 L Aalall dalend
e 2l Aubd) LY daay e s el i) o KO LS 1AL ¢ ) yaaal)
S Aalall L 5y sV ol (600 et Odalial e "apl) Goanall cila sa
dpagadlly Clilull ey P58 U] auay () aags Al )l A il AaS
2l g)shaad TAAY) S gpasal) danyg Lped )

edinall Jaliiall 2Liie V) (o g dgai€ (gl Al S pally Alsal) o Je i) agh (S
Lilers s sl Loial plasal cul€yal) Lol ) ebiall "Ly Al vt Ca
55l Lpnslanad) 3580y 13l 130 L Lllee | A jlaad uslpuny 35308 o Unad ClS ) o i Ly
Coibalsall o e 2y Las ele Lally 288 e aety ALl s e GlA, "l il
Lo adiad 3t o) daad )l AaSsall jeme 8 e sdl) Gl cadle 2lis . Culuwgall 8 48 Ll
" elaiall ! 5 "l ylall Alae’ s "l Gl e Ja g L) Golia e

sl) st 1aa Apuledl Al o jolial) s ap)lsad) 8l 858 gy 12as
e i) jalias A calel 28 )l AaSall cul€ 1Y 5 ) anlall Jslul) alal linaay
oSy Sagaall Ll o34 e iy o 0% @A) e laial) dall J<5 Lad cddalud) Lalaily
LA bl 8 cAianll Clpril) o3a Jla b by (3gial) Aelaa sale) (Sa

Lasd B ¢ (Gaaeg otia b g BALS o)) (€M) e Aaeli Bl L8 cgile LSy (V)
Y0¥0 5de ) (— CADTMi—uall ddhial) b O gad) oLal) dtiad "t Bpualaal Adlaufyl) s
(Y Y[V)ed A /o daua ) oS- 5~ das U B Ald rttpss//arabic.cadtm.org/2025/0721/

Jiuall e ¢"SAhlianll Ganghi o jujalt .. e libay) ol Gl (Glaghi Glapid Aaba (Y)

DY e gl VY cdaaial) bl

https://futureuae.com/ar/Mainpage/Item/9720:

Y XYY ) Al
(3) World Economic Forum, Our Shared Digital Future: Building an Inclusive, Trustworthy and

Sustainable Digital Society (Geneva: World Economic Forum, 2018),p 40.
\av


https://arabic.cadtm.org/2025/07/21/%D8%B1%D9%82%D8%A7%D8%A8%D8%A9-%D9%88%D8%B3%D9%8A%D8%B7%D8%B1%D8%A9-%D9%86%D8%A7%D8%B9%D9%85%D8%A9-%D8%B9%D8%A8%D8%B1-%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86/
https://futureuae.com/ar/Mainpage/Item/9720:%20تاريخ
https://futureuae.com/ar/Mainpage/Item/9720:%20تاريخ

UL elat!
OO =i [P PSP U PPN VLS (VAT (9

) Ll allaall s 0l ¢ gopilly  Anddll (e pilll Anie ge Glalad) Glillaal) aiS13)
393 Loy P01 Al 8 4l alad o Lia¥ ) il oy 13l ¢ J5lal) (e (Bacf (g5une
simall () il sl o JERYT a3l el (o) Tl Gl 2de) 1aa
At o Slailly nypaill aa) gl 3o 8 8 Fmgiall alpaall e o8 e o il |

eyl 58 a8l Ay A8ls Aolail Sy ™ el o Laial) Al a8 &5 ()
Blsbusall ade (e bagan JICE] £ LY Aadla 558 Janiy bliad) alie apen S5 caly )
lmdl) 8 Ahalid) dnbndls 2AY) iU UL asal) 1aa gty e laial)
Gy e Aela e g o apdl Aadl) clagSall duepd (i Cam ¢l
255 o) capanll diadl 130 8y el Bl "L V) Alaall a8 533 e Cpibalpall L)
Zisad jslati 450 i A "Bl asdianall” 5y caanll Jeldl b Al
Lyl (gl Al S8l canal adg ) cliall yomal) Gua g2 "dalall =l sl
— 180 Ldany Lan cuail) il il 5 LeaSas A (e gbed Aalus b dpalad
iy sale) ga Jsaill 13gd el JLa L cilialglly 3siall A2 lim & —Ulal lacad
Sy ) Lol Sl " Jon 3855 babe 1 o) alBYV Sl (g i ol
Y gl p drcaddl) Lkl aSaill 6 ally duad )l dsell Alas sl cagle
ear b elainy) aid) jaea o dalall ASL) Llaa coilS LS Ll cde g piall Al
o il Allanly Ly ) DR dealsal elliy ol

cpnl) e Laa¥l kel T Ly land pas " Asadyl) Lialasall 8 L) Ayt -y
Ayt () a4l Laagl€ll PLa e il D) Lagia elsy ddpll culel s
iladU s ¢Leaibal gl A gall caalil ad s ¢l radl agaall slati "(Virtual State) dualyid)
e Aalal) Glaaall 488 Y Jsaasll ¢(e-Residency) doig Ay Ay malip e
Gaooill AL AaleS 5l "4a23S ALpall' 3)S (o5 Laa Akl 3gaall Ble d3e8; Aiga™
e 3 (X-Road) daaie Jie dpad )l dgiatl) 4l 50 S e ading =35l 138 Ludle
Al A Ly st o LB e Lebepd bl acid G SBaalsl) Bl Tase ke
o adsl) halgall el o Al

(1) Federico Tomasello, ""From industrial to digital citizenship: rethinking social rights in cyberspace,"
Theory and Society 52 (2023),p 463-464.

(2) UNDP Global Centre for Public Service Excellence, Framing Policies for the Digital Economy
(Singapore: UNDP, 2018),p 2.

(3) Gabor Hulké, Janos Kalman and Andras LapsanszKy, ""The politics of digital sovereignty and
the European Union’s legislation: navigating crises," Frontiers in Political Science 7 (2025),p.

(4) Piia Tammpuu and Anu Masso, "“Welcome to the virtual state’: Estonian e-residency and the

digitalised state as a commodity," European Journal of Cultural Studies 21, no. 5 (2018),p 1-11.
V4¢



I Aradyl) Bl ol cara Aygriy LIS dals 8l SEa 138 Gli celld aag
o3a §yshad oty gy Adadiyall Gayilly coli@il) ) Jsamsll AlS) 8 cslal) Ly (atad
dala claluadt) (313 " alaglrall Fuli ase® ) 058 Cus esglul) fase dags b Byadll
AP bleal o Al gl oy cpll) "cpdiegall Gl Ly (i€l Al e
ier ) Lad ooy o et e Laia¥) Allaad) G g & el alaii) 12 )
Slaglaall @23 N Jsaaslly Ll LA (o daly DL piay " Glaglly A Lala)
Miages ST asl i€ QB 3 Gl slsladll e angl 2] 2y Les oy pual

O D) ot 2 Appsa aladd B (PIA e eadl) o LaiaY) i) madle JS
i)l (358all Gleuay (Protection) Aglead) axd o ddsal) 43k i cadinally 415
bl dpasads hand) ) Gl Jadiyy ¢ g 5K eliadl) 8 ol Bgia Lgiasy
(Provision) ssal) & Zlsall 50 diey shlsallys Syl of Alaludl Cousel (a Agleally
el are Glanzal ) (s Aladll Gy SV chlaaally dgall Al aels Jaid
Lisia Bgea cpilalgall = 4 (Participation) AS)Léal) aati Loy LmaJ A al) i)
Al Galyie YU Ghalsall a3l cHlall (L85 Hhall pias doa ol iSOl Glibd) apana b
bl Jyaasll miag cdsalilY) clad all 2lasi g ¢ ad )l Jlad) 8 4 pedawil) 4100)
2dall 12a 2 lad iy celld pag” crenl) SO 8 Gaalisally Aalall 5))3Y) cHllal Al
) (5350 a8 z_usn L0 AEl G A8l Al il o\ 3 A el o Lia,
Vi glalud) 2 ) saley sl ) el Jamil) Jysaty dpnslanal) eyl JST

L)) Loopll) oly cillly Bl o laiay) sdal) sladf 1(V) J<&

idill pnsll 6 Cilgduallg Geiall dijlgo 1,0l elaizll adsll

(3Ps) yaiyll adall &l sley i aidll Joleg gblgall Ciloljill
7N
(Protection) dstaall ‘@

Sclud 30 uiblgall i) P ok S = g roeh
s | @) awslwill gblgall Gloljll Ayl gbigall ciloljill

! Y, Aoyl Aol Abluy Bledl  Ayayhilll Algal dbsluy Wblic
Q—/J C} alpag 1 “padyl Jgaill b 2030l 831" b daaliually
@ &S jiall 5y "ayiiioll dabyl goliallg

oblgallg algall gy dyymgall asylaall

ey o
( o oD . "
?{f R bl ejaall oo asdil

; S (paall) Agall ciloljl (il ghigall Cilaljil
/\/4 2R Gldgh pladil ol Aglanll wilie
{ @ Q ol gosyll Joaill Jgay duandli P NG o =
Caa ) A5l 3 ol oo @ | X | & ==
o ||| i) e | e [
ooy L &
= el Hi o~
(Provision) yogill (Participation) a$)Lawall = — N < — =
Cileadq igh duial duls puaii o ladlt il ga pulblgall gutal 1oF = iy —oJ
wle oaail g0 dleb aggid] sbllg 4p9igidll ikl pio @
BaI Slygall Aakiall agildll =
#5 NotebookiM

350 3k ugpally clefralls silial) Ligh Cleaisell 4 duaddl) Spadl) fulad cBras 55sb slbg (V)
A-Yoa ‘(Y ¥ e Jaudadilly cluall ol
(2) Tina Zintl and Annabelle Houdret, "Moving towards smarter social contracts? Digital
transformation as a driver of change in state—society relations in the MENA region,"
Mediterranean Politics 30, no. 5 (2025), p 946-969.

\4e



=) xial) ki Al 3l ST e A e Al Al Juatll AIS) ax
A lsa) AaSgal) pga® 3 Al ol Badlae sl Lo oS Al ) 5la Cum ¢ o))
st Lae ¢ Jitaag AN O 3)sludllly yuaill 2 6 awd Al ¢ (Algorithmic Misgovernance)
el dalladdy ) e laia) adall dieimy o (ayidh oA 3gll) uadly "Lglay) Al
PRICYN aseda ¢ (Citizen Boards of Governance)iiklsall A8 sl ullad d_m g_,\é e )
GV (e oo Laial) a3l Jgad dgalsas ¢ ol ptppan b oSl G ALY Sl €A )
O gaa) dpulpnd) ALl i 48 50 S, ale ot il e’ 3 )" elea

898l gst (A ol Bale) 85 ()l e Liial) 2kl ik el )5kt (1
el (e Lyaad (ygiating "Gl (s3)54" S Gpaddinuall Hla% S (bl (e daUl
S L o) il il ] Apala@Y) Al ) 3) il €yl laalgs all dpalady)
aseiall 1305 (50l dadanl) daliudd) Galiis dpadyl) (3lsu) 435 ) (5055 (GAFAM)
Aglshll Ao Laal) Alaal falaed Laad Jiay Lo shy o ey lod Ja3 G ) 258, 8
Joall aas Cuua (" AR Saluad) saa0 agall 1da Bkl anler celld aag Ayl Al 8
= L::).a G Lae ¢A®h et s 8 Lgad 3093 a4l 3yl gall Dl ilaainally dpalill
e Jsall 58 (3amy 5311 " (Epistemic Erasure) dyeal) (iiagill' of i) jleaiay)
) diall ) b e ey Aalal) Ak ) Ly dﬁjzj Lokl go ilas

(A yaad) e yilg Ao glaall m gil) 3gus Ern) eyl el AU e JUEYI ()
Syl sl e (el de lual 4l Al 53] allaiy” Asadyl) dgaal) Al
‘;.'\:..Ig_t;.ua\d_ﬁ cApaliY) Sylariall e i@ salpud) 2t o1 cdialyll EYganl) Jla &
Olaniay Aila slaal) 4l dadaiall ae gl paad e adiaall 3508 L;\ ¢"dilaglaall Balud)
e Al Aaudal) 8 Yoat allety 1aas alall o Limadll aSat i) "Emayl 215SYI daly
cro s 1) i VT leal e g€y O gSlAN Baleas™ asgie () il ' Al Baloud
dimad) L) Al adla 1) alisats L) olsins

Ay B sERaT A aat Lo 4By 8 e Sl e ldal) amll Al B!
125 Lmsi ) o ¢ a3 lad) oD 5 "R LAY ade (el dlle 8 ¢cilsally
ohlian saa s Wl il Sl pac 2 Abidl doe 8 (L8 oA [JEERTI
Sldl) il m}mﬂ\ 5 AL e A Ay Ly A0l - lad (saen o ol
) il 2 5 Sall Jla 8 Alalully ainall G A A8 ey Laa ()Y

(1) Anuj Puri and Esther Keymolen, "The Doors of Janus: A Critical Analysis of the Socio-
Technical Forces Eroding Trust in the Rule of Law," Cardozo Arts and Entertainment Law
Journal43,nol (2024),p 27.

(2) Gabor Hulkd, Janos Kalman, and Andras LapsanszKy, '"The Politics of Digital Sovereignty and the
European Union’s Legislation: Navigating Crises," Frontiers in Political Science 7 (2025),p 386.

(3) Angelo Toma, " Algorithmic Foreign Influence: Rethinking Sovereignty in the Age of AL"
Lawfare, August 20, 2025, https://www.lawfaremedia.org/article/algorithmic-foreign-

influence--rethinking-sovereignty-in-the-age-of-ai Date of access (1/3/2026)

(4) Anuj Puri and Esther Keymolen, ,op.cit.p 28.
080 OAS o c(T . TO) ¢ a2 duubid) a’ﬁ\ a@s{ﬁ)}i\ daalal) ¢ ol 4y gilal) ‘a‘gu J\,JJ dlaa
A


https://www.lawfaremedia.org/article/algorithmic-foreign-influence--rethinking-sovereignty-in-the-age-of-ai
https://www.lawfaremedia.org/article/algorithmic-foreign-influence--rethinking-sovereignty-in-the-age-of-ai

b Lo g dva Ll

dpaa OB (o Abndl eyt L Gl Apaen B (e duall s2a il
e Sl Jlatl) il a8y i)l 3ol 3ymaY Ligwis Mol lgdon gy daadyl) 4aSpal)
oy i)l el e dlea ) 2D aulUas
s ) iyl i A g

LSl ) Agalalls Al aa)pl) i€ Y ecual) Lt 3l 3 Ay dll das Sl
z 35 (e Ll Ayt jime A1a awh Jy crund oSl LT 8 Ll sl D))
Al e Al Aplad) Ayl masas e (Jhailly Ll o 35Syl "l ) e 2l
Gl ) J&I pali 8 Joatl 1ia aSas) a8y . laddll sy 4l sl e
col) el Liay ine s Aaadyll Aalal) ol luld Allal ¢ 1Y)
o) ot bl i (s i

=ikl byl o s sady gugys ols o el cpliall Galiny) e
liarad . ab)ll oLl 3 Baa AT el Lagig ol el (o oLty a6 o1 4,00
ot Lad cdnsill Glaay s e Gubalsall 3a)) JSGE (pa H8LE S0 "5 yal) 48 sl
Gleld e Gargh slizad ) aladl Elal) Joady as (gagag 20368 Ay g yll "Aalall 32
Glia 3yall alal saaaie Lpaal (Hshll ALK el da i i€y LeS LA lsall sauall
Al sl Aglae 50 Aale iluslyus i Al Adinall dya)ylsad) )l
- dacd o1 Al Al i (s < LIS

i Al Ay gl S 5la e "Rl dals Al Bl ge Jalaill CaiS
e Ladsas @lld 0 ady Al gleal dgatll il cilbbal) @libns e gplnid) e Leid
e Aol 5508 e Canal ol dil) ul€y allg ddpall e "atEl) Jaliall alaic Y
Coaag yhiy cdga (e Al Al Jain slagade Lass 380 Al gl Al
o] Aga (e ahisSs (i A shald) 2 1) sale Bl gl A sall
Ad ! a1 il s s

3oL (e ist 1D Ay Cligh aaSats ¢iaslilly R sl G sSall aa Y
sy b)) (casBll el mdaad e sty cilalianll A8leal) cilllieg dsey lsal
Dbdy Ligiu) dppad edlad (oAl "AedS Apall’ masal (g yigiy cApa seadlly L) (G5l
Al 3l 53 50mal) Apalil) Joall agalss 3 " leaiaY

AR



;33 s 23t it (A : Lol
8ol 1zsaie bl €l sy Gpially galadl a8 saluad) o ) Auhall cuals
5aall DUl (53 (b pUi (6l Fae y& JaS5 oy (A8 Aila slaa 3ol s Al Aaasl)
el Jlaad) aSa3 Al dgmayll oSV Al Glanas 4gilalsal laslaall ¢ liadll gn o
"S5 0sal Bl 5o el Tane (W onas "ol Bali Tase (e JUERY) Cingion Las

L) 22 e B3 pmal) ) AaSall aala ) ol Jsaty W lacal clas
: ey 3 i

Ae Lua 1l l At i) clylad) (e dles Ll =55 ccilalininl) oda ¢ s A
et tll @liball Abeay (35 S e Ladll () Ga¥) Sl z)as ") (58 3l
ilaia it Al daag il AaSall Sl o L)y ¢l (Byia dashie (e
Clealiin skt e Slad ¢4 ) Al Lusally Lp) o) L8 uleas (50 Linsl il
Ol Ay Apdd) Apiad Ay sa apall JUEY) (e Al Jsall &5 Al 5ol
Ailasbeal) LDAELY) et 5 Ll

o v eslflel s ol L) AaSal) jame (A Lpabaad) epdl) o) J5R1 A
dt)aad) 5 ¢ oyhal gl C"‘i’ il dadyl) Felgl) gl e Ao 3210 ASaaliny ddalea
Gy easy dan Lagy e laia¥) aal) b ) dpesgal) A& 5 Alaludl 56 ) Ay
el siall Jsatys Aia AT ) a0 lal e eyl AaSsal) Joai el 13 (y50
O e 32l o sgie i Lae e Aoy dedd bl 2 35ai () Ly lise (e
comsbadl S e g8 Ayl A Sl Ly 43 senas

Y4A



Jakall
X

Slaball Glad) 3 talai) Bgipe Il daasi «ddeddlf ) philics 48 gygo ¢ dmalpaad) duspddl' —
Y YY dadhanlls

il LB b o A5 1B o) Y ccma G)dng cua Ll shaai (QULAN ¢ uga (ulagi Y
YN U lag o(dals)

(YT ARl adbeill (go)aia dusifa BAW) i) Jolo dansi (o lainy) il gy dla Gla Y

Arals - Aly) dpaiill Lnal) daliial) :58WY) Clasleqy astldo c4uad ) dafpatf (gAY & o —¢
(YY) cdwall Joul

Y philics deguyga o laiay) diall Bualaal) Sl AT Osag cugle A ¢ siiugdla 18 -0
(Y VA cdaSa dlaa teyg ) Ly a8 daass (Bl lgd) sl (Yo VY 2B Ad) ddaddlf

350 130k ugpally clefralls Siliall Ligl Slraiaall I duadl) Gpadl] fulad Bpas (5)sh slbg —1
(Y Y6 cahadilly el Gl

Avadall Qb9 - Lol

bl (Ghal) aBly B Al tandyl) agall Gaadl JaneS daad)l) daSpall (uallie (i plla -
2 dalaal) pglal) ANS A B)al) daalal) o uubonadly Aigildl) aglall j gl ddaa Y YY) alal) aay
(Ye¥0) £ 2

(Y2 TY uabs) Yo 2 5 Lol clafall ol S Uha) ¢ISH dpubadd) A2addlf (gl a8 ¥

(gmg) — 5558 — aldly) diadyll juae b doB)al) dlabas cigald 10 Sigilll aalS Jualy adila — ¥
(Y0¥0) 81 a3 ot D) aslall BAC (S5 Anala o) gl i Al ladgal

Ay (R T

o) JURY) LBlpa B o llaal) plSM) aladia) cgaajllie dlaeg Lo ol o sl -
(YaYe nlyfYe cahlanuly igaall a0 3 pasdlly cbaadll

https://trendsresearch.org/ar/insight/:

Y YY) ) )l [ prbaal)— SRS )~ A8 o A o Uik ) KM o) i)

B By oI (b el BIALS ol plSM e Aael Blaag L) gilds LS, Y
23 YV — CADTMAual) ddhial) b O gall olad) dial "5pralaal)l Ldlacdl) Aian Lasd
:YeYo

https://arabic.cadtm.org/2025/07/21/:
Y YY) fl /o kel p\SAI- po—dae UmBlas g duld)
Jaiuall 3 ¢ "SAdaianall (gl of el ..o lilaay) ol Cilindd (Glagh Ghupad Aaude —F
DY Y gl VY cdasiial) culual

https://futureuae.com/ar/Mainpage/Item/9720:

(YY) e U s

English sources

144


https://trendsresearch.org/ar/insight/استخدام-الذكاء-الاصطناعي-في-مراقبة-الامتثال-السياسي/
https://trendsresearch.org/ar/insight/استخدام-الذكاء-الاصطناعي-في-مراقبة-الامتثال-السياسي/
https://trendsresearch.org/ar/insight/استخدام-الذكاء-الاصطناعي-في-مراقبة-الامتثال-السياسي/
https://arabic.cadtm.org/2025/07/21/رقابة-وسيطرة-ناعمة-عبر-الذكاء-الاصطناعي/
https://arabic.cadtm.org/2025/07/21/رقابة-وسيطرة-ناعمة-عبر-الذكاء-الاصطناعي/
https://arabic.cadtm.org/2025/07/21/رقابة-وسيطرة-ناعمة-عبر-الذكاء-الاصطناعي/
https://futureuae.com/ar/Mainpage/Item/9720:%20%20تاريخ

First: Books

1-

2-

3-

David Beetham, The Legitimation of Power, 2nd ed. (Basingstoke: Palgrave
Macmillan, 2013).

UNDP Global Centre for Public Service Excellence, Framing Policies for the
Digital Economy (Singapore: UNDP, 2018).

World Economic Forum, Our Shared Digital Future: Building an Inclusive,
Trustworthy and Sustainable Digital Society (Geneva: World Economic Forum, 2018).

Second: Scientific Journals

1-

2-

Ali Shoker, "Digital Sovereignty Strategies for Every Nation,” Applied
Cybersecurity & Internet Governance 1, no. 1 (2022).

Anuj Puri and Esther Keymolen, ""The Doors of Janus: A Critical Analysis of
the Socio-Technical Forces Eroding Trust in the Rule of Law," Cardozo Arts
and Entertainment Law Journal43,nol (2024).

Federico Tomasello, ""From industrial to digital citizenship: rethinking social
rights in cyberspace," Theory and Society 52 (2023).

Gabor Hulko, Janos Kalman and Andras Lapsanszky, ""The politics of digital
sovereignty and the FEuropean Union’s legislation: navigating crises,"
Frontiers in Political Science 7 (2025).

Gabor Hulkd, Janos Kalman, and Andras Lapsanszky, ""The Politics of Digital
Sovereignty and the European Union’s Legislation: Navigating Crises,"
Frontiers in Political Science 7 (2025).

Grimme likhuijsen, Stephan, and Albert Meijer. "Legitimacy of Algorithmic
Decision-Making: Six Threats and the Need for a Calibrated Institutional
Response." Perspectives on Public Management and Governance 5, no. 3 (2022).

Piia Tammpuu and Anu Masso, "‘Welcome to the virtual state’: Estonian e-
residency and the digitalised state as a commodity,” European Journal of
Cultural Studies 21, no. 5 (2018).

Quynh Lien Le, Jing Tang, and Navneet Natt, ""The Social Contract Model in
the Digital Era: Revisiting Rousseau and Locke,™ Interdisciplinary Studies in
Society, Law, and Politics 2, no. 3 (2023).

Swati Srivastava, ""Algorithmic Governance and the International Politics of
Big Tech," Perspectives on Politics 21, no. 3 (September 2023).



10-Tina Zintl and Annabelle Houdret, ""Moving towards smarter social
contracts? Digital transformation as a driver of change in state-society
relations in the MENA region," Mediterranean Politics 30, no. 5 (2025).

11-Ying Gao and Jialei Cao, ""Social Contract Theory and Legitimacy: From
History to Modern Times," Educational Innovation Research 3, no. 3 (2025).

Third: The Internet
1- Angelo Toma, "Algorithmic Foreign Influence: Rethinking Sovereignty in the
Age of Al," Lawfare, August 20, 2025,

https://www.lawfaremedia.org/article/algorithmic-foreign-influence--

rethinking-sovereignty-in-the-age-of-ai Date of access (1/3/2026).

2- Joanna Kavenna, "Shoshana Zuboff: Surveillance capitalism is an assault on
"<human autonomyThe Guardian, 4 Oct 2019
https://h1.nu/1iVDP Date of access (¥ +/\ +/2025).



https://www.lawfaremedia.org/article/algorithmic-foreign-influence--rethinking-sovereignty-in-the-age-of-ai
https://www.lawfaremedia.org/article/algorithmic-foreign-influence--rethinking-sovereignty-in-the-age-of-ai
https://h1.nu/1iVDP




ualyd A SENAY (B Lo yilig (pacd | il (B el e S| il
(Ao wo 31 B ol ¥ ol g ALY Liswgy) i A ylide
it s (ol 3.

: gl
aiag haadl e loadll 555 aa Jdoal) dUaill Ay 8 odal) Jeatll Canll 13 Jsliy
el il Jy Adhaall 253a1l 8)gmna Balind) aad o1 o Bl (Lualdll Jlsdll)
Glen el PIA G 858l Cappt o abyl) puaall sled o Ganll 8Ly 5 Al salid
Lgie Auhall iy (Apaleyl) dibaiall) cule iy (Aungdl coall) selaiy claasSa e dleld
¢ sall Tyl (A3 5e¥) saniall Cul¥lly Aalai¥l Ls ) (i) e liadl) adad (p Gjlis
(o sd Sl (3 sally (Alawy! g ball) o Al 3856V Ayl sagel) o el e
DLl 31l Al ) claagl) alasiuls (lasbeall Gal) o Al Ay ) 52 gall,
i) Lpalesball aalg ) cbasall Aol Jolin LS o dlSial e g a)lly ailiind)
O ) oalats e ) elaill & Joall sl olasi Zajle Adsn Al Ll e J
@Al (o (Shamall mloall Slus S Baaa Al jules A8 luay (oaye dsall alaill )i

Lol ey WSl Jasa dagr Sl (53l (55
sasiall LY el alaad) cAlgall Bl ¢ hual) g yaall rdalbidal) cilals))
(Al il 3l syl LAY (K 5aY






Abstract:

This research examines the radical transformation in the structure of the
international system with the emergence of cyberspace as the "fifth domain" of power,
where sovereignty is no longer confined to geographical borders but extends to include
digital sovereignty. The research discusses how the digital age has redefined "power"
through the emergence of non-state actors, the rise of "hybrid warfare,” and "gray
zone" conflicts. The study adopts a comparative approach between the two poles of
cyberspace (Russia and the United States) to highlight the contrast between the
American cyber doctrine based on "preemptive defense™” and technological superiority,
and the Russian doctrine based on "information security” and the use of cyberattacks
as a tool for strategic influence and asymmetric deterrence. The study also addresses
the challenges facing traditional diplomacy in the absence of binding international
legal frameworks regulating state behavior in cyberspace. It concludes that the stability
of the international system depends on the formulation of new international norms that
curb the cyber arms race among major powers, which now threatens the very essence
of international peace and security.

Keywords: Cyber conflict, international relations, digital sovereignty, United
States of America, Russian Federation, digital balance of power.
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