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What is a Network?

A network 1s a set of devices (often referred to as nodes)
connected by communication links. A node can be a computer,
printer, or any other device capable of sending and/or receiving
data generated by other nodes on the network. A link can be a

cable, air, optical fiber, or any medium which can transport a
signal carrying information.

Why we need Networking?

« Sharing information

« Sharing hardware or software.
« Centralize administration and support.



Data flow (simplex, half-duplex, and full-duplex)
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Physical Structures

« Type of Connection

— Point to Point - single transmitter and receiver
— Multipoint - multiple recipients of single transmission
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How many kinds of Networks?

e we can classify networks in different ways:

- Based on network size: LAN and WAN (and MAN)
« Based on management method: Peer-to-peer and Client/Server
« Based on topology (connectivity): Bus, Star, Ring ..

 Based on transmission media: Wired (UTP, coaxial cables, fiber-
optic cables) and Wireless



LAN and WAN

 Local Area Network (LAN)

« Small network, short distance
« Aroom, afloor, a building
* Limited by number of computers and distance covered
« Serve a department within an organization

« Examples:
 Network inside the Student Computer Room
 Network inside your home
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An isolated LAN connecting 12 computers to a hub in a closet

[=l=l==0-1=]=]=[-]=]=]-]

N

Hub




* Wide Area Network (WAN)

A network that uses long-range telecommunication links to connect
2 or more LANs/computers housed in different places far apart.

 Towns, states, countries

- Examples: Internet Your home
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%ANs: a switched WAN and a point-to-point WAN
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« Syllabus

 Network Topology

 Network Models OSI

 |IP Addressing

« Classful Addressing

 Classless Addressing
 Subnetting Addressing
 Network Address Translation NAT
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Peer-to-Peer Networks

No hierarchy among computers = all are equal.
A gludia JSll — B 3gaY) G g 22 Y

No administrator responsible for the network.
B (B abluy JS) — ASAN i dlma dga 22 Y

Host in a P2P network Provide and Consume
Services. cladd dlginy g il o) (Sas AGEN JA paic (o
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- Advantages of peer-to-peer networks:
 Low cost 4L dil
« Simple to configure Jsaal b Al sgu
« User has full accessibility of the computer Jal&ll J gagll (prasiiiall (Sas
P sl

* Disadvantages of peer-to-peer networks:
« Difficult to uphold security policy Al syl g ase
- Difficult to handle uneven loading 3_x=sll clibydl Ao 3 jhaudl axe
« Not Scalable: gawsill 33 &
- Difficult to control, s 4313 asy sa axiieea JS (N B3I 4 4y graa
because every user is a network adrﬂi(nistrator.

 Where peer-to-peer network Is appropriate:

« 10 or less users Omddiua 10 G J8 2l ¢ 6, Lanic
« Security is not an issue 4aga & dxia¥) (et Larie



Clients and Servers

* Network Clients (Workstation)

« Computers that request network resources or services
o 3))sa g ciladd qullai Al B jgaY)

* Network Servers

« Computers that manage and provide network resources and
services to clients (masdiawall 3 ) gall g cleadd) 3935 All 3 j¢aY)

« Usually have more processing power, memory and hard disk
space than clientss s O3 daw g 4dle 3 81y 4368 clallea dllal Lale

* Run Network Operating System that can manage not only
data, but also users, groups, security, and applications on
the network Z\.ﬁw\ 3 3gaY) ¢ PO 9 dagall @Lc S FIN-Y ‘,k‘- Jazd
@Al.ad\ 9 Caddiicaal) 3408 g daial) J,)ﬂ\gﬁu.\c 5_yald oy oSl



« Advantages of client/server networks

Facilitate resource sharing — sibaal) 4s L & 4 ggu

Facilitate system backupalaill abdia) g ¢pali 8 4 ggu

Enhance security — only administrator can have access to Server
Al aSaill Jgda daf g yde 3529 e — dalle Alal

Support more users — difficult to achieve with peer-to-peer

Networks (meddiwall (pa pu€ 238 as

* Disadvantages of client/server networks

High cost for Servers 4ille 4dls

Need expert to configure the network &li Jds 4dluall g Jazll o) jud zliad
EALA]
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Specialized Servers

m Type of specialized servers
Application Servers
Communication Servers
Fax Servers

Malil Servers
Web Servers
File & Print Servers



"
metwork Topology

it (3 K

Bus Topology Ring Topology Star Topology
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* Bus Topology

« Simple and low-cost 4L 4alS g3 § oy
« Asingle cable called a trunk &4 aly Jus Ao 5 gias

 Only one computer can send messages at a time 2alg s s sS ki
Banigll 5 pal) A Seaps &) (Saa
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« Star Topology

« Each computer has a cable connected to a single point s sss Js
ISall Adaily Jaaiia AS,A)

« More cabling, hence higher cost e 4 31 5 S cdlua i ) zliag

« All signals transmission through the hub; if down, entire network
down SalS ASeid) Jid ) ga5s b gas Adadil) Glli B JE8 o) — S sal) Al pe pad cililud) JS

Distribution
rack and
shelves

Expandable
patch
panels

Star Topology
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Ring Topology

« Every computer serves as
a repeater to boost signals
B (5 gha CuliaS LA yiny iy gia sS S
 Typical way to send data:
 Token passing
« only the computer who gets the token «

data & Jasy Sigass IS ) _ 0 Gaoh
Gl Ja s O OSaa S 53l

Disadvantages
« Difficult to add computers s ss ddlal 43 o
« More expensive 4l e

« If one computer fails, whole network fails J&é A s 3l g i gsa S Jdd
MalS A i)
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r Star & Tree Topology

= The star topology is the most
commonly used architecture in

Ethernet LANS. Leladial <Y gb danil) dyiy
Llaal) clSdl) b M) cd gl B

= Larger networks use the extended
star topology also called tree
topology. When used with network
devices that filter frames or packets,
like bridges, switches, and routers,
this topology significantly reduces
the traffic on the wires by sending
packets only to the wires of the
destination 'host.4ed 5 Sl @il
danil) u&mua&wgsoJm RS oMLa
oﬁ\cﬁiwﬁ&l@mym
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r, Mesh Topology

= The mesh topology
connects all devices
(nodes) to each other
for redundancy _and
fault tolerance.” 4xd
ralis aax (O dg M\
c_\.g.uads.uuuau@w\

= Implementing the mesh
topology Is expensive

and djfficult. 4 34w
caa g Adlsy) e UJSA A uiiall
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THE OSI MODEL

Established in 1947, the International Standards Organization (ISO). An
ISO standard that covers all aspects of network communications is the
Open Systems Interconnection (OSI) model. It was first introduced in the
late 1970s.

Seven layers of the OSI model

7 Application |
6 Presentation I
5 Session I
4 Transport |
3 Network I
2 Data link I
1 Physical I




o

Physical Layer
From data link layer To data link layer
[.2 data [.2 data
! | | !
—4— —f
Physical =5761000000010 10101000000010] Fhysical
layer layer

Transmission medium

0 " )
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An exchange using the OSI model
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-010101010101 101010000010000 -01010101010110101 0000010000

Transm|55|on medium

The data link layer is responsible for moving frames from one hop
(node) to the next. 4aaY) adaail) ) sl ddaiill e UL Ul J85 e 5 e



Network layer:

The network layer is responsible for the delivery of individual packets
from the source host to the destination host. ¢« 4 sl Jua s e J ga
Al dga sl (A Haadll

Transport layer:

From session layer To session layer

Segments Seg ments

Transport Transport
layer To network layer From network layer layer

The transport layer is responsible for the delivery of a message from

one process to another. ) sl dslleall s o 0 Al )l Ja 68 G J 5900
Al




Session layer:

The session layer is responsible for dialog control and
synchronization.dis! jall s &halaall 5yl e J 53
Presentation layer:

From application layer To application layer

) 1

Presentation Presentation

layer layer
To session layer From session layer

The presentation layer is responsible for translation, compression, and
encryption. il 5 Sl g das 6l ge J g e

Application layer:

The application layer is responsible for providing services to the user.
aadinuall I 4axdl) Jua i e pdilall J g sasa
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Summary of layers

To allow access to network

aERlicticn resources
To translate, encrypt, and :
P Presentation
compress data
. To establish, manage, and
Session : )
. . terminate sessions
To provide reliable process-to-
process message delivery and Transport
error recovery To move packets from source
Network to destination; to provide
- internetworking
To organize bits into frames; .
: . Data link
to provide hop-to-hop delivery ._ .
To transmit bits over a medium;

Physical to provide mechanical and
electrical specifications




TCP/IP

Dr. Lway Faisal



When TCP/IP is compared to OSI, we can say that the TCP/VP protocol
suite is made of five layers: oo con o ety anenon, and

18] )'-"‘."r alior).

Four levels of addresses are used in an internet employing the TCP/IP
protocols: physical, logical, port, and specific.

Addresses

Physical Logical Port Specific
addresses addresses addresses addresses




Relationship of layers and addresses in TCP/IP

Application layer

Transport layer

Network layer

Data link layer

Physical layer

Processes

IP and
other protocols

Underlying
physical
networks

é

Specific
addresses

Port
addresses

Logical
addresses

Physical
addresses

Loy




- Physical Address

*Physical address or (hardware Address), or media address
control MAC address.

Each node has a unigue MAC Address: Globally identifier
that burned into your RAM of your network interface card.
‘MAC Address assigned by manufacturer , each factory has a
block of address assigned by IEEE.

*No two networks in the world have the same Address.

local-area networks use a 48-bit (6-byte) physical address
written as 12 hexadecimal digits; every byte (2 hexadecimal
digits) is separated by a colon, as shown below:

A 6-byte (12 hexadecimal digits) physical address.
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A

TCP/IP Layers

.. Specific
Application layer Processes — ddresses |
Port
addresses

Transport layer

Network | IP and Logical
etwork layer other protocols ? addresses
Data link layer
Underlying .
= physical — AL
addresses
networks
Physical layer




Four levels of addresses are used in an internet employing the TCP/IP
protocols: physical, logical, port, and specific.

Addresses

Physical Logical Port Specific
addresses addresses addresses addresses




Physical Address

‘

*Physical address or (hardware Address), or Media Address Control MAC
address.

Each node has a unique MAC Address: Globally identifier that burned
into your RAM of your network interface card. &l Jlsic Ao ssiny jlga S
i) ALk 5 SI0 Ao Jawso b 8 S pea

‘MAC Address assigned by manufacturer , each factory has a block of

adtrESs assigned by IEEE. 4w/ giae S &l dnicaall 48 il (S (o 2050 Lol ) sic
Lwwo (N 105 jenaal opoliall (o 4l

*No two networks in the world have the same Address.

|local-area networks use a 48-bit (6-byte) physical address written as 12
hexadecimal digits; every byte (2 hexadecimal digits) is separated by a
colon, as shown below:

07:01:02:01:2C:4B
A 6-byte (12 hexadecimal digits) physical address.




Network Layer:
Logical Addressing



An IP address (Internet Protocol Address) or (logical Address)
IS a unique address that devices use it in order to
communicate with each other. 2,éx o) sie JS5% & kil o) giall
G A 3 3eaY) ae Juat) (il Slea IS

IP addresses are managed and created by the Internet

Assigned Numbers Authority (IANA). 8 5 ¢ 288 ¥ Gnglie JS
IANA dsi'ge JB8 (e

IP have two versions: 1. IPv4 is 32bits

2. IPv6 is 128hits

The network layer is responsible for the delivery of individual
packets from the source host to the destination host.




An IPv4 address is 32 bits long, are unique and universal.

A protocol IPv4 has an address space. An IS the
total number of addresses used by the protocol. If a protocol uses
N bits to define an address, the address space is 2N,

Jo&l 22l e (g giny elizadll 13 | o gliall (e JulS glizad e g gisaIPVA ) ) s
el Nbits  aadiey JsSsisoall 131 JoS g 18 8 (e deddiisall o sliall (e
Crsbadl e 28N Ll () oS 3 (sl

IPv4 uses 32-bit addresses, which means that the address space is
232 or 4,294,967,296 (more than 4 billion). This means that,
theoretically, if there were no restrictions, more than 4 billion
devices could be connected to the Internet. (nsbe awa Gwddiul
Al Jsa Slea ol 4 aad ) e 3 il Cailsd a8 5 g0 SlS )l jlaal




There are two prevalent notations to show an IPv4 address:
binary notation and dotted-decimal notation. o) se Jdad (Saa

In binary notation, the IPv4 address is displayed as 32 bits.
Each octet is often referred to as a byte. So it is common to
hear an IPv4 address referred to as a 32-bit address or a 4-

byte address. Example: 01110101 00011101

4-bytes = Jian 5l 32-bits (3 OsSh (AU alkaill



To make the IPv4 address more compact and easier to read,
Internet addresses are usually written in decimal form with a
decimal point (dot) separating the bytes. Example:

aldas (S5 (S, Uale el se) jall Jeu 5 1jLaial) 81 V) ol sie oSy S
aiiy &l s e oLl A ) Lo pude (g e

10000000 00001011 00000011 00011111

128.11.3.31
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Example 2.1

Change the following IPv4 addresses from binary notation to dotted-decimal

notati 2. 10000001 00001011 00001011 11101111
b. 11000001 10000011 00011011 11111111

Solution
We replace each group of 8 bits with its equivalent decimal number and add
dots for separation.

a. 129.11.11.239
b. 193.131.27.255



"
Example 2.2

Change the following IPv4 addresses from dotted-decimal notation to binary

¢ a. 111.56.45.78
b. 221.34.7.82

Solution
We replace each decimal number with its binary equivalent (see Appendix B).

a. OI1OIT11T 00111000 OOIOTI10T OI001110
b. 11011101 00100010 00000111 01010010



Example 2.3

Find the error, if any, in the following IPv4 addresses.

111.56.045.78
221.34.77.8.20
75.45.301.14

d. 11100010.23.14.67

Solution

a. There must be no leading zero (045). s« sieff Guw o s Y

b. There can be no more than four numbers. /4 o 88 S o) oS Y

c. Each number needs to be less than or equal to 255. 255 J/ istal ¥ ad, s/

d. A mixture of binary notation and dotted-decimal notation is not allowed. ¥

a9 O (A pallii (o 8] G DI (GSa

o o P
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In classful addressing, the address
space Is divided into five classes:
A, B, C,D, and E.

First Second Third Fourth First Second Third Fourth
byte byte byte byte byte byte byte byte

ClassA | O Class A | 0-127

ClassB | 10 Class B [128-191

ClassC |110 Class C [192-223

ClassD 1110 Class D |224-239

Class E [1111 Class E [240-255

a. Binary notation b. Dotted-decimal notation

Finding the classes in binary and dotted-decimal notation



* The IP address consists of two components:

. IS the network portion of the address,
consisting of the network bits.

. IS the host portion of the address,
consisting of the host bits. They consist of the remaining
bits not included with the network bits. The part of an IP
address that identifies a host.

32-bil IP Addrass

Metwork Bils or Netid | Host Bils oy Hostid




Class A

Class B

Class C

Class D

Class E

| Byte 1 | Byte 2 | Byte 3 | Byte 4 |
€ > > > >
Netid Hostid
Netid Hostid
Netid Hostid
Multicast address

Reserved for future use




'_
Class A

0 8 16 24 32

ClassA 057 =128 224= 16 777 216

Leading Size of Network | Size of Rest Number Addresses
Bits  NumberBitfield Bitfield = of Networks per Network

Class A 0| 8 U 128 2 16777216 (2%9(000.0  127.255.255.255

Class Start address  End address




"

Class B

0 3 16 24 32
Class B |10 2146 384 216= 65 536
Leading Size of Network | Size of Rest Number Addresses
Cl Start add End add
™ Bits NumberBitfield Bitfield | ofNetworks | perMetwork oo oo
Class B 10 1 16 632 BRI 120000 191.255.255.255




'_
Class C

0 8 16 24 32
Class C 110 =2%b7 152 ‘28 = 256 ‘

Leading Size of Network | Size of Rest Number Addresses

Start address End add
Bits NumberBitfield Bitfield | ofMetworks | perfletwork o oo e

Class

Class C A ] 2007.152(2Y) 286 (29 192000  223.255.255 254




'_
Class D

0 8 16 24 32
Class D |1110 Multicast Address

Leading Size of Network | Size of Rest Number Addresses

Start address End add
Bits NumberBitfield Bitfield | ofMetworks | perfletwork o oo e

Class

Class D {multicast) 1110 | not defined not defined | nat defined not defined (224000 239255 255 255




"
Example 2.4

Find the class of each address?
a. 00000001 00001011 00001011 11101111
0. 11000001 10000011 00011011 11111111

c. 14.23.120.8
d. 252.5.15.111
Solution

a. The first bitis 0. This is a class A address.

b. The first 2 bits are 1; the third bitis 0. Thisis aclass C
address.

c. The first byte is 14; the class is A.

d. The first byte is 252; the class is E.



Yet the number of devices on the Internet is much less than the
232 address space. We have run out of class A and B
addresses, and a class C block is too small for most midsize
organizations.

Classful addressing: An IPv4 addressing mechanism in which
the IP address space is divided into 5 classes: A, B, C, D, and
E. Each class occupies some part of the whole address
space.

Classless addressing: An addressing mechanism in which
the IP address space is not divided into classes.
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To overcome address depletion and give more organizations
access to the Internet, classless addressing was designed and
Implemented. In this scheme.

In classless addressing, when an entity, needs to be connected
to the Internet, it is granted a block ( ) of addresses. The
size of the block (the )

An ISP, as the Internet service provider, may be given
thousands or hundreds of thousands based on the number of
customers it may serve.



To simplify the handling of addresses, the Internet authorities
Impose ;

1. The addresses in a block must be contiguous, one after another.
2. The number of addresses in a block must be a power of 2 (1,
2,4,8,.etc)
3. The first address must be evenly divisible by the number of
addresses.

Example

Figure 2.3 shows a block of addresses, in both binary and
dotted-decimal notation,



Block Block
First —>»{ 205.16.37.32 110011017 00010000 00100101 00100000 n
205.16.37.33 117001101 00010000 00100101 00100001 g
: : 2
Last —>»| 205.16.37.47 11001101 00010000 00100101 00101111 § | =

a. Decimal b. Binary

We can see that the restrictions are applied to this block:
The addresses are contiguous.

, and the first address is divisible
by 16.



The address and the /n notation completely define the whole block (the
, the , and the ).

First Address The first address in the block can be found by setting the
32 - n rightmost bits in the binary notation of the address to Os.

Example

A block of addresses is granted to a small organization. We know that one of
the addresses is 205.16.37.39/28.

Solution
The binary representation of the given address is

If we set 32—28 rightmost bits to 0, we get
0000
or



Last A!!ress

The last address in the block can be found by setting the 32 - n
rightmost bits in the binary notation of the address to 1s.

The last address in the block can be found by setting
the rightmost : 32 = n bits to 1s.

Example
Find the last address for the block.

205.16.37.39/28

Solution
The binary representation of the given address is

If we set 32 — 28 rightmost bits to 1, we get
1111

or



o

The number of addresses in the block can be
found by using the formula : 232-n

Example

Find the number of addresses in Example 6.6.
205.16.37.39/28

Solution
The wvalue of n iIs 28, which means that number

of addresses is 2 32728 or

9



to find the , the , and the
IS to represent the mask as a 32bit binary (or
8-digit hexadecimal) number. This is particularly useful when we

are writing a program to find these pieces of information. Ex: The
205.16.37.39/28 , can be represented as (Mask Definition)

(twenty-eight 1s and four 0s).

Find

a. The first address

D. The last address

c. The number of addresses.



" JE

Solution

a. The first address can be found by ANDiIng the given
addresses with the mask. ANDing here iIs done bit by
bit. The result of ANDIng 2 bits is 1 if both bits are 1s;

the result is 0 otherwise.

Address: 11001101 00010000 00100101 00100111
Mask: 11111111 11111111 11111111 11110000
First address: 11001101 00010000 00100101 00100000

_

N



" J

b. The Ilast address can be found by ORiIng the given
addresses with the complement of the mask. ORIing
here Is done bit by bit. The result of ORIng 2 bits Is 0 if
both bits are O0s; the vresult Is 1 otherwise. The
complement of a number is found by changing each 1
to 0 and each O to 1.

Address: 11001101 00010000 00100101 00100111
Mask complement: 00000000 00000000 00000000 00001111

Last address: 11001101 00010000 00100101 00101111

<—




C.

The number

of addresses can be found Dby

complementing the mask, interpreting it as a decimal
number, and adding 1 to it.

Mask complement:
Number of addresses:

000000000 00000000 00000000 00001111
15+1=16



"
Example:

A block of addresses is granted to a small organization. We know that one of the

addresses is 190.100.0.136/26. using Classless and Mask Definition methods
What is the:-

first address in the block: 190.100.0.128
LLast address in the block: 190.100.0.191

Number of Addresses in the block: 64
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Network Addresses

Rest of
the Internet

All messages with receiver addresses £
205.16.37.32 10 205.16.37.47 — i
-

are routed to X.y.z.tfn

| Organization s
I network o0 '
: = :
[ =1, I
: P . :
: 205.16.37.33/28 205.16.37.34/28 205.16.37.39/28 \E 205.16.37 46/28 205.16.37.47/28 :
LD £ = o
I |
I I
I i
1 |
1 I

The first address in a block is normally not assigned to any
device; it is used as the network address that represents the
organization to the rest of the world.



"

Two-Level Hierarchy: No Subnetting

An |IP address can define only two levels of hierarchy when
not _subnetted. The n lefimost bits of the address x.y.z.t/n
define the network; the 32 — n rightmost bits define the
particular host to the network. The part of the address that
defines the network is called the prefix; the part that defines
the host is called the suffix.

N PrefiX 32_n

28 bits 4 bits

Network prefix | _
= Suffix

S

Y _ ____

Host address
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Three-Levels of Hierarchy: Subnetting

An organization that is granted a large block of addresses may
want to create clusters of networks (called subnets) and divide the
addresses between the different subnets.

The organization, however, needs to create small sub blocks of
addresses, each assigned to specific subnets. The organization has
Its own mask; each subnet must also have its own.



As an example, suppose an organization is given the block
17.12.14.0/26, which contains 64 addresses. The organization has
three offices and needs to divide the addresses into three sub blocks
of 32, 16, and 16 addresses. We can find the new masks by using
the following arguments:

Find the mask for each subnet
1. Suppose the mask for the first subnet is n1, then 2 32-n!
must be 32, which means that n1 =27.

2 . Suppose the mask for the second subnet is n2, then 2 32-n2
must be 16, which means that n2 = 28.

3. Suppose the mask for the third subnet is n3, then 2 32-13
must be 16, which means that n3 =28.



Configuration and addresses in a subnetted network

Subnet 1 Subnet 3

17.12.14.48/28

17.12.14.50/28

Subnet 2

17.12.14.0/27

17.12.14.32/28

17.12.14.1/27 _

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[
[
L 17.12.14.20/27
I =
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

L oo o o o o o e e e e e e e e e e e e e e e e o Em Em Em Em Sl e e e e e e e S e e G e e e e e = e e = =

Network: 17.12.14.0/26

To the rest of
the Internet



Let us check to see if we can find the subnet addresses
from one of the addresses in the subnet.

a. In subnet 1, the address 17.12.14.29/27 can give us the
subnet address if we use the mask /27 because

Host: 00010001. 00001100. 00001110. 00011101
Mask:11111111 11111111 11111111 11100000 /27 (AND)
Subnet: 00010001 00001100 00001110 00000000 ....

Start (17.12.14.0) end(17.12.14.31)

b. In subnet 2, the address 17.12.14.45/28 can give us the
subnet address if we use the mask /28 because

Host: 00010001 00001100 00001110 00101101
Mask:11111111 11111111 11111111 11110000 /28 (AND)
Subnet: 00010001 00001100 00001110 00100000 ....

Start (17.12.14.32) end(17.12.14.47)



" J
c. In subnet 3, the address 17.12.14.50/28 can give us the

subnet address If we use the mask /28 because
Host: 00010001 00001100 00001110 00110010

Mask:11111111 11111111 11111111 11110000 /28 (AND)
Subnet: 00010001 00001100 00001110 00110000 ...
Start (17.12.14.48) end (17.12.14.63)

We can say that through subnetting, we have three levels of
hierarchy.

Subnet 1

26 bits

1| 5 bits

Network prefix

Subnet prefix

Y _

y Ganiianily il ity

Host address

Y

Subnets 2 and 3

26 bits

4 bits

Network prefix

Subnet prefix

Y _ ____

Y U W

Host address

Yy __

Three-level hierarchy in an IPv4 address
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Q/Analyze three — level of hierarchy as shown below for this network

address 17.12.14.0/26 and draw the network diagram?

Subnet 1 Subnets 2 and 3

26 bits 1| 5 bits 26 bits 2 4 bits

Network prefix ! Network prefix [

Subnet prefix Subnet prefix

Host address Host address
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More Levels of Hierarchy

Large Block =>Divide into > Small Blocks > Divide into> Sub Blocks - Customers

National ISP = Regional ISP = Local ISP - Organization - Several Sub nets.

Address Allocation

How are the blocks allocated? The ultimate responsibility of address
allocation is given to a global authority called the Internet Corporation for
Assigned Names and Numbers (ICANN). However, ICANN does not
normally allocate addresses to individual organizations. It assigns a large
block of addresses to an ISP. Each ISP, in turn, divides its assigned block
Into smaller sub blocks and grants the sub blocks to its customers.

ICANN —>National ISP - Regional ISP - Local ISP - Organization - Several Sub nets.
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Example

An ISP is granted a block of addresses starting with 190.100.0.0/16 (65,536
addresses). The ISP needs to distribute

these addresses to three groups of customers as follows:

a. The first group has 64 customers; each needs 256
addresses.

b. The second group has 128 customers; each needs 128
addresses.

c. The third group has 128 customers; each needs 64
addresses.

Design the sub blocks and find out how many addresses are still available after
these allocations?
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m An ISP iIs granted a block of addresses starting with
187.97.0.0/16 (65,536 addresses). The ISP needs to

distribute
these addresses to three groups of customers as follows:

m The first group has 128 customers; each needs 64
addresses.

m The second group has 128 customers; each needs 128
addresses

m The third group has 64 customers; each needs 256
addresses.



r :
Solution
Figure below shows the situation.

Group 1
For this group, each customer needs 256 addresses. This means that 8 (log,

256) bits are needed to define each host. The prefix length is then 32 — 8 = 24.
The addresses are

Ist Customer: 190.100.0.0/24  190.100.0.255/24
2nd Customer: 190.100.1.0/24  190.100.1.255/24

64th Customer: 190.100.63.0/24  190.100.63.255/24
Total = 64 X 256 = 16,384



Group 2

For this group, each customer needs 128 addresses. This means that 7 (log,
128) bits are needed to define each host. The prefix length is then 32 — 7 =
25. The addresses are

[st Customer:  190.100.64.0/25 190.100.64.127/25
2nd Customer: 190.100.64.128/25  190.100.64.255/25

[28th Customer: 190.100.127.128/25 190.100.127.255/25
Total = 128 X 128 = 16,384



Group 3

For this group, each customer needs 64 addresses. This means that 6
(log,64) bits are needed to each host. The prefix length is then 32 — 6 = 26.
The addresses are

[st Customer:  190.100.128.0/26 190.100.128.63/26
2nd Customer: 190.100.128.64/26  190.100.128.127/26

[28th Customer: 190.100.159.192/26  190.100.159.255/26
Total = 128 X 64 = 8192

Number of granted addresses to the ISP: 65,536
Number of allocated addresses by the ISP: 40,960
Number of available addresses: 24,576



An example of address allocation and distribution by an ISP

ISP
Group 1: —— Customer 001: 190.100.0.0/24
190.100.0.0t0190.100.63.255 | * (- ;stomer 064: 190.100.63.0/24
) —— Customer 001: 190.100.64.0/25
§ o Group 2: .
g9 o 19010064010 190.100.127.255 | Cystomer 128:190.100.127.128/25
To and from S S o &
the Internet 55 8
Lo = I .
== = Group 3: : Customer 001: 190.100.128.0/26
O 190.100.128.0t0 190.100.159.255L * oo mer 128: 190.100.159.192/26
Available
190.100.160.0 to 190.100.255.255
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Network Address Translation (NAT)
A technology that allows a private network to use a set of private addresses
for internal communication and a set of global Internet addresses for external
communication.
C gLl QAZ\:_}A;AJLES';\J\ JuaiDl Aal Al (1 lall (10 de gana aladiuly dalaal) ASEN and s
Al Juaid dua Al

It provides a mapping between and officially
assigned A AN G gliall g ddalall o gliall G Jaa g s ()5S

, Shown below: (4ala)all ) dalall o sliall (0 Gle gana EBU muia g oL J ga2all

Range Toral
10.0.0.0 to 10.255.255.255 224
172.16.0.0 to 172.31.255.255 220
192.168.0.0 to 192.168.255.255 216




They are unique inside the organization, but they are not unique
globally. No router will forward a packet that has one of these
addresses as the destination address. x8 (lsie s Al o) siall
Cai i) A Al AN 8 Ja) s e (K1 5 403D Jala

Site using private addresses

172.18.3.1 172.18.3.2 172.18.3.20

NAT router
Int t
172.18.3.30 é 200.24.5.8 nterne

The router that connects the network to the global address
uses one private address and one global address. sl !
AGL aHls plsie 5 Adalal) ASAT Al gl L 1 il gie e (g giag
i Al "



Translation Table

Types of NAT:

1- One IP Address
2- Pool of IP Addresses
3- Both IP Addresses and Port Numbers
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1- One IP Address

Destination: 25.8.2.10
Source: 172.18.3.1

/.

Translation table

Destination: 25.8.2.10
Source: 200.24.5.8

Private External

> 172.18.3.1 25.8.2.10 =

Destination: 200.24.5.8
Source: 25.8.2.10

Destination: 172.18.3.1
Source: 25.8.2.10

1.
A translation table has only two columns: the private address and the external address.

allny )i olsie Jals o) sie S0 68 Gaglial) daa 53 e g 5l a8
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2. Using a Pool of IP Addresses

Since the NAT router has ,

can access the same external host.
) ARl g glall e (U 9n) Ao sede aaly (a2 A Olsie S S e Sl A
Al Ohsie @) a8 L Y oAl o) sl ae Al o) gie JS3 aal g Ll s



"

3. Using Both IP Addresses and Port Numbers

To allow a many-to-many relationship between private-network hosts and
external server programs, we need more information in the translation
table. Oasball (e 4o ganae pe padiy o) oA Olsie ST Sy nsliall daa 5 e & 5300 1 B
& mase WS i lgie S Gald M panadd Gk g 05 Gl gl s 8 4dalal)

oLl djd;j\
Private Private | External | External Transport
Address Port Address Port Protocol
172.18.3.1 1400 25.8.3.2 80 TCP
172.18.3.2 1401 25.8.3.2 80 TCP




